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The expansion of facial recognition technologies (FRT)' in Latin America has largely advanced under
narratives of efficiency, modernization and public safety, without a substantive democratic debate
on their implications for fundamental rights. In Paraguay, the enactment of Law No. 7269/2024

“for the prevention, control and eradication of violence in sports” formally authorized the deploy-
ment of video surveillance systems with biometric capabilities in sports stadiums, positioning the
country within a regional trend of technological adoption characterized by the absence of prior
impact assessments, specific regulatory frameworks and effective mechanisms for independent
oversight.

This research builds on and further develops the preliminary evidence produced by TEDIC in the
context of the “Con Mi Cara No” [“Not With My Face”] campaign, which documented the installa-
tion of biometric surveillance infrastructure without sufficient public information about its opera-
tion, contracted providers, databases consulted or protocols for the processing of personal data. It
is carried out within the framework of TEDIC’s Digital Public Infrastructure project and responds
to the need to generate critical, technically informed and situated knowledge on the tensions
between surveillance technologies and human rights in the Paraguayan context.

TThe analysis is based on the premise that biometric technologies are not neutral tools, and that
their assessment does not depend exclusively on the conditions of use. On the contrary, they incor-
porate design decisions, data selection and operational logic that structurally shape theirimpacts

on fundamental rights (Criado-Perez, 2020; O’Neil, 2017; Zuboff, 2020). In the case of FRT deployed

in public spaces, particularly in publicly accessible settings such as sporting events, their ability to

operate in an automated, large-scale and opaque manner poses specific risks to privacy, freedom

of expression, equality and the presumption of innocence that go beyond traditional personal data

protection frameworks (Access Now, 2021; Diaz, 2018; Pietrasanta et al., 2025).

The Paraguayan context exacerbates these risks. At the time of the implementation of Law No.
7269/2024, the country did not have a general personal data protection law. Law No. 7593/2025
was only enacted in November 2025 and, at the time of this report’s preparation, still lacks imple-
menting regulations and a fully operational oversight authority. This situation creates a regulatory
paradox, as it allows the mass processing of sensitive biometric data without clear and enforceable
standards regarding lawfulness, purpose, data minimization, retention, security or the effective
exercise of data subjects’ rights. Added to this is institutional opacity regarding procurement pro-
cesses, provider selection criteria, and the technical characteristics of the deployed systems, which
severely hinders democratic oversight and accountability.

1 Inthisresearch, the terms “facial recognition technologies,” “facial recognition systems,” as well as the acronyms “FRT” and
“FRS” are used interchangeably to refer to Al-based biometric tools that enable the identification or verification of individuals
through the automated analysis of facial features. These technologies encompass various functionalities, such as face detec-
tion, facial identification and, in some cases, expression analysis, whose capabilities are specified where necessary.

2 “ConMiCaraNo” [“Not With My Face”] is a project led by TEDIC aimed at critically examining the use of facial recognition
technologies in Paraguay. See: https://www.tedic.org/con-mi-cara-no-py/y https://conmicarano.tedic.org

BIOMETRIC SURVEILLANCE: FACIAL RECOGNITION AND HUMAN RIGHTS AT SPORTING EVENTS IN PARAGUAY 6


https://www.tedic.org/con-mi-cara-no-py/
https://conmicarano.tedic.org

From this perspective, this study examines the use of FRT in Paraguayan sports stadiums in light
of national and international human rights standards. The analysis is structured around four main
dimensions.

First, the report develops a theoretical framework that positions facial recognition as a biometric
technology based on artificial intelligence (Al), addressing its technical foundations, its primary
modes of operation and the features that qualitatively distinguish it from traditional video surveil-
lance (CCTV). This approach is essential for understanding why facial recognition is not merely an
extension of CCTV, but rather a technology with greater intrusive potential.

Second, the applicable regulatory framework in Paraguay is analyzed by reconstructing the legal
architecture that regulates—or should regulate—the use of FRT at sporting events. This section
includes an examination of Law No. 7269/2024 and its implementing decree, the personal data
protection framework, as well as constitutional provisions and international treaties ratified by
the country that form part of the constitutional framework governing privacy, data protection and
fundamental rights in the context of surveillance practices.

Third, the tensions between the biometric surveillance model enabled by law and four fundamen-
tal rights that are particularly affected are examined: 1) privacy and the protection of personal data,
examining the reasonable expectation of privacy in public spaces and the compatibility of the
large-scale processing of biometric data with the principles of data minimization and proportional-
ity; Il) freedom of expression and peaceful assembly, analyzing the chilling effect that surveillance
can have on public participation; Ill) equality and non-discrimination, evaluating documented
algorithmic biases and their differential impact on historically marginalized groups; and IV) the
presumption of innocence, questioning the compatibility of mass biometric surveillance, without
individualized suspicion, with fundamental procedural guarantees.

Finally, the study applies a proportionality test as a legal analytical tool, examining whether the use
of FRT in Paraguayan sports stadiums meets the requirements of legality, necessity and proportion-
ality in the strict sense. This analysis makes it possible to determine whether there is a sufficient
legal basis, whether less intrusive alternatives have been explored and whether the alleged benefits
justify the extent of the interference with the fundamental rights involved.

A mixed methodology is adopted for this research, combining documentary analysis of primary
sources (laws, decrees, resolutions, public contracts, parliamentary debates), systematic review
of specialized literature on biometric technologies and human rights, and the use of comparative
legal analysis techniques, with reference to regional (Argentina, Brazil, Colombia, Uruguay) and
international regulatory developments (the European Al Act, jurisprudence of the Inter-American
Court of Human Rights, reports by UN Special Rapporteurs).
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The conclusions and recommendations aim to contribute to the democratic debate on techno-
logical adoption in Paraguay by providing technical and legal inputs for decision-makers, judicial
authorities, security agencies and civil society organizations. The analysis argues that the imple-
mentation of mass biometric surveillance without rigorous impact assessments, without an
independent oversight authority and without specific safeguards constitutes a structural threat to
fundamental rights that the Paraguayan State is obliged to protect, and that the current model of
technological adoption reproduces utilitarian approaches to surveillance that are incompatible
with democratic standards of governance.

KEYWORDS: facial recognition, biometric data, biometric surveillance, human rights, personal data
protection, proportionality, sports stadiums.
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This study adopts an exploratory and analytical design with a qualitative legal-normative approach,
aimed at critically evaluating the implementation of FRT in sports stadiums in Paraguay in light of
constitutional, international and comparative human rights standards. The study does not merely
describe the current legal framework, but critically examines its adequacy, identifies structural
tensions with fundamental rights and formulates regulatory and public policy recommendations
grounded in technical analysis.

The analysis is structured around three complementary methodological components. First, a system-
atic review of specialized literature was conducted on the technical foundations of biometric technol-
ogies, regulatory frameworks and human rights standards, as well as empirical evidence on impacts

on fundamental rights. The literature search prioritized specialized academic databases, repositories

of human rights organizations (CELS, Derechos Digitales, Coding Rights, Karisma, TEDIC) and official

documentation from international organizations, focusing on sources published between 2018 and

2026, without excluding earlier foundational works when deemed conceptually relevant.

Second, the empirical component was based on a systematic analysis of primary regulatory and
administrative sources, including the full text of Law No. 7269/2024 and its implementing decree,
records of parliamentary debates, public information access requests submitted under Law No.
5282/2014 to the National Sports Secretariat and the Ministry of the Interior, and public policy doc-
uments on the implementation of biometric surveillance systems. The responses obtained and
refusals to disclose information were systematized as evidence of accountability gaps. Additionally,
qualitative content analysis techniques were applied to parliamentary debates, institutional narra-
tives and official justifications, identifying techno-solutionist narratives, mechanisms for distribut-
ing responsibilities and considerations regarding fundamental rights impact assessments.

Throughout the analysis, the proportionality test was applied as a legal interpretation tool to evalu-
ate the constitutional legitimacy of restrictions on fundamental rights. This test, well-established in

comparative constitutional law and adopted by Inter-American jurisprudence, structures the anal-
ysis into three criteria: legality (assessment of whether there is a sufficiently clear and precise legal

basis), necessity (examination of whether FRT constitutes the least restrictive means available)

and proportionality in the strict sense (balancing the intensity of the impact on rights against the

relevance of the objective pursued). This tool serves both as a criterion for retrospective evaluation

and as a regulatory parameter to guide the future design of technological surveillance policies in

accordance with democratic standards.

The study incorporates elements of comparative law through an analysis of documented cases
of FRT implementation in Argentina, Brazil, Colombia and Uruguay, which allows for identifying
regional patterns of technological adoption without effective safeguards, documenting institu-
tional responses to detected abuses and assessing the relevance of GDPR standards and the EU
Al Act as a regulatory framework adaptable to Latin American contexts. This comparison takes
into account the region’s institutional, social, and technological particularities, avoiding uncritical
transpositions of regulatory models developed in different contexts.
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The research is based exclusively on public documentary sources and does not involve the col-
lection of primary data through interviews or surveys. This methodological decision stems from
ethical considerations regarding the protection of individuals potentially affected by misiden-
tification, project time constraints and the adequacy of documentary sources for the analytical
objectives of the study.

The identified methodological limitations are thoroughly documented in the corresponding
section, reframing them as structural findings on transparency and accountability gaps within the
context of technological surveillance in Paraguay.

The findings are organized around the technical foundations of FRT, the reconstruction of the Par-
aguayan regulatory framework, the evaluation of tensions with specific fundamental rights, the
application of the proportionality test and the formulation of conclusions and recommendations.
This structure enables a transition from descriptive approaches to critical, policy-oriented analyses
aimed at public policy advocacy.

BIOMETRIC TECHNOLOGY: TECHNICAL
FOUNDATIONS AND SCOPE OF
FACIAL RECOGNITION

To understand the ethical, legal and political challenges posed by the technology examined in this
study, it is essential to begin with an examination of its technical foundations and scope. Far from
being neutral or merely instrumental systems (O’Neil, 2017; Zuboff, 2020), biometric technologies
incorporate design decisions, data selection and contexts of use that significantly shape their func-
tioning and impacts.

The various applications of this technology are adapted to specific uses. Therefore, understanding
its components, modes of operation and limits is essential for evaluating both its functional scope
and the risks and harms it may generate, especially when deployed in publicly accessible spaces.

WHAT ARE BIOMETRICS AND FACIAL RECOGNITION?

Biometrics can be defined as a set of automated techniques used to identify or verify a person’s
identity based on human characteristics (Pietrasanta et al., 2025, p. 15; Smith & Miller, 2022), such
as the face, fingerprints, the iris, the voice or certain behavioral patterns (Bourcha et al., 2017, p. 39)3.
Unlike other identification mechanisms, these systems rely on traits closely linked to the body and
the identity of individuals (Diaz, 2018, p. 6), which explains their growing relevance and, at the same
time, their particular sensitivity from a human rights perspective (Galeano et al., 2024).

3 Intheframework of this research, the analysis focuses primarily on biometric technologies that employ facial recognition,
that s, those that process data relating to individuals’ faces. While other forms of biometric identification exist that may also
pose challenges from a human rights perspective, their examination falls outside the specific scope of this study.
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Within this broader field, facial recognition is a particular biometric technology that analyzes facial
features from images or video sequences with the aim of identifying or verifying a person through
automated processes (Smith & Miller, 2021). These technologies involve the extraction, digitization
and comparison of the geometric characteristics of the face, transforming images into data that can
be processed by algorithmic systems (Lyon, 2018).

The use of facial recognition technologies has gained increasing prominence in recent years across
multiple areas of daily life, from seemingly innocuous applications, such as unlocking mobile
devices or accessing digital services, to critical areas such as security, justice and state control
(Pérez Trench, 2021; Silva & Varon, 2021). However, the deployment of these technologies in surveil-
lance contexts raises important questions that go beyond their technical definition and require a
more detailed examination of how they operate.

HOW DO FACIAL RECOGNITION SYSTEMS WORK?

From a technical standpoint, facial recognition systems operate through a series of successive
stages. First, the system detects the presence of a face within an image or video sequence, allowing
it to isolate the face from the surrounding visual environment and define the area for subsequent
analysis (Pietrasanta et al., 2025; Zalnieriute, 2021).

Once a face has been detected, the system extracts facial features, such as the distance between
the eyes, the shape of the nose, the jawline structure and other reference points. These features are
quantified and converted into a digital template (Ricanek & Boehnen, 2012), that is, a mathematical
representation of the face that enables comparison with other templates stored in databases (Piet-
rasanta et al., 2025; Ricanek & Boehnen, 2012; Smith et al., 2018, p. 55).

Subsequently, the system compares the generated template with one or more pre-existing tem-
plates, calculating a similarity score that indicates the likelihood of a match between the analyzed
faces (Ricanek & Boehnen, 2012). This process does not produce absolute binary results, but rather
probabilistic estimates, whose level of accuracy depends on multiple technical and contextual
factors (Smith, 2018; Lyon, 2018).

This technical mechanism forms the basis for practical applications of facial recognition. However,
its effective operation depends on additional variables, such as image quality, lighting, capture
angle and environmental conditions (Fundacion Via Libre, 2024; Smith et al., 2018), aspects that
become particularly relevant in dynamic, high-traffic settings, such as sporting events.

VERIFICATION AND IDENTIFICATION

Based on these technical capabilities, it is possible to distinguish between two main uses of facial
recognition: verification and identification. This distinction is important for understanding the dif-
ferent levels of risk associated with theirimplementation (Brey, 2004).

Verification consists of a one-to-one comparison process through which the system assesses
whether the captured face matches a previously declared or registered identity. This use is typically
appliedin relatively controlled contexts, such as access to devices or closed systems, where individ-
uals voluntarily present themselves to confirm their identity (Brey, 2004; Ricanek & Boehnen, 2012).
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Acommon example of this type of use is unlocking mobile devices using facial recognition. In these
cases, the user sets up the system by registering their face, which is then stored as a reference tem-
plate. Each time access is attempted, the system captures a new image of the face and compares it
with the previously stored template. If both match within a certain margin, access is granted.

Identification, on the other hand, involves a one-to-many comparison process in which the cap-
tured face is checked against multiple records stored in a database to determine whether thereis a

match (Brey, 2004; Ricanek & Boehnen, 2012). This use is substantially more intrusive, as it allows

individuals to be identified without having declared their identity or necessarily being aware of the

process (Pietrasanta et al., 2025). This type of application is precisely the focus of this research.

Identification can, in turn, be either targeted or generalized. In targeted identification, the system
is used to search for specific individuals who have been previously identified, whereas in general-
ized identification it is deployed broadly and often imperceptibly, as in mass surveillance systems
designed to track and identify unknown individuals in public spaces. This modality poses the great-
est challenges from a legal and human rights perspective (Ibarreche et al., 2025; Richards, 2013;
Zalnieriute, 2021).
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FACIAL RECOGNITION AS
SURVEILLANCE TECHNOLOGY

Beyond its technical foundations, facial recognition technologies become problematic when inte-
grated into surveillance systems (Ibarreche et al., 2025). In these cases, the technology is no longer
an isolated tool but part of a broader network of devices, databases and institutional practices
aimed at monitoring and controlling individuals in public spaces (Caeiro, 2022; Lyon, 2018; Zalnie-
riute, 2021).

REAL-TIME, REMOTE AND RETROSPECTIVE SURVEILLANCE

First, itisimportant to distinguish between the different surveillance modalities under which facial
recognition systems can operate, as not all of them present the same level of intrusion or pose
the same risks from a human rights perspective. In some cases, these technologies are used in
real time, allowing for the immediate identification of individuals as they enter or move through a
given space. In others, they are applied retrospectively, through the subsequent analysis of exist-
ing recordings, for example, for investigative purposes following a specific incident. Furthermore,
facial recognition systems can operate remotely through interoperability with other databases or
information systems, which significantly expands their overall functional scope (Brey, 2004; Euro-
pean Union Agency for Fundamental Rights, 2015).

While it is recognized that certain applications of facial recognition may be presented as tools for
legitimate security purposes, it is crucial to note that forms of remote and real-time biometric iden-
tification pose greater challenges. Such uses not only expand surveillance capabilities through the
immediate monitoring of individuals in public spaces, but also enable retrospective analysis and
the sharing of biometric data across different institutions, often without the knowledge or partici-
pation of affected individuals (Privacy International, 2025).

In this regard, it should be noted that the European Union’s Artificial Intelligence Regulation (Al
Act)* introduces a relevant regulatory distinction between different types of remote biometric
identification. In Article 3, it defines these systems as those that identify individuals at a distance,
without their active involvement, through the comparison of a person’s biometric features with a
reference database (Art. 3.41). It also distinguishes between systems that operate in real time, in
which capture, comparison and identification occur without significant delay (Art. 3.42), and those
that operate retrospectively, based on the analysis of previously recorded images or footage (Art.
3.43).

Therefore, this distinction is key to understanding the differentiated framework of prohibitions and
restrictions established for different types of biometric identification systems, which tend to be
particularly stringent in the case of systems operating in real time, given their particularly intrusive
nature.

4 Regulation (EU) 2024/1689 is cited for comparative and reference purposes, as it constitutes one of the first comprehensive
regulatory frameworks to adopt a risk-based approach to regulating artificial intelligence systems. Its inclusion does not
imply uncritical acceptance or its automatic application to other contexts; rather, it reflects its relevance as an international
benchmark in contemporary regulatory debates.
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TRADITIONAL CCTV VS. CCTV WITH BIOMETRIC TECHNOLOGY

Before proceeding with a critical analysis of the practical implementation of facial recognition
technologies, it is also important to distinguish between traditional video surveillance systems
(CCTV) and those that incorporate biometric identification capabilities, whether remotely or ret-
rospectively. While traditional CCTV is limited to capturing and recording images for observation
or subsequent review, video surveillance systems with biometric technology, particularly facial
recognition, automate the identification of individuals, transforming images into biometric data
for analysis and comparison (European Union Agency for Fundamental Rights, 2015).

This difference is not merely technical, given that the shift from passive observation to automated
identification entails a substantial transformation in the nature and scope of the control exercised
over individuals. Indeed, Article 22 of the recently enacted Personal Data Protection Law of the
Republic of Paraguay (Law No. 7593/2025) regulates data processing through video surveillance,
but its scope of application is limited to the capture of images for security purposes, that is, to
traditional CCTV systems. However, when biometric processing such as facial recognition is incor-
porated, data processing goes beyond the framework of Article 22 and falls under the legal regime
governing sensitive data—a concept to be discussed later—which imposes considerably stricter
legal requirements. This regulatory distinction, which will be examined in greater depth in subse-
guent sections, reflects the qualitative leap between mere visual surveillance and the automated
biometric identification of individuals.

TARGETED SURVEILLANCE VS. MASS SURVEILLANCE

Finally, within this section, it is necessary to distinguish between targeted surveillance and mass
surveillance. Targeted surveillance is characterized by the targeted collection of information about
specific individuals, based on objective criteria and individualized suspicion; in the criminal justice
system, it is generally subject to prior judicial oversight as a guarantee of due process. In contrast,
mass surveillance involves the indiscriminate and widespread collection of data from large groups
of people, without individualized suspicion or clearly defined purposes, proportionality or time
limits for the processing of such data (Brey, 2004; European Union Agency for Fundamental Rights,
2015; International Network of Civil Liberties Organizations, 2016).

Considering this distinction, facial recognition technologies deployed in publicly accessible spaces,
such as football stadiums, typically function as systems of mass surveillance, capturing and bio-
metrically analyzing the facial data of all attendees, regardless of their conduct or any connection
to illicit acts. This type of practice is concerning, as it challenges fundamental principles of con-
stitutional law and international human rights law, such as the right to privacy, the prohibition of
arbitrary or disproportionate surveillance and the prohibition of collective suspicion. By subjecting
all attendees to indiscriminate biometric scrutiny, the rights-based logic that requires individual-
ized and well-founded suspicion as a precondition for any state interference in the personal sphere
is reversed, dangerously approaching a presumption of suspicion incompatible with the rule of law
(Roldn Luna & Sequera, 2016).
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Furthermore, the constant development of these technologies should be taken into account.
Cotino Hueso (2022) warns that facial recognition technologies powered by artificial intelligence
represent “a qualitative leap” compared with traditional public or private video surveillance.
Unlike conventional systems, these tools allow captured faces to be compared with lists of wanted
persons in milliseconds and automatically generate large volumes of processed data that can be
used for multiple purposes. In this context, the author emphasizes that existing regulatory frame-
works governing video surveillance, which are “generally insufficient,” do not provide adequate
legal coverage for these new technological phenomena, highlighting a significant regulatory gap.

The distinctions outlined in this section, between real-time and retrospective surveillance, tradi-
tional and biometric CCTV, and targeted and mass surveillance, are not merely theoretical classifi-
cations, but reflect substantial differences in the degree of intrusion into fundamental rights. These
categories will be decisive for subsequent regulatory analysis, particularly when evaluating how
the personal data protection framework must respond differently to each implementation modal-
ity, taking into account their specific risks and the safeguards required to ensure their legitimacy.

Beyond the technical distinctions outlined in the previous section, it is necessary to examine more
closely the implications of deploying facial recognition systems in public and publicly accessible
spaces. Although these technologies are often presented as neutral tools aimed at legitimate public
safety objectives, their practical implementation reveals problematic dimensions that go beyond
mere technical functionality and compromise fundamental rights (Lyon, 2018; Zuboff, 2020).

Facial recognition, unlike other biometric methods, does not require physical contact or the active
participation of “targeted” individuals to operate (Venturini & Garay, 2021). This characteristic
allows for its silent and widespread deployment in public spaces, subjecting individuals who are
not under individualized suspicion of unlawful acts to biometric surveillance, many of whom are
unaware that they are being subjected to this type of processing. Indeed, this characteristic is what
makes facial recognition a particularly intrusive technology from a human rights perspective.

The association between facial recognition and mass surveillance is not arbitrary. As discussed in

the previous section, when these systems are implemented in high-attendance settings, such as

football stadiums, public squares or transport terminals, they operate under a logic of indiscrimi-
nate data collection. In simpler terms, they biometrically process all individuals present, regardless

of their conduct orany connection to acts that would justify such intrusion. This form of surveillance

significantly amplifies the state’s capacity for control and, frequently, that of private companies that
exploit these technologies through security service contracts.

While the justification often invoked for the adoption of these technologies, such as the preven-
tion of crime and violence (Dela Pefia et al., 2024), may be understandable in the abstract, their
implementation can entail a disproportionate cost. This is the case both in terms of the impact
on fundamental rights and in terms of infrastructure, in exchange for a promise of security that
cannot be fully guaranteed. In this context, the aphorism frequently invoked in defense of mass
surveillance, namely that “if you have nothing to hide, you have nothing to fear,” is inadequate
when used as a justification against a fundamental right such as privacy, and against a particularly
sensitive practice such as the digitization and mass processing of biometric data derived from the
human face (Zuboff, 2019).
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Additionally, it is important to note that facial recognition faces significant technical limitations
that affect its reliability. Image quality has a decisive impact on the algorithm’s ability to correctly
process and evaluate it (Leslie, 2020). Factors such as low resolution, poor lighting conditions,
sudden movements or partial obstruction of the face significantly reduce the likelihood that the
system will detect a face or correctly associate it with a specific identity (Smith et al., 2018).

In the context of football stadiums, these limitations may be further exacerbated due to the con-
stant movement of people, variable lighting and common fan practices, such as painting their
faces in their team’s colors.These situations increase the risk of errors in identification processes,
with potentially serious consequences in terms of false positives® or false negatives®. Both types
of error are indicators of the model’s accuracy: while false positives violate the fundamental rights
of individuals who should not be subject to restriction, false negatives compromise the preventive
effectiveness invoked as the main justification for deploying these technologies.

From a critical perspective, as developed in both academic literature and the work of civil society
organizations, the normalization of biometric technologies in mass surveillance schemes contrib-
utes to the consolidation of models of continuous control over the population, with chilling effects’
on the exercise of rights and participation in public spaces (Fléres Ruiz & Diaz Benito, 2021; Richards,
2013). The mere awareness of being subjected to biometric surveillance can lead to self-censorship
and alterindividuals’ behavior, affecting their freedom of expression, their right to privacy and their
ability to participate freely in cultural and recreational activities, including access to sporting events.

Accordingly, facial recognition systems deployed in public spaces must be evaluated under a
heightened standard of justification that does not rely solely on formal legality, as will be discussed
below, but instead strictly incorporates a human rights-based approach (Venturini & Garay, 2021).
This entails assessing not only whether a legal basis exists to authorize their use, but also whether
such use is strictly necessary, proportionate, and compatible with the fundamental guarantees
recognized both in the domestic legal framework and international human rights instruments
(Electronic Frontier Foundation, 2014).

5 Afalse positive occurs when the system incorrectly identifies a person as a match with an individual in the database, even
though they are not included in it, potentially affecting innocent individuals (Dionis Baeza, 2024). (False positive). IDP UCM.
https://www.idpucm.com/falso-positivo-false-positive/ )

6 Afalse negative occurs when the facial recognition system fails to identify a match that actually exists in the reference data-
base. In the context of stadium security, this means that an individual with a documented entry ban is not identified by the
system and is able to enter the event (Dionis Baeza, 2024). (False negative). IDP UCM. https://www.idpucm.com/falso-negati-
vo-false-negative/)

7 The chilling effect refers to the phenomenon in which the mere awareness of being under surveillance generates self-cen-
sorship and alters individual behavior, even when individuals have not engaged in any illicit conduct (Penney, 2016a). In the
context of facial recognition, individuals may refrain from participating in protests, public events or legitimate activities for
fear of being identified, tracked or potentially subject to adverse actions, thus affecting the exercise of fundamental rights
such as freedom of expression, association and political participation.
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INTERNATIONAL EXPERIENCES WITH FACIAL
RECOGNITION AT SPORTING EVENTS

The use of facial recognition at sporting events began to gain prominence in the early 21st century.
An early and significant example took place during Super Bowl XXXV in Tampa, Florida, in 2001,
where authorities used this technology to identify individuals with criminal records among the
attendees (Hutchins & Andrejevic, 2020). This pioneering implementation, met with skepticism
regarding its effectiveness, laid the groundwork for its expansion to other major sporting events in
the years that followed.

Over the years, FRT has become a widely used tool in the security of major sporting events, espe-
cially in football. During the Sochi 2014 Olympic Games, the Fan ID was implemented, a mandatory
identification system that used facial recognition technologies for all attendees, including minors.
This technology was subsequently adopted during the 2018 FIFA World Cup in Russia, where it was
used extensively in stadiums, facilitating the identification of fans and the detection of individuals
wanted by law enforcement (Gonzélez et al., 2024).

While these systems are presented as tools aimed at legitimate purposes, such as identifying and
restricting access to individuals with a history of violence, streamlining public entry and detecting
potential threats, international experience has revealed a significant gap between security prom-
ises and actual outcomes. Justifications based on violence prevention must be critically evaluated,
considering not only their demonstrated effectiveness but also the costs they impose on funda-
mental rights when deployed on a massive and indiscriminate scale on all attendees at sporting
events (Belli et al., 2024).

To properly contextualize this issue, the following sections examine international experiences with
the implementation of facial recognition at sporting events, both in Europe and in Latin America.
This comparative analysis will allow for the identification of common patterns and recurring chal-
lenges that will subsequently serve as a framework for evaluating initiatives that, although still in
their early stages, are already taking shape in the Paraguayan context.

Europe

The implementation of facial recognition in European stadiums has set important legal and regu-
latory precedents. In 2017, British police used a real-time facial recognition system during the UEFA
Champions League final in Cardiff, which resulted in an alarming number of false positives: of 2,470
potential matches detected by the system, 2,297 were incorrect, representing an error rate of over
90% (The Guardian, 2018). These failures not only call into question the technical reliability of the
technology but also highlight its serious implications for human rights, by exposing innocent indi-
viduals to erroneous identifications and potentially unjustified restrictions on access.

Beyond technical failures, cases of misuse have emerged, highlighting risks of individual misuse.
In Sussex, United Kingdom, a police officer used facial recognition technology to harass a woman,
leading to legal proceedings that exposed the vulnerabilities of these systems when robust over-
sight and accountability mechanisms are lacking (Maisner, 2026).
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In Spain, the Spanish Data Protection Agency (AEPD) has taken a particularly critical stance. In fact,
in 2022, the AEPD deemed that facial recognition systems and the collection of biometric data in
football stadiums are highly intrusive with regard to individuals’ rights, warning that their imple-
mentation is illegal under current Spanish regulations and that less intrusive alternatives must be
assessed (Spanish Data Protection Agency, 2022). This position has led to the implementation of
such systems being optional rather than mandatory for spectators. The AEPD has issued warn-
ings to the Spanish Football League in response to announcements of large-scale deployments
and, more recently, sanctioned Burgos CF for implementing biometric registration of its members
without proper consent (Spanish Data Protection Agency, 2023). These precedents reinforce the
requirement that any processing of biometric data must be subject to stricter scrutiny as to its
purposes and outcomes.

Latin America

In Latin America, the adoption of facial recognition technologies in stadiums has progressed in
a context marked by deep social and economic inequalities, where asymmetries can vary signifi-
cantly between countries (Inter-American Development Bank, 2024). These inequalities are partic-
ularly exacerbated when other aspects of intersectionality, such as gender or race, further act as
factors of exclusion (Economic Commission for Latin America and the Caribbean, 2024). Despite
the documented risks, enthusiasm and investment in facial recognition have not ceased, even in
sectors as sensitive as policing or the administration of justice (Mello, 2023).

Brazil was a regional pioneer inimplementing facial recognition technologies during the 2019 Copa
América. However, this early implementation revealed serious problems, as cases of misidentifica-
tion were recorded, resulting in the inclusion of innocent people on a “blacklist” in the vicinity of
the Maracana Stadium in Rio de Janeiro (Sceiza et al., 2022). Although Brazil has had a general data
protection framework® in force since 2020, as well as regulations such as Ordinance No. 793/2019 of
the Ministry of Justice and Public Security, which explicitly authorizes the use of facial recognition
within the framework of the National Public Security Policy and provides funding for its adoption
through the National Public Security Fund, the country still lacks specific regulations governing the
use of these technologies according to their purpose and context of application.

This regulatory vacuum has led to a dynamic of accelerated technological adoption without prior
impact assessments or robust oversight mechanisms. An illustrative case involves the football
club Palmeiras, which used the facial recognition system installed in its stadium in S3o Paulo to
identify the perpetrator of racist abuse during a Copa Libertadores match against Cerro Portefio
(ElMundo, 2025). While this use could be justified under anti-discrimination purposes, the absence
of clear protocols on proportionality, data retention and the rights of those affected highlights
the risks of normalizing mass surveillance under case-by-case justifications, without a regulatory
framework to ensure that each implementation complies with standards of necessity, adequacy
and proportionality®.

8 General Personal Data Protection Law (LGPD) or Law No. 13.709/2018, in force since 2020.

9 The principles of necessity, adequacy and proportionality are widely used standards in the analysis of surveillance measures,
both in constitutional doctrine and in the work of civil society organizations specializing in digital rights. (Electronic Frontier
Foundation, 2014)
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In June 2025, Brazil took a decisive step toward mandating these technologies. The General Sports
Law No. 14,597, published on June 14, 2023, with a two-year implementation period, established
in Article 148 that all stadiums with a capacity exceeding 20,000 people must adopt biometric
control systems—such as facial recognition or fingerprint recognition—as a requirement for access
(Agéncia Camara de Noticias, 2026; Maleson, 2025). This measure made Brazil the first country in
Latin America to legally mandate mass biometric surveillance in football stadiums, without prior
public evaluation of the system’s effectiveness or empirical evidence supporting its proportionality.

The mandatory implementation also occurs in a context where critical regulatory gaps persist,
such as a lack of clarity regarding third-party access to the generated databases, the absence of
opt-out mechanisms for attendees who do not wish to provide their facial data and the lack of an
independent supervisory authority with effective sanctioning powers. This model of technological
adoption, characterized by legal mandates without specific safeguards, challenges the principles
of data minimization, purpose limitation and informed consent™ set out in the LGPD, creating a
structural tension between the general data protection framework and sector-specific regulations
that promote mass biometric surveillance in the sports sector.

Chile has also recently adopted facial recognition in football stadiums. In January 2026, Colo-Colo
announced the mandatory implementation of a facial recognition-based fan registry system to
access Estadio Monumental (Bertolini, 2025; El Cronista, 2026). The system requires an online bio-
metric enrollment process prior to purchasing tickets, with the stated goal of improving security
and streamlining access, without offering alternatives for those who prefer not to provide their
facial data (Rodriguez, 2026). However, as this is a very recent implementation, there are no evalu-
ations of its effectiveness, noris there available data on the processing and storage of the collected
biometric data.

Mexico mandated the implementation of FRT in all football stadiums starting with the 2022-2023
season, following the violent incidents that occurred at Estadio Corregidora (Gonzélez et al., 2024).
The Fan ID system, which has been widely adopted, requires the biometric registration of all
attendees. However, despite the considerable investment and the mandatory nature of the system,
violence in stadiums has not decreased significantly, leading to criticism regarding the actual effec-
tiveness of this technology and the handling of personal data by the Mexican Football Federation
(FMF) and its commercial partners.

According to the Mexican organization Red en Defensa de los Derechos Digitales (R3D), the Fan ID
system jeopardizes multiple fundamental rights such as privacy, personal data protection, freedom
of expression and non-discrimination (2023b). The absence of human rights impact assessments
prior to its implementation, coupled with a lack of transparency regarding the final destination of
the collected data and the absence of opt-out mechanisms, highlights a model of technological
adoption that prioritizes operational efficiency over the protection of fundamental rights.

10 Informed consentin data protection is defined as any freely given, specific, informed and unambiguous indication of the
data subject’s wishes by which they agree to the processing of their personal data. To be valid, it requires that the individual
has received clear and understandable information regarding the identity of the data controller, the specific purposes of the
processing, the period for which the data will be stored and their rights, including the right to withdraw consent at any time.
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Despite these concerns, Mexico, as a co-host of the 2026 World Cup, represents a critical case of
escalating use of facial recognition, building on previous instances in the same contex (Bertolini,
2025). Authorities have announced that access to World Cup matches will be “100% digitized” via
biometric readers at turnstiles (El Cronista, 2026). This mass implementation is taking place in a
context where Mexico faces documented challenges in cybersecurity and data protection, raising
questions about the ability to safeguard the biometric information of millions of attendees against
risks of data theft, unauthorized access, or unauthorized use. In light of these factors, the absence
of independent evaluations of the system prior to implementation and the lack of transparency
regarding data processing make the 2026 World Cup an unprecedented experiment in mass bio-
metric surveillance in the region.

Uruguay has implemented FRT in stadiums since 2017 and offers lessons on the long-term limita-
tions of these technologies. Although authorities reported an initial decline in violence attributed

to the deterrent effect (Vazquez, 2018), the limited scope of the system has also been noted when-
ever there is a lack of sustained investment, proper maintenance and trained personnel. As noted

above, cameras require specific conditions to function and are frequently circumvented by human

error or technical failures. Moreover, the persistence of violent incidents led to the creation in 2023

of a General Directorate for Sports Security, which suggests that violence has not been eradicated

despite several years of prior biometric surveillance (Goncalves Feliz & Piza, 2024, pp. 211-212).
Additionally, no official databases are publicly available containing statistics on the system’s per-
formance, such as the number of identities analyzed, accuracy rates or false positives, highlighting

a lack of transparency that makes it difficult to assess the actual effectiveness of the implemented

technology.

While the examples of the use of facial recognition in stadiums across the region could be further
expanded, the cases documented in this section illustrate the diversity of regulatory, operational
and social contexts in which these technologies have been deployed in Latin America. The expe-
riences of Brazil, Chile, Mexico and Uruguay show distinct trajectories in terms of the mandatory
nature, scope and degree of institutionalization of facial recognition at sporting events, as well as
heterogeneous regulatory responses to its implementation (Venturini & Garay, 2021).
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RECURRING PATTERNS: BETWEEN PROMISES OF
SECURITY AND RISKS TO FUNDAMENTAL RIGHTS

A comparative analysis of the international experiences outlined above reveals a series of recurring
patterns in the implementation of facial recognition in football stadiums. Beyond contextual dif-
ferences between countries, the cases examined show that the adoption of these technologies is
often accompanied by broad promises of improved security, the empirical effectiveness of which
is, in many cases, limited or insufficiently demonstrated. At the same time, significant risks to
fundamental rights persist, including the generation of false positives affecting innocent people,
identification errors with serious consequences, practices of algorithmic discrimination and the
secondary use of biometric data without informed consent (Caeiro, 2022). These risks are not iso-
lated incidents, but rather systematic manifestations of technical limitations and regulatory gaps
that characterize the deployment of these technologies in publicly accessible spaces.

Beyond technical failures, the implementation of mass surveillance schemes using facial recogni-
tion raises fundamental questions about their compatibility with the principles governing all state
interference with fundamental rights. The indiscriminate biometric capture and processing of all
individuals attending a sporting event, without individualized suspicion or precise definition of
purposes, is in tension with the principle that security measures must be strictly necessary and
proportionate to the specific risk they seek to prevent.

These concerns are exacerbated by the frequent lack of transparency in data processing, the
absence of independent audits and the weakness of accountability mechanisms. As Neil Richards
warns, mass surveillance is not a practice exclusive to authoritarian regimes; rather, it has also
been adopted and expanded by democratic states in the name of security (2013, p. 1938). In this
context, the use of biometric technologies in spaces with large crowds requires heightened scrutiny
that goes beyond formal legality and addresses their actual effects on the exercise of rights.

Comparative experiences are particularly relevant for evaluating similar developments in other
contexts, such as Paraguay, where the adoption of facial recognition technologies in stadiums s still
in its early stages but shows clear signs of expansion. Likewise, these precedents invite reflection
on the suitability of these technologies for specific regional realities and on the effective capacity
of Latin American states to audit, regulate and adapt systems whose design, operation and biases
remain, to a large extent, opaque and beyond their direct control.
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BIOMETRIC DATA AS A SPECIALLY
PROTECTED CATEGORY: LEGAL FOUNDATIONS
AND REGULATORY CHALLENGES

From a legal and human rights perspective, biometric data differs in nature from other personal
data. Defined as data derived from the recording or encoding of unique physical or behavioral char-
acteristics of the human body—such as the face, fingerprints, iris or voice patterns—it has the ability
to uniquely identify an individual (Diaz, 2018). This uniqueness is not merely technical; its direct link
to the body and personal identity makes such data particularly intrusive when collected, stored or
processed without adequate safeguards (Bygrave, 2014; Doneda, 2022).

For this reason, regulatory frameworks consistently classify them as sensitive personal data, a
category that recognizes their potential to affect individuals’ privacy, dignity and integrity and
whose misuse can entail serious risks for data subjects (United Nations High Commissioner for
Human Rights, 2021). This classification stems from the recognition that certain data—including
those related to health, sexual orientation, religious or political beliefs and biometric characteris-
tics—require a strengthened protection regime with additional legal safeguards for their collection,
storage, processing and retention (Smith & Miller, 2021).

At the international level, standards applicable to the processing of biometric data have been
developed. The right to privacy, enshrined in the Universal Declaration of Human Rights (UN,
1948) and the International Covenant on Civil and Political Rights (UN, 1966), prohibits arbitrary or
abusive interference in the private sphere, which includes the large-scale processing of biometric
data without a clear legal basis, lawful purpose and adequate safeguards. At the regional level, the
Updated Principles on Privacy and Personal Data Protection (OAS, 2021) expressly recognize bio-
metric data as sensitive data and establish that their processing must be strictly limited to excep-
tional cases, defined by law and subject to effective controls.

At the national level in Paraguay, this categorization is reflected in multiple regulatory instruments.
First, the Constitution of the Republic of Paraguay (1992)—hereinafter, the Constitution—rec-
ognizes the protection of the right to private life and the “protection of privacy, dignity and the
private image of individuals” (Article 33), as well as habeas data (Article 135) as a mechanism for
safeguarding informational self-determination™. At the legal level, Law No. 6534/2020 on credit
data protection—the current sector-specific regulation—expressly classifies biometric data as sen-
sitive personal data (Art. 3.b), emphasizing that their misuse may lead to discrimination or place
data subjects at serious risk. This definition is repealed by Law No. 7593/2025 on the Protection of
Personal Data in the Republic of Paraguay (Art. 59), which is scheduled to take full effect in 2027
pursuant to Article 57.

11 Informational self-determination refers to the right of individuals to make autonomous decisions about the collection, use,
processing, and disclosure of their personal information, as well as to exercise control over their data.
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The new data protection law represents a significant advance in this area (TEDIC, 2025). It includes
biometric data within the category of sensitive personal data (Art. 2.7) and expressly defines them
in Article 2.4 as:

“Personal data obtained through specific technical processing, relating to the physical
and/or physiological characteristics of a person, that enable or confirm the unique iden-
tification of that person, such as facial images, iris recognition or fingerprint data”.

This definition is particularly relevant for the analysis of facial recognition technologies, as it clearly
delineates the scope of enhanced protection and establishes that “facial images” used for unique
identification constitute biometric data subject to the legal regime governing sensitive data.

DISTINCTIVE FEATURES OF BIOMETRIC DATA AND THEIR IMPLICATIONS

Two characteristics of biometric data explain why their processing poses regulatory challenges that
exceed general personal data protection frameworks.

First, its irreversible nature. Unlike other identifiers, such as passwords, cards or identification
numbers, which can be modified or revoked, biometric data cannot be changed without affecting
the individual’s very identity. As Diaz (2018) warns, this permanence and high identification capac-
ity imply that, in cases of leaks, unauthorized access or misuse, the harm could be permanent and
irreparable. Once compromised, biometric data remains exposed indefinitely, with no possibility of
“replacement” as with a breached password (Lyon, 2018; Pietrasanta et al., 2025; Sceiza et al., 2022).
In fact, this irreversibility significantly increases the risks associated with the centralized storage of
biometric databases and confirms the need to strictly apply principles such as data minimizations'.

Second, the processing of biometric data frequently occurs within contexts of structural power
asymmetries. These asymmetries arise when the State or major private actors impose conditions
foraccess to services, spaces or rights—such as admission to sporting events, public transportation
or social services—contingent upon the provision of biometric data (Privacy International, 2025;
Silva & Varon, 2021; Venturini & Garay, 2021). In such scenarios, consent, when invoked, can hardly
meet the standards of being freely given, informed and voluntary, as individuals face a merely
formal alternative: to accept the processing of their personal data or be excluded from engaging in
a legitimate activity, such as attending a sporting event (Bygrave, 2014; Doneda, 2022). Regardless
of the legal basis invoked for the processing®, this dynamic reveals a structural power imbalance
that undermines the effective protection of data protection guarantees and fundamental rights.
This issue has been repeatedly highlighted by international human rights bodies (United Nations
High Commissioner for Human Rights, 2021) and specialized organizations (Privacy International,
2024), which warn of the risks of nor malizing the processing of personal data—particularly sen-
sitive data—in contexts characterized by the absence of real alternatives and the imposition of
conditions for access.

12 The principle of data minimization requires that only personal data strictly necessary to fulfill a legitimate and specific
purpose be collected and processed, avoiding the excessive or indiscriminate collection of information that is not relevant to
that purpose.

13 Consentis not the only legal basis for the processing of personal data. Data protection frameworks typically recognize other
legal grounds, such as compliance with a legal obligation, reasons of public interest, the exercise of official authority or legiti-
mate interest, among others. Nonetheless, each legal basis is subject to specific conditions, substantive limits and enhanced
safeguards, especially in the case of sensitive or biometric personal data, the processing of which demands stricter scrutiny.
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LEGAL REGIME: WHY IS ENHANCED PROTECTION RECOGNIZED?

As noted above, the processing of biometric data is subject, under contemporary personal data
protection frameworks, to a regime of enhanced safeguards, given its particularly sensitive nature
and the risks that its misuse poses to fundamental rights. Generally, such data may only be pro-
cessed under strict conditions, including a clear definition of purpose, the adoption of technical
and organizational security measures and, in many cases, the explicit consent of the data subject
(Jasserand, 2024).

Furthermore, in accordance with international human rights standards, sensitive data, including
biometric data, should not be processed as a general rule, except in exceptional cases clearly
defined by law, such as compliance with legal obligations, court orders or strictly necessary reasons
of public interest, public safety or the protection of third-party rights (OAS, 2021). In other words,
the legal basis must be precise, foreseeable and accompanied by enhanced safeguards.

However, in practice, these requirements are often eroded by the breadth and vagueness of legal
exceptions, particularly those invoked in the name of public safety or crime prevention, as has been
extensively discussed in various contexts (ADC por los Derechos Civiles, 2019; Arthur Dela Pefia et
al., 2024; Wickins, 2007). This has facilitated the deployment of highly intrusive technologies, such
as FRT, without prior impact assessments, effective oversight mechanisms or consideration of less
harmful alternatives (Pérez Trench, 2021; Privacy International, 2025). This dynamic creates a gap
between the formal recognition of the sensitive nature of biometric data and its effective protec-
tion in practice.

Comparative experience in Latin America illustrates this tension (Caeiro, 2022; Pietrasanta et al.,
2025). Countries such as Argentina, Brazil, Colombia and Uruguay have relatively well-established
general data protection frameworks; however, the implementation of facial recognition systems
has, in many cases, occurred without fundamental rights impact assessments™ or opt-out mecha-
nisms for affected individuals (Access Now, 2021).

In Paraguay, although biometric data has been recognized as sensitive, both in sector-specific regu-
lations and in the recent Law No. 7593/2025, the absence of a fully operational independent super-
visory authority limits the capacity for oversight, enforcement and effective protection against
potential abuses. This situation demonstrates that mere regulatory recognition of the sensitivity of
biometric data is insufficient to mitigate the risks associated with its mass and automated use (Diaz,
2018). The lack of specific criteria for high-risk technologies, opacity regarding how systems operate
and institutional weaknesses in oversight allow for the expansion of biometric surveillance prac-
tices without substantive controls (United Nations High Commissioner for Human Rights, 2021). In
addition, there is a structural dependence on technologies developed by actors outside the region,
trained on data and cultural assumptions that are foreign to local contexts (Fundacién Via Libre,
2024; O’Neil, 2017; Venturini & Garay, 2021).

14 Fundamental Rights Impact Assessments, in the context of personal data protection, are preventive tools designed to identi-
fy, analyze and mitigate the risks that data processing may pose to individuals’ rights and freedoms prior to the implementa-
tion of such processing.
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Thus, although the Paraguayan regulatory framework formally recognizes the need for enhanced
protection of biometric data, a significant gap persists between declarative regulation and effective
protection. . This gap highlights the need to focus the implementation of facial recognition tech-
nologies in sports stadiums not only on formal compliance with the law but also on a substantive
assessment of necessity, proportionality and compatibility with constitutional and human rights

standards.

Aspect

Definition of sensitive
personal data

Definition of biometric
data

Express consent required

Protection regime

Legal exceptions

Data retention period

Data subject rights

Articles

3.7

3, paragraphs 5
and 7

5.1,6,7&20

20

8, 20, paragraphs
2-11

4, sub-paragraphs
c,d&e

27,28,29,30,31 & 33

Table 1. Prepared by the author
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Key provisions

Personal data whose improper processing may
significantly affect an individual’s fundamental
rights. They include information relating to physical,
physiological or biological characteristics that enable
the unique identification of a person.

Personal data resulting from specific technical
processing related to physical, physiological or
behavioural characteristics that allow for or confirm
the unique identification of a person, such as facial
images or fingerprints.

The processing of biometric data requires the data
subject’s express, free, informed and unambiguous
consent for a specific purpose. The burden of proof
rests with the data controller.

Enhanced.

Compliance with legal obligations or court orders;
protection of vital interests; grounds of public security,
national defense or public order; and the exercise

of powers of public authorities, provided these are
prescribed by law.

Data may not be retained for longer than is strictly
necessary to fulfil the purpose for which it was
collected. Once this purpose is fulfilled, the data must
be erased, anonymized or pseudonymized, unless
otherwise required by law.

Rights of access, rectification, objection, erasure
(right to be forgotten), portability and the right not to
be subject to decisions based solely on automated
processing that produce legal or similarly significant
effects.
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ANALYSIS OF THE PARAGUAYAN CONTEXT: LAW
NO. 7269/2024 AND ITS IMPLEMENTATION

In 2024, Paraguay enacted Law No. 7269/2024 “On the prevention, control and eradication of vio-
lence in Sports” (Legislative Branch of the Republic of Paraguay, 2024), subsequently regulated
by Decree 3337/2025 (Presidency of the Republic of Paraguay, 2025). This law establishes the
obligation to implement video surveillance in stadiums, including facial recognition technology to
identify individuals attending sporting events classified as high risk. Although the law is presented
as a response to episodes of violence in sporting contexts (Davalos Acufia, 2025; La Nacién, 2025),
its regulatory scope may conflict with the constitutional and legal framework for personal data
protection in force in Paraguay.

As discussed in previous sections, the implementation of facial recognition systems in stadiums
involves the mass processing of biometric data, a category recognized as particularly sensitive
under current data protection regulations. In contrast, Law No. 7269/2024 establishes a mandatory
biometric registration model that raises critical questions regarding its compatibility with key prin-
ciples such as free consent, data minimization and proportionality.

THE NATIONAL REGISTRY OF SPORTING EVENTS (RENAED)

Article 4 of Law No. 7269/2024 establishes the National Registry of Sporting Events (RENAED), which
will operate “automatically” and “will be connected to the National Police database”, including

“biometric data of individuals wishing to attend a sporting event” along with theiridentity document,
full name, address, mobile phone number and email. In turn, Article 11 of Implementing Decree
No. 3337/2025 specifies that RENAED will require “biometric data for its use, both for purchasing
a ticket, whether paid or complimentary, and to facilitate effective access” to the sporting venue.

This regulatory framework raises questions about the nature of consent in a context where biomet-
ricregistration becomes an indispensable condition forexercising the right to leisure and recreation.
If access to sporting events'® is contingent on providing biometric data, can consent be considered

freely given as required by the current regulatory framework? Data protection literature has con-
sistently emphasized that consent is not valid when its refusal results in exclusion from a service

or activity, constituting what is termed “forced consent” or “consent by necessity” (Fundacién Via

Libre, 2024; J Zuiderveen Borgesius et al., 2017, p. 360).

15 Theright to engage in sports is constitutionally recognized under Article 84 of the Constitution (Convencién Nacional Consti-
tuyente, 1992).
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PERSONAL DATA PROTECTION AND THE RENAED MODEL:
CONVERGENCE WITH OTHER SECTOR-SPECIFIC REGULATIONS

Law No. 7593/2025 on Personal Data Protection establishes principles that may conflict with the
RENAED model. Article 8 of this law regulates “legitimate interest” as a legal basis for data pro-
cessing, but imposes strict conditions: processing must be “necessary” to pursue such an interest;
the data subject’s fundamental rights and freedoms must not override that interest; it must take
place “within the framework of a relevant and appropriate relationship”; only “strictly necessary
data” may be processed; transparency must be ensured; and it must be recognized that “the data
subject shall have the right to object at any time” to the processing by challenging the controller’s
legitimate interest.

The purposes of RENAED may raise clear tensions with basic principles of personal data protection.
If biometric registration is mandatory for access to stadiums, how can the right to object be exer-
cised without being excluded from the event? If biometric data is processed “automatically” and
kept “interconnected” to police databases, is the principle of data minimization, which requires
processing only strictly necessary data, being upheld? Furthermore, the absence of non-biometric
alternatives for accessing sporting events suggests that the system fails to comply with the principle
of proportionality (Electronic Frontier Foundation, 2014), which requires exhausting less intrusive
measures before resorting to the mass processing of sensitive data.

Additionally, Implementing Decree No. 3337/2025 devotes only four articles (19-22) to the “Use,
Processing and Protection of Information”, with fairly generic provisions. Article 19 limits the use of
RENAED information to “monitoring compliance with the purposes established therein”, but does
not define audit mechanisms, retention periods or data deletion protocols. Article 20 permits use
for “statistical or criminal policy purposes”, opening the door to secondary uses without defining
specific safeguards. Article 21 establishes that institutions “shall have protocols” for processing and
protection, but delegates their definition without establishing mandatory minimum requirements
or deadlines for their implementation. This regulatory laxity contrasts sharply with international
standards on biometric surveillance.

An additional regulatory tension arises with other provisions governing the processing of personal
data in sector-specific contexts such as digital commerce. Law No. 4868/2013 on Electronic Com-
merce stipulates in Article 6 that commercial activity “under no circumstances” may violate “the
protection of personal data and the rights to personal and family privacy”. Meanwhile, Law No.
6822/2021 on trust services for electronic transactions provides in Article 9 that service providers

“may only collect personal data directly from the individual”, who must give “express and informed
consent”, and that the data “may not be processed for any purpose other than the agreed purpose
without the express consent of the data subject”.

Given that RENAED links biometric registration to ticket purchases, which constitute a commercial

transaction managed by private providers, a critical question arises: how does the “automatic” and

mandatory nature of registration align with the requirement for “express and informed consent”
established in these sector-specific laws? Can a trust service provider process biometric data when

consent is conditioned on access to the service? These regulatory tensions have not been resolved

either by the law or by its implementing regulation.
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PUBLIC-PRIVATE CONFIGURATION

Acritical elementin the analysis of facial recognition implementation in Paraguay is the institutional
framework that preceded and shaped the regulatory framework. In October 2023, five months after
the bill was introduced and before its legislative approval, the National Sports Secretariat (SND)
signed a sponsorship agreement with the company ITTI S.A.E.C.A., valued at USD 1,733,000 over
four years (Unified Public Information Access Portal, 2024). This prior contractual arrangement
inverts the logical regulatory sequence; that is, the technological infrastructure preceded the regu-
latory framework meant to govern it.

The agreement establishes obligations that involve the development of biometric data infrastruc-
ture and user profiling: (a) provision of cameras with identity verification technology for fans (clause
2.3); (b) development of user databases with business intelligence capabilities (clause 4.1); (c) pro-
filing of spectators for access management (clause 4.2); (d) real-time behavioural reporting (clause
4.3); (e) provision of security cameras (clause 4.5). Critically, clause 5 states that the transactions
“do not require additional consent,” expressly waiving the requirement to obtain informed consent
from data subjects. Clause 8 on confidentiality states that the information processed constitutes
“valuable property belonging to the SPONSOR” (ITTI), raising questions about the ownership of
biometric data and creating opacity around information of clear public interest (Unified Public
Information Access Portal, 2024).

ITTIis part of Grupo Vazquez'®, a conglomerate that vertically controls Red UTS (ticketing provider
for APF events), UENO Bank" (official sponsor of the Paraguayan national team and APF competi-
tions), and the facial recognition systems installed in stadiums. In June 2024, ITTI was recognized
as a qualified trust service provider by the Ministry of Industry and Commerce (General Directorate
of Electronic Commerce, n.d.). This vertical integration, which concentrates ticketing, payment
processing, access control and biometric surveillance within a single corporate group, was con-
solidated without public bidding, any fundamental rights impact assessment or independent
oversight mechanisms.

In response to a request for information sent to ITTI regarding the system’s technical and oper-
ational aspects, an electronic acknowledgment of receipt (ticket No. 93945/2026) was received,
indicating that the request was “being reviewed by support staff”. As of the closing date of this
investigation, no formal response containing the requested information had been received. This
lack of response from the private provider of the technological infrastructure reinforces concerns
about accountability and access to information in a system that will process biometric data from
thousands of individuals.

16 Official website of ITTI:: https://www.itti.digital

17 Official website of Ueno Bank: https://www.ueno.com.py
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CURRENT IMPLEMENTATION STATUS: OPERATIONAL
UNCERTAINTY AND ASSOCIATED RISKS

As part of the methodology for this study’s data collection, information regarding the topic was
requested from the Ministry of the Interior. A response was received on January 15, 2026, via Note
No. 04/2026, in which the Department of Security for Sporting and Special Events of the National
Police reported that “to date, the National Police has not implemented facial recognition technol-
ogy in sports stadiums”, noting that RENAED “is currently being regulated by the Council for Secu-
rity in Sporting Events, under the Ministry of the Interior” (Unified Public Information Access Portal,
2026b). Similarly, the National Sports Secretariat, through Memorandum No. 4 dated January 29,
2026, indicated that the SND “has not implemented the Facial Recognition System for entry into its
facilities and that there is currently no regulation requiring its implementation in sports stadiums’
(Unified Public Information Access Portal, 2026a).

4

This situation constitutes a regulatory paradox. There is an enacted law, an implementing decree
in force, agreements signed with private providers and technological infrastructure installed in
stadiums, yet there is no formal operational implementation of biometric registration. This lack of
clarity raises several risks: under what legal framework are facial recognition systems potentially
installed in stadiums currently operating? If RENAED is not operational, how is the biometric data
potentially captured being handled? Are there protocols for the retention, access and deletion of
data collected during this preoperational or experimental phase?

This uncertainty regarding the system’s operational status reinforces the perception that techno-
logical adoption has preceded the definition of adequate legal and technical safeguards.

Another significant risk in the context of the case examined is the phenomenon of “function creep,”
which refers to the progressive expansion of data use beyond the original purpose for which it was

collected (Koops, 2021). This use does not always occur explicitly or transparently. Biometric data

may be repurposed, for example, to train artificial intelligence systems or agents, without the data

subject’s knowledge or control. The “interconnection” of RENAED to National Police databases,
coupled with the authorization for use for “criminal policy” purposes (Art. 20 of Decree 3337/2025),
creates conditions conducive to biometric data collected nominally for sports security being used

for purposes other than those declared.

The lack of clear limits regarding who may access this data, for which specific purposes, and under
what prior judicial oversight also creates the possibility of uses incompatible with the stated
purpose. This concern is heightened in the context of mass biometric registration systems without
priorimpact assessments, at least none that are publicly accessible, and lacking a fully operational
independent oversight authority™ and effective accountability mechanisms.

18 Under the current legal regime in Paraguay, oversight of personal data protection has historically been fragmented and
sector-specific. Although Law No. 7593/2025 provides for the creation of a supervisory authority, it is not yet fully operational.
This limits the existence of an independent, specialized and cross-cutting mechanism for the oversight and enforcement of
biometric data processing.
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Far from remaining at the level of policy or rhetoric, the incidents that took place during the super-
clasico between Club Olimpia and Cerro Portefio on April 19, 2026 — which led to the suspension of
the match and violent clashes inside and outside Estadio Defensores del Chaco — accelerated the
State’s move toward implementation. That same Monday, the Ministry of the Interior announced a
package of five measures for “immediate application,” backed by the Office of the Attorney General.
These included individual ticket validation through the Identification Department of the National
Police, the gradual introduction of facial recognition and the AFIS system as biometric controls at
high-risk matches, and the completion of the National Registry of Sporting Events (RENAED). This
shift confirms that the risks examined in this study are no longer merely hypothetical or prospective.
Instead, they are now part of a concrete process of administrative implementation, reinforcing the
need to assess these measures in light of the principles of legality, necessity, and proportionality
discussed in the following sections (ABC Color, 2026; Infobae, 2026; OneFootball, 2026). Impor-
tantly, as this exploratory study discusses, these measures had already been proposed in the past
without ever being fully implemented. This raises further questions about the institutional capacity
to ensure effective safeguards in a context of reactive policymaking, driven more by the urgency of
the incident than by prior technical and legal planning.

ASSESSMENT: A SURVEILLANCE AND PREVENTION
MODEL WITH MORE QUESTIONS THAN GUARANTEES

The preceding analysis shows that Paraguay’s regulatory framework presents features that diverge
from regional and international standards governing biometric surveillance in public spaces. A
literal interpretation of the law, alongside the current national context, raises more questions than
guarantees regarding the effective protection of the fundamental rights of individuals wishing to
attend sporting events. This gap between the stated regulatory protection and the safeguards actu-
ally implemented calls for a critical analysis from the perspective of the principles of necessity and
proportionality, which will be addressed in the following sections.
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APPLICABLE LEGAL FRAMEWORK AND
INTERNATIONAL CRIMINAL LAW

INTERNATIONAL PROTECTION OF PRIVACY AND
REGULATION OF BIOMETRIC SURVEILLANCE

The right to privacy constitutes a fundamental human right recognized in numerous international
and regional instruments. Article 12 of the Universal Declaration of Human Rights (UN, 1948) estab-
lishes that “no one shall be subjected to arbitrary interference with his privacy,” which is comple-
mented by Article 17 of the International Covenant on Civil and Political Rights (UN, 1966), which
prohibits arbitrary or unlawful interference with privacy and guarantees legal protection against
such interference. These instruments, ratified by Paraguay and having a higher legal status than
national laws under Article 137 of the Constitution, establish clear limits on the state’s powers of
surveillance and collection of personal data.

In fact, the Universal Declaration of Human Rights (UN, 1948) constitutes the cornerstone of the
international protection of fundamental rights, enshrining principles directly applicable to the
analysis of biometric surveillance technologies: the principle of equality before the law (Art. 7), the
presumption of innocence (Art. 11), the protection of honour and reputation (Art. 12), the freedom
of peaceful assembly and association (Art. 20) and the indivisibility of human rights (Art. 30). The
principle of indivisibility requires States to take a comprehensive approach to the individual and
the protection of their rights, recognizing that interference with privacy through mass surveillance
necessarily impacts the exercise of other rights such as freedom of expression, association and
participation in cultural life.

Furthermore, the International Covenant on Civil and Political Rights (UN, 1966) complements
this framework by expressly prohibiting arbitrary interference with privacy (Art. 17) and protecting
freedom of expression (Art. 19) and the right to peaceful assembly (Art. 21). These rights are partic-
ularly relevantin the context of sporting events, spaces of cultural expression and assembly, where
biometric surveillance can have a chilling effect on public participation.

Otherinternationalinstruments ratified by Paraguay reinforce these protections in specific contexts
such as the present case. The Convention on the Rights of the Child (United Nations, 1989) estab-
lishes the duty to preserve the identity of children and adolescents (Art. 8), protect their freedom
of expression (Art. 13) and freedom of assembly (Art. 15), and guarantee protection against abusive
interference with their privacy (Art. 16). Given that sporting events are often attended by minors,
the implementation of facial recognition systems requiring mandatory biometric registration chal-
lenges these provisions, particularly given that children lack full legal capacity to provide informed
consent.

The International Convention on the Elimination of All Forms of Racial Discrimination (United
Nations, 1979a) obliges States to adopt measures to prevent and mitigate discrimination in all its
forms, guaranteeing the exercise of the rights to freedom of opinion, expression, peaceful assembly
and movement. This instrument is particularly relevant in light of documented evidence that facial
recognition systems exhibit differential error rates across gender, racial and ethnic groups, resulting
in a higher number of false positives in these groups (Buolamwini & Gebru, 2018). The Convention
on the Elimination of All Forms of Discrimination against Women (CEDAW) (United Nations, 1979b)
is also relevant, as it prohibits any form of gender-based discrimination (arts. 1, 2, 3, 15), including
the misuse of technologies that may disproportionately affect women.
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Within the Inter-American system, the American Convention on Human Rights (Pact of San José,
Costa Rica) (OAS, 1978) constitutes an indispensable legal framework for the protection of rights in
the region. This instrument expressly protects the right to privacy (Art. 11), the freedom of thought
and expression (Art. 13), and guarantees effective judicial protection (Art. 25). The Inter-American
Court of Human Rights, in key rulings, has interpreted Article 11 to mean that state interference with
privacy must be provided for by law, pursue a legitimate aim, and be necessary and proportionate
in a democratic society (Case of Escher et al. v. Brazil, 2009; Case of Tristdn Donoso v. Panama,
2009), a standard directly applicable to the evaluation of mass biometric surveillance systems.

The Organization of American States also establishes specific standards directly applicable to the
processing of biometric data (OAS, 2021). Among the most relevant principles are “lawful purposes
and loyalty”, which requires that data processing pursue specific, explicit and lawful purposes;
“transparency and consent”, which calls for clear information and the data subject’s free and
informed consent; “relevance and necessity”, which requires limiting data collection to what is ade-
quate, relevant and strictly necessary; and “sensitive personal data”, which establishes a reinforced
protection regime for biometric data, requiring additional safeguards for their processing.

In comparative terms, the Al Act (Regulation (EU) 2024/1689 of the European Parliament and of the
Council laying down harmonised rules on artificial intelligence (Artificial Intelligence Regulation),
2024) represents the most advanced regulatory standard for biometric identification systems. This
instrument classifies remote biometric identification systems in public spaces as “high-risk” and
prohibits their use except in strictly defined circumstances subject to prior judicial authorization.

Additionally, it imposes obligations related to rights impact assessments, effective human over-
sight, comprehensive technical documentation, operational traceability and independent audit
mechanisms. The gap between this standard and the Paraguayan framework is significant, high-
lighting the inadequacy of the safeguards currently provided for in Law No. 7269/2024 and its
implementing decree.

PRINCIPLES OF CRIMINAL LAW VS. INDISCRIMINATE MASS SURVEILLANCE

Theimplementation of facial recognition systems linked to police databases raises additional ques-
tions from the perspective of criminal law and due process guarantees. Article 17 of the Constitution
enshrines the principle of presumption of innocence, establishing that “in criminal proceedings, or
in any other proceedings from which a penalty or sanction may result, every person has theright to
[...] be presumed innocent”. This fundamental principle implies that no person may be treated as
a suspect without objective and individualized grounds to justify such treatment (Fernandez Prieto
and Tumbeiro v. Argentina, 2020; Inter-American Court of Human Rights, 2009).

Mass biometric surveillance effectively reverses this presumption by subjecting all individuals
attending a sporting event to the automated capture, processing and comparison of their facial
data against police databases; that is, it treats everyone as potential suspects without individu-
alized grounds. The requirement of individualized suspicion constitutes an essential limit on law
enforcement action and a fundamental pillar of the criminal justice system. The possibility that
any person may be considered a suspect without specific grounds opens the door to practices
incompatible with the rule of law in a democratic society (Rolén Luna & Sequera, 2016).
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The principle of minimal criminal intervention or ultima ratio (Ferrajoli, 2009), recognized in consti-
tutional doctrine and jurisprudence, establishes that the State’s punitive power must be reserved

for the most serious offenses and only when other means of social control prove insufficient. This

principle also applies to investigative and preventive surveillance powers. Highly intrusive mea-
sures, such as mass biometric surveillance, are justified only under an exceptional standard that
requires their strict necessity to prevent serious crimes, the absence of less intrusive alternatives

and that they be applied exclusively to individuals for whom there are well-founded and individu-
alized suspicions. (United Nations High Commissioner for Human Rights, 2021). Under this premise,
the United Nations Special Rapporteur on the right to privacy maintains that mass and indiscrim-
inate surveillance is per se incompatible with international human rights law. This incompatibility
lies in the fact that, even when the State pursues legitimate security objectives, the deployment
of such technologies across the population inherently violates the principles of necessity and pro-
portionality by nullifying the presumption of innocence and due process through automated and

widespread monitoring.

Article 200 of the Paraguayan Code of Criminal Procedure establishes that the interception of com-
munications must be judicially authorized and based on a specific and justified need. Although this
provision refers specifically to the interception of communications, the standard it sets could be
considered to understand the level of safeguards required for other highly intrusive surveillance
measures, such as mass facial recognition. As Rolon Luna and Sequera (2016, p. 17) note, “all mass
surveillance is unnecessary and clearly violates the fundamental guarantees of criminal law when

there is no genuine informed consent or judicial authorization based on individualized suspicion”.

In summary, the applicable international and constitutional legal framework establishes clear
limits on state surveillance powers. Interference with privacy must be provided for by clear and
precise law; pursue lawful purposes in a democratic society; be strictly necessary to achieve those
purposes; be proportionate to the objective pursued; be based on individualized suspicion when
involving data processing for the purposes of crime prevention or investigation; have prior judi-
cial authorization in cases of highly intrusive measures; and guarantee effective mechanisms for
oversight, accountability and redress. The evaluation of the facial recognition system provided for
in Law No. 7269/2024 must be conducted in light of these standards, an analysis that will be devel-
oped in the following section through the application of the proportionality test.
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FACIAL RECOGNITION IN STADIUMS AND
HUMAN RIGHTS: KEY CHALLENGES

The deployment of facial recognition technologies in mass gathering spaces such as sports stadi-
ums poses significant challenges to the protection of fundamental rights recognized in both inter-
national instruments and national constitutional frameworks. As the Office of the United Nations
High Commissioner for Human Rights has warned, remote biometric recognition “dramatically
increases the ability of State authorities to systematically identify and track individuals in public
spaces, undermining the ability of people to go about their lives unobserved and resulting in a
direct negative effect on the exercise of the rights to freedom of expression, of peaceful assem-
bly and of association, as well as freedom of movement” (United Nations High Commissioner for
Human Rights, 2021, p. 8).

Theintrusive nature of these technologies is not limited to the mere capture ofimages, butinvolves
the automated processing of unique human characteristics, systematic comparison with pre-ex-
isting databases, and the potential generation of behavioral and movement profiles of attendees
(Pietrasanta et al., 2025). This capacity for identification, tracking and predictive analysis qualita-
tively transforms the relationship between the State, the private actors operating these systems
and the citizens participating in sporting events, generating specific risks to certain rights simulta-
neously and in an interrelated manner.

Additionally, the documented technical limitations of these systems exacerbate human rights risks.
As Feldstein notes (Feldstein, 2019, p. 19), facial recognition systems may perform well under ideal,
controlled conditions, but their performance suffers significantly when unexpected variables are
introduced, such as those characteristic of dynamic environments like stadiums. This may gener-
ate high rates of false positives that can lead to misidentifications, unjustified access restrictions
and the stigmatisation of innocent people.

The following subsections will examine the key fundamental rights affected by the implementation
of facial recognition in Paraguayan stadiums, in light of both national constitutional protections
and international human rights law standards.

PRIVACY AND PERSONAL DATA PROTECTION

In the context of deploying FRT, the issue of privacy goes beyond the mere processing of personal
data to encompass more complex dimensions: What data underpins the purported accuracy of
these systems? On what legal basis is biometric data, originally obtained for other purposes, col-
lected and repurposed? What standards of security, data minimization and purpose limitation
govern their processing? What safeguards exist to prevent secondary uses or unauthorized access?
These questions are critical from a human rights perspective.

In practice, there is insufficient public information in Paraguay to ascertain whether these systems
are trained using official databases, including those held by the Identification Department—which
is responsible for issuing national identity documents—criminal record databases, or other state
or private sources.. It is precisely this lack of transparency that prevents an assessment of whether
the processing of biometric data associated with facial recognition complies with data protection
principles, and undermines any claim regarding its legitimacy from a human rights perspective.
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Furthermore, the right to privacy and the protection of personal data™ do not operate in isola-
tion. Violations of these rights also have ripple effects on other fundamental rights, giving rise to
what could be described as a “chain of violations”. The Paraguayan constitutional framework, for
example, recognizes this interdependence in several articles, such as Article 33—cited above—and
Article 38, which recognizes the right to the defense of common interests:

“Any person has the right, individually or collectively, to demand from public authorities
measures to defend the environment, the integrity of the habitat, the public health, the
national cultural heritage, the interests of the consumers and others that, because of
their legal nature, pertain to the community and are related to the quality of life and to
the collective patrimony” (National Constituent Convention, 1992).

This formulation is particularly relevant for challenging the implementation of facial recognition tech-
nologies that do not merely affect individual rights in isolation, but also impact collective legal inter-
ests. In particular, these systems alter the social fabric and erode the collective expectation of privacy
in public spaces. As the Human Rights Committee has emphasized, “The right to privacy applies to
everyone. Differences in its protection on the basis of race, colour, sex, language, religion, political
or other opinion, national or social origin, property, birth or other status are inconsistent with the
principle of non-discrimination laid down in articles 2 (1) and 3 of the International Covenant on Civil
and Political Rights. Discrimination on these grounds also violates the right to equality before the law
contained in article 26 of the Covenant” (Human Rights Committee (HRC), 1988, para. 2).

Therefore, from a human rights perspective, it is imperative to identify and challenge technologies,
such as facial recognition in its most intrusive form, that jeopardize hard-won rights. Fundamental
rights cannot be traded off for supposed greater security, particularly when the State or the entities
responsible for their deployment cannot guarantee transparency, accuracy or infallibility.

19 Whilein some legal systems the right to personal data protection has been recognized as an autonomous fundamental right,
most notably in Europe following its enshrinement in Article 8 of the Charter of Fundamental Rights, this work adopts an
integrative approach that conceives them as closely intertwined rights. As Purtova (2018) argues, data protection constitu-
tes a specific manifestation or dimension of the broader right to privacy, aimed at ensuring individual control over personal
information in the context of automated processing. This perspective is consistent with the Latin American jurisprudential
tradition, where data protection has largely developed as derived from the right to privacy and habeas data. In Paraguay, for
example, the Constitution does not expressly establish an autonomous right to data protection; however, it does recognize
the right to privacy (Art. 33) and the constitutional guarantee of habeas data (Art. 135), articulating both instruments to
protect the informational dimension of privacy. Therefore, in this context, it is appropriate to refer to both rights jointly,
acknowledging their functional interdependence without prejudice to the technical and regulatory specificities each may
present in specific regulatory frameworks.
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REASONABLE EXPECTATION OF PRIVACY: IS VOLUNTARY PRESENCE
IN PUBLIC SPACE A JUSTIFICATION FOR MASS SURVEILLANCE?

The notion of “reasonable expectation of privacy” is a key element in defining the scope of the right
to privacy in the context of facial recognition technologies. This concept, developed primarily in
common law jurisprudence but also incorporated into continental legal systems®, helps assess
whether a person can reasonably expect certain aspects of their life to remain protected from
observation or intrusion by third parties, even when they are in publicly accessible spaces.

As Vaninetti (2021a, pp. 89-92) notes, the reasonable expectation of privacy is not limited to phys-
ically private or enclosed spaces, but extends to settings where, depending on the circumstances
and the social context, a person can legitimately expect not to be subject to systematic or con-
tinuous surveillance. This expectation is based on objective elements such as prevailing social
norms, the design of the space and signage, as well as subjective elements such as the individual’s
perception of whether they are exposed to constant observation.

In the context of FRT deployed in public spaces, this expectation is radically altered. Traditionally,
being in a public space implied a certain degree of visibility but also anonymity. In other words, a
person could be seen but not necessarily identified, tracked or profiled in a systematic and continu-
ous manner. There is a substantial difference between mere passive observation, which isinherent
to social life, and automated technological surveillance that enables identification, recording,
storage and predictive analysis (Vaninetti, 2021a, pp. 156-159).

A frequently cited argument to justify the use of surveillance technologies in public spaces is
that voluntary presence in these spaces entails tacit acceptance of the conditions of surveillance.
However, this logic has serious flaws from a fundamental rights perspective.

It is worth asking to what extent one can speak of “voluntariness” when access to certain essen-
tial spaces or services is made conditional on being subjected to facial recognition systems. As
Bohigues Esparza (2021, pp. 8-10) warns, consent must be free, informed and specific to be con-
sidered valid; conditions that are difficult to meet where there is a power imbalance, a lack of real
alternatives and insufficient clear information about the scope of data processing.

The issue becomes even more questionable when policies explaining the purpose of data pro-
cessing, data retention periods, who accesses the data or where it is stored are not even easily
accessible. This opacity not only violates the principle of transparency, enshrined in virtually all
data protection frameworks, but also strips any notion of informed consent of its actual substance.

The Spanish Supreme Court has established key criteria for assessing when technological surveil-
lance exceeds the limits of reasonable expectations of privacy. In its judgment STS 489, the Criminal
Chamber noted that, although individuals do not have an absolute expectation of privacy in public
spaces, this does not justify any form of technological surveillance, especially when it allows “the
exhaustive reconstruction of a person’s movements, relationships and habits” (STS 489/2018, 2018).

20 Incommon law systems, a landmark case is Katz v. United States, 389 U.S. 347 (1967), in which the U.S. Supreme Court esta-
blished that constitutional protection extends to situations where a “reasonable expectation of privacy” exists, shifting the
focus from physical property to the protection of the person. Meanwhile, in civil law systems and under the GDPR framework,
the Court of Justice of the European Union has further reinforced this protection in public spaces. For instance, in the Buivids
case (C-345/17), the Court determined that video recording, even of public officials performing their duties, constitutes the
processing of personal data, which must be subject to strict criteria of proportionality and purpose limitation.
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This line of case law may be applicable to the use of FRT in public spaces such as football stadiums
and large-scale sporting events. As the UN High Commissioner for Human Rights warns, “remote
biometric recognition is linked to deep interference with the right to privacy. A person’s biometric
information constitutes one of the key attributes of her or his personality as it reveals unique char-
acteristics distinguishing her or him from other persons”. (2021, p. 8).

The ability of these systems to operate continuously, imperceptibly and on a large scale radically
transforms the nature of surveillance. It is no longer a matter of occasional or one-off observation,
but rather systematic tracking capable of generating detailed profiles of behavior, movement and
association. This technological persistence challenges the expectation of anonymity that has his-
torically characterized life in public spaces.

However, the Paraguayan Constitution (Art. 33) does not draw a strict distinction between public
and private spaces, but rather provides comprehensive protection for privacy, private life and per-
sonal image. Given this, constitutional protection of privacy cannot be interpreted restrictively or
limited solely to the domestic sphere. It must extend to all situations where there is a legitimate
expectation of not being subjected to systematic surveillance (Vaninetti, 2021b, pp. 201-204). In this
case, its scope of protection should extend to scenarios such as the one examined here.

As Bohigues Esparza (2021, pp. 15-17) notes, the proliferation of surveillance technologies requires
rethinking traditional criteria for assessing the reasonable expectation of privacy. It is not enough
to determine whether a space is formally public or private; rather, attention must be paid to the type
of activity being carried out, the nature of the data collected, the intensity and persistence of the
surveillance and whether viable alternatives exist. Furthermore, from a human rights perspective,
the burden of proof must fall on those who promote these technologies. It is up to them to demon-
strate that their implementation respects the principles of legality, necessity, proportionality and
transparency, and that effective safeguards exist to protect the reasonable expectation of privacy
that every person retains, even when moving through public spaces.
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FREEDOM OF EXPRESSION, PEACEFUL ASSEMBLY
AND THE RIGHT TO PROTEST

The implementation of facial recognition technologies in public spaces also poses significant chal-
lenges to fundamental rights such as freedom of expression, the right to peaceful assembly and
freedom of association (United Nations High Commissioner for Human Rights, 2021, p. 6).

In Paraguay, the Constitution establishes a framework for protecting freedom of expression. Article
25 recognizes that “All persons have the right to freely express their personality, to creativity, and to
forge their own identity”, expressly guaranteeing “ideological pluralism”. Article 26 further provides
that “freedom of expression and freedom of the press, as well as the dissemination of thought
and opinion, are guaranteed without any censorship,” adding that “every person has the right to
generate, process or disseminate information, as well as to use any lawful and appropriate means
for such purposes” (National Constituent Convention, 1992).

This constitutional protection is reinforced at the international level, particularly within the
inter-American human rights system. The Inter-American Court has emphatically stated that
freedom of expression is a cornerstone of the very existence of a democratic society. It is indispens-
able for the formation of public opinion. It is also an indispensable prerequisite for the full devel-
opment of political parties, trade unions, scientific and cultural societies and, in general, those
who seek to influence society. In short, it is a condition for society to be sufficiently informed when
exercising its choices. Consequently, a society that is not well informed is not fully free (Inter-Amer-
ican Court of Human Rights (IACHR), 1985, para. 70).

Along these lines, the Special Rapporteur on Freedom of Expression (2010, p. 5) has stated that
freedom of expression also has a dual dimension. In other words, it protects both the individual
right to express ideas and the collective right to access a diversity of information and opinions. This
dual dimension highlights its relevance not only to individual autonomy but also to the proper
functioning of deliberative democracy. In this regard, and in light of these considerations, one of
the most serious risks associated with facial recognition systems in public spaces is their capacity
to generate a chilling effect on the exercise of fundamental rights.

For organizations such as Privacy International (2024), the knowledge or reasonable suspicion of
being subjected to automated facial surveillance can lead individuals to self-censor their partic-
ipation in demonstrations, protests or public gatherings, for fear of being identified, tracked and
subject to subsequent reprisals. This phenomenon, known as the “chilling effect,” has been exten-
sively documented in studies on surveillance and democracy. Penney (2016a) empirically demon-
strated that, following Edward Snowden’s revelations about mass surveillance programs, there
was a statistically significant decline in searches for sensitive terms on Wikipedia, demonstrating
how the mere perception of surveillance alters people’s behavior, even in perfectly legitimate activ-
ities. In the context of FRT, this effect is amplified due to their capacity to operate imperceptibly,
persistently and retrospectively.

Aswarned by the United Nations Special Rapporteur on the rights to freedom of peaceful assembly
and association, the use of surveillance technologies, including facial recognition, for monitoring
protests can have a serious chilling effect, violate the principle of proportionality and undermine
the legitimate exercise of fundamental rights (2019, para. 26). Moreover, this chilling effect is partic-
ularly concerning in contexts where there is already a history of repressive use of technology.
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Furthermore, it is important to note that technology is not neutral and surveillance deployed in
contexts of protest or social mobilization does not always operate objectively or uniformly. As
noted by Simone Browne (2004; 2015), cited in Araceli Ramirez (2025), surveillance technologies
are historically embedded in logics of racialized, class-based and colonial control, reproducing
preexisting social hierarchies and deepening structural inequalities. Rather than affecting the
entire population equally, these systems tend to have a disproportionate impact on individuals
and groups already in vulnerable positions. In the Paraguayan context, this may translate into
heightened surveillance practices targeting young people, racialized individuals, people from
working-class backgrounds or members of LGBTIQ+ communities, thereby increasing the risks of
stigmatization, profiling and exclusion under the pretext of public safety.

Cases documented in the region show that FRT are not implemented neutrally, but rather tend to
be deployed in contexts of social protest and political mobilization. During the 2021 National Strike
in Colombia, human rights organizations denounced the use of facial recognition to identify pro-
testers, constituting a form of intimidating surveillance incompatible with international standards
(Fundacion Karisma, 2021). In Argentina, for example, statements by authorities about the use of
facial recognition to identify protesters and link their participation to the possible loss of social
benefits (Red en Defensa de los Derechos Digitales, 2023a) illustrate how these technologies can
become tools of political control that erode democratic space.

This practice creates a significant asymmetry. While the state and corporate actors deploy sophis-
ticated technological capabilities to identify, track and profile citizens legitimately exercising their
political rights, those citizens lack equivalent means to oversee and hold them accountable. As
Privacy International (2024) argues, this informational power asymmetry threatens the political
equality that should characterize any genuine democracy.

The situation is exacerbated when biometric identification operates under ambiguous legal
frameworks that enable discretionary interpretations. In Paraguay, Law No. 7269/2024 classifies
excessively broad and vague behaviors as infractions, including “offenses against honor and
sportsmanship” or “banners with messages inciting violence” (Art. 18, sub-paragraph g), without
establishing objective parameters to define these concepts. This regulatory ambiguity, combined
with automated identification capabilities, could enable selective surveillance practices where
legitimate political demonstrations or critical expressions may be arbitrarily reframed as “violent
conduct” and sanctioned with bans of up to 10 years from accessing sporting events (Art. 20).

This risk is not merely hypothetical. Given documented cases of fans protesting government
policies in stadiums (ABC Color, 2022), the operational question becomes unavoidable: Who will
determine whether these peaceful protests constitute “offenses against sportsmanship”? Under
what verifiable criteria? With what procedural safeguards for those affected? The absence of clear
regulatory answers transforms facial recognition into a potential tool for the preventive criminal-
ization of dissent, where the mere technical ability to identify protesters could translate into the
preemptive inhibition of the legitimate exercise of fundamental freedoms.
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Inthisregard, the IACHR has established that certain types of speech deserve heightened protection,
particularly political speech or speech related to matters of public interest, as they are essential for
the formation of public opinion and democratic debate (Special Rapporteurship for Freedom of
Expression (RELE), 2010, p. 12). This differentiated protection implies that any restriction on such
speech must face particularly rigorous scrutiny. The Spanish Supreme Court has also warned that
technologies enabling “the exhaustive reconstruction of a person’s movements, relationships and
habits” disproportionately interfere with the exercise of fundamental rights (STS 489/2018, 2018).
However, FRT operates precisely in the opposite manner, as they increase surveillance over spaces
where political speech takes place, such as demonstrations, protests and public events, creating
conditions for self-censorship and silencing.

Itis well established that freedom of expression is not an absolute right. There are legitimate limits,
particularly regarding speech that directly incites violence, discrimination or hatred. Inter-Ameri-
can jurisprudence recognizes that States can and must restrict hate speech to protect the dignity
and rights of vulnerable individuals and communities (Special Rapporteurship for Freedom of
Expression (RELE), 2010, para. 20). However, for such restrictions to be valid, they must meet certain
strict standards.

Specifically, the Inter-American human rights system has established that any restriction must: i. be

prescribed by law; ii. pursue a legitimate objective; iii. be necessary in a democratic society; and

iv. be proportionate to the objective pursued (Inter-American Court of Human Rights (IACHR), 1985,
para. 46). Thisfour-parttestis particularly relevant when evaluating laws such as Law No. 7269/2024,
which prohibits “banners, flags, symbols or other signs bearing messages that incite violence, dis-
crimination or promote offenses against honor and sportsmanship” (Art. 18, Sec. g).The vagueness

of these terms creates a risk of arbitrary enforcement, allowing legitimate political criticism to be

treated as punishable “offenses”.

The concern in the context examined here is that the capacity of advanced facial recognition
technologies to automatically identify individuals displaying critical banners, engaging in political
chants, or participating in other forms of symbolic protest may become a mechanism for preven-
tive control. In such a scenario, the mere possibility of future identification and sanction may inhibit
the exercise of rights in the present. As the Inter-American Court has emphasized, any restriction
on freedom of expression must be based on a clearly defined law, pursue a legitimate objective
and be strictly necessary and proportionate (Inter-American Court of Human Rights (IACHR), 1985,
para. 70).

For this reason, minimum human rights safeguards are required in response to technologies with

such significant chilling potential as FRT. This standard must be applied with particularrigor, always
favoring the interpretation most conducive to the full exercise of fundamental rights.
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RIGHT TO EQUALITY AND NON-DISCRIMINATION

There has been extensive discussion of the impact of new technologies, such as facial recognition
with advanced automation techniques, on equality and non-discrimination. The concern centers
on the inherent risk that such technologies may perpetuate or even exacerbate discrimination by
reflecting historical biases embedded in the datasets used for their training, such as the tendency
for the disproportionate application of police measures against certain minorities (Mufioz Gutiér-
rez, 2021).

In Paraguay, the Constitution establishes an unequivocal mandate for equality. Article 46 provides
that “all the inhabitants of the Republic are equal in dignity and rights. No discrimination is admit-
ted. The State will remove the obstacles and prevent the factors that maintain or propitiate them”.
Article 47 also guarantees equality in access to justice, before the laws, in public access to public
functions and in the enjoyment of the benefits of nature, material goods and culture (National
Constituent Convention, 1992).

These rights are further protected by the international obligations undertaken by Paraguay through
its ratification of international human rights treaties and conventions. In this regard, the American
Convention on Human Rights requires States to “undertake to respect the rights and freedoms
recognized herein and to ensure to all persons subject to their jurisdiction the free and full exercise
of those rights and freedoms, without any discrimination” (Art. 1). The International Covenant on
Civil and Political Rights further provides that “all persons are equal before the law and are entitled
without any discrimination to the equal protection of the law” (Art. 26).

However, in this specific case, the impact of these technologies on these rights intensifies in
proportion to their technical sophistication. The operational effectiveness of facial recognition
systems depends on interrelated factors such as the volume and diversity of biometric data used
to train algorithmic models, and their ability to classify identities through probabilistic calculations
and large-scale facial pattern matching (Gentzel, 2024). It is precisely in this technical architecture,
designed to maximize identification rates through statistical processing of large data volumes, that
the structural problem of automated discrimination lies.

Forexample, when datasets representing certain demographic groups are underrepresented in the
training data, or when algorithms are optimized using metrics that prioritize aggregate accuracy
over distributive fairness, the system could reproduce and amplify preexisting biases in a system-
atic, opaque and large-scale manner (Barocas & Selbst, 2016). Unlike interpersonal discrimination,
algorithmic discrimination® operates under the guise of technical objectivity, making it difficult to
identify, challenge and correct it through traditional legal mechanisms.

Various studies have documented that facial recognition systems exhibit significantly dispropor-
tionate error rates across variables such as gender, skin tone or age. The landmark study by Buol-
amwini and Gebru (2018) found that these systems show between 12% and 19% higher error rates
when identifying darker-skinned faces, and between 8% and 20% higher error rates when identify-
ing women compared to men. This disparity is primarily attributed to the underrepresentation of
certain groups in the training data, which tends to overrepresent the faces of white men.

21 Theterm algorithmic discrimination is used to describe situations in which automated or algorithmic systems produce
disadvantageous or unjustified outcomes for specific groups or individuals, as a result of biased data, proxy variables, design
choices, orimplementation contexts. The concept began to be systematically developed in the law and technology literature
following the work of authors such as Barocas and Selbst, who warn that algorithms can replicate and amplify pre-existing
structural inequalities, even in the absence of explicit discriminatory intent.

BIOMETRIC SURVEILLANCE: FACIAL RECOGNITION AND HUMAN RIGHTS AT SPORTING EVENTS IN PARAGUAY 4]



The U.S. National Institute of Standards and Technology (NIST) confirmed these findings and found

that algorithms developed in China are particularly inaccurate in identifying non-Asian populations

(Grother et al., 2019; Vila Seoane & Alvarez Velasco, 2024). This observation is particularly concern-
ing in Latin America, where Chinese companies such as Dahua and Hikvision supply much of the

facial recognition technology deployed, even as these companies have been criticized by human

rights organizations for their involvement in discriminatory practices (ADC por los Derechos Civiles,
2019; Pietrasanta et al., 2025; Venturini & Garay, 2021).

Discrimination particularly affects trans and non-binary people. A study by Coding Rights in Brazil
found that 90.5% of the trans people surveyed perceived facial recognition technology as trans-
phobic, and 95.2% believed it could expose them to situations of vulnerability and stigma (Silva &
Varon, 2021). In fact, Buolamwini and Gebru (2018, p. 3) acknowledge the simplified and binary rep-
resentation of gender derived from the labels available in benchmark datasets as a methodological
limitation. Given this limitation, they advocate moving toward more comprehensive analyses that
consider diverse gender identities and allow for the evaluation of accuracy across intersectional
subgroups.

Furthermore, it should be noted that many embedded biases are not identified until numerous
cases of adverse outcomes have been reported. In the case of facial recognition technology, these
biases can lead to profiling based on ethnicity, race, national origin, sex and other protected char-
acteristics, thereby amplifying preexisting dynamics of structural discrimination (United Nations
High Commissioner for Human Rights, 2021).

The concept of “bias” in the context of emerging technologies refers to a “systematic error” in the
outputs generated by these systems, arising from statistical, social or institutional factors (Bellamy
et al., 2019). This phenomenon goes beyond mere “discrimination,” understood as an “unfair error,”
and can arise both consciously and, more often, unintentionally (Barocas & Selbst, 2016).

These biases can infiltrate multiple stages in the development of FRT, beginning with the training
data. The use of biased variables, the collection of non-representative data, incorrect labeling and
the use of proxies correlated with protected characteristics systematically contribute to repro-
ducing inequalities (Barocas & Selbst, 2016, p. 691). As Criado Pérez (2020) argues, the exclusion
of diverse perspectives in data collection not only distorts results but also perpetuates historical
inequalities.

Another stage takes place during the labeling process. The “human factor” can introduce addi-
tional biases, as those who label the data often unintentionally transfer their own prejudices
(Diakopoulos, 2014, p. 401). Algorithmic design is another area where the technical architecture of
systems incorporates value-laden decisions that may deliberately or inadvertently encode gender
or racial disparities (Bivens, 2017; Lessig, 2006). Finally, another influential factor lies in team com-
position. The lack of diversity in development teams—composed mostly of young, white men from
the Global North, leads these systems to reflect homogeneous values and perspectives that do not
represent human diversity (Gorwa, 2019).
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In environments such as football stadiums, the limitations of FRT are exacerbated. Constant move-
ment, variable lighting, dynamic expressions and common practices such as painting one’s face
in team colors significantly increase the risk of misidentification. These adverse technical condi-
tions call into question the reasonableness of their use in high-density and dynamic environments
(Access Now, 2021; Belli et al., 2024; Pietrasanta et al., 2025).

While there is a common misconception that removing protected variables from training data elim-
inates algorithmic bias, the literature has shown that seemingly neutral variables can act as proxies,
indirectly perpetuating discrimination (Wachter et al., 2020). Seemingly neutral variables such as
financial records or consumption patterns can correlate with gender, race, socioeconomic status
or other protected characteristics, thereby indirectly reinforcing discriminatory outcomes (Veale &
Binns, 2017).

This highlights the need for rigorous technical scrutiny of the type and quality of the databases
that underpin these technologies. In the case of Paraguay, it is essential to know: where the facial
recognition systems to be used under Law No. 7269/2024 were developed; who the contracted
providers are; what representative data the algorithms were trained on; what their accuracy rate
is when disaggregated by demographic group; and whether this accuracy was evaluated under
real-world operational conditions, not only in laboratory settings. These questions are not optional
technicalities but minimum requirements to assess the direct impact on the right to equality and
non-discrimination.

Furthermore, any implementation must be fully transparent. Without this public and verifiable
information, it is impossible to determine whether the deployed systems reproduce biases doc-
umented in algorithms developed with data that is not representative of the Paraguayan popula-
tion. As Silva and Varén (2021) argue, technologies based on predictive and automated analysis,
developed by humans and trained with real-world data, easily reproduce structural inequalities.
Recognizing this should prompt reflection and the establishment of clear limits before their wide-
spread adoption, since without adequate intervention these tools perpetuate dynamics of social
exclusion and violence rather than ensuring equitable and respectful access to human rights. In
this regard, identity verification through FRT reinforces the need to question their limitations and
ensure that theirimplementation does not perpetuate exclusions or violate the rights of individuals
attending sporting events.
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RIGHT OF ACCESS TO CULTURE

Another aspect potentially affected—and often overlooked in debates—is the right of access to
culture, recreation and participation in sporting activities. The Constitution expressly recognizes
that “every person has the right to participate in the cultural life of the community, as well as to
access cultural goods and values” (Art. 63), and further establishes that “the State shall promote
physical education, sports and recreational activities for all inhabitants” (Art. 84). This protection
is reinforced by the International Covenant on Economic, Social and Cultural Rights, which rec-
ognizes “the right of everyone to take part in cultural life” (Art. 15.1.a) and obliges States to adopt
measures to ensure its full realization.

As Privacy International (Privacy International, 2024) notes in its submission to the UN Special

Rapporteur on cultural rights, access to sporting events is not merely optional entertainment but a

legitimate form of cultural participation that fosters community bonds, the expression of collective

identities and the exercise of citizenship. Making this access conditional on submission to mass

biometric surveillance may constitute a barrier that violates both the right to culture and the con-
stitutional right to equal opportunities in the enjoyment of cultural goods (Art. 47).

The implementation of facial recognition systems as a mandatory requirement for accessing sport-
ing events could lead to various forms of exclusion. The first is technical exclusion, which may arise
when individuals lack compatible devices, internet access or have limited digital literacy, creating
significant barriers to completing prior biometric registration processes (Algorithm Watch, 2024).
Second, it leads to exclusion driven by institutional mistrust. Groups historically subjected to exces-
sive surveillance, such as ethnic minorities, migrants and social activists, may choose to self-ex-
clude out of a well-founded fear of being profiled (Privacy International, 2024). Third, it restricts the
exercise of conscientious objection. Individuals who, due to ethical or political convictions, refuse
to undergo biometric surveillance may find their access to spaces that should be public and inclu-
sive limited. Finally, it generates exclusion due to technical errors. As previously documented, FRT
exhibit differential error rates that disproportionately affect dark-skinned women and non-binary
individuals, who may face unjustified denial of access or humiliating situations involving manual
verification (Buolamwini & Gebru, 2018; Silva & Varon, 2021).

Paraguay’s Law No. 7269/2024 could exacerbate this structural tension. Although formally justified
as a measure to prevent violence, its implementation radically transforms the nature of stadiums.
That is, they shift from being spaces of social gathering and community celebration to zones of
intensive surveillance where every attendee is potentially suspect, identifiable and subject to
sanction (Galeano et al., 2024). This transformation particularly affects working-class communi-
ties for whom football is one of the few accessible forms of recreation and cultural participation.
When access to sporting events is conditioned on the provision of biometric data without viable
alternatives, it creates a form of “covert privatization” whereby only those who accept surveillance
can fully exercise their right to culture, illegitimately reversing the burden of proof. Rather than the
State being required to rigorously justify the need for intensive surveillance, it is presumed that
everyone must submit to biometric identification, thereby relinquishing reasonable expectations
of privacy (Pérez Trench, 2021; Privacy International, 2024, 2025).

The right to participate in cultural life and sporting activities cannot be subordinated to techno-
logical imperatives or become a privilege conditional on the acceptance of mass surveillance. In
accordance with the national and international legal framework, the State has a positive obligation
to ensure that technological advances do not erode the effective exercise of cultural rights, espe-
cially when these constitute essential spaces for democratic participation by vulnerable groups.
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RIGHT TO THE PRESUMPTION OF INNOCENCE

As noted in a previous section, FRT structurally challenge the principle of presumption of inno-
cence, enshrined both in Article 17 of the Constitution and in international instruments such as the
International Covenant on Civil and Political Rights (Art. 14.2) and the American Convention on
Human Rights (Art. 8.2). As Pérez Trench (2021, p. 77) warns, facial recognition “carries the risk of
violating the presumption of innocence or, even worse, may invert it and transform it into a burden
that the accused must prove”.

This inversion occurs through a framework of preemptive surveillance that subjects all individuals
to constant scrutiny, regardless of the existence of reasonable suspicion or an ongoing judicial
process. Such indiscriminate surveillance erodes the fundamental distinction between suspects
and innocent individuals, treating anyone in public spaces as a potential offender. Moreover, when
these systems generate alerts or positive identifications—even erroneous ones—they shift the
burden of proof onto the identified individual, who must demonstrate that the system made a
mistake, thereby reversing the procedural logic that should presume theirinnocence.

As documented by the UN High Commissioner, these systems “can trigger interventions by the
State, such as searches, questioning, arrest and prosecution, even though Al assessments by them-
selves should not be seen as a basis for reasonable suspicion due to the probabilistic nature of
the predictions” (United Nations High Commissioner for Human Rights, 2021, p. 7). This warning
is particularly critical when surveillance technologies such as FRT are implemented without clear
protocols on the evidentiary value of their results, without effective mechanisms for challenge and
without independent judicial oversight.

Furthermore, the risk is exacerbated when there are no clear parameters governing the long-term
storage of biometric data. Such data may be exposed to future forms of exploitation not foreseen
at the time of collection, become inaccurate over time or perpetuate historical identification errors
that lead to biased or erroneous outcomes in future processing, as discussed in previous sec-
tions. Additionally, documented disparities in error rates—especially for dark-skinned individuals,
women and non-binary people (Buolamwini, 2023; Buolamwini & Gebru, 2018; Harwell, 2019; Lohr,
2018)—mean that certain groups face a higher likelihood of being subject to erroneous identifica-
tions that trigger unjustified state interventions, constituting a form of structural discrimination in
the exercise of the right to the presumption of innocence.

In the context of Law No. 7269/2024, this tension could intensify. By enabling biometric identifica-
tion systems in stadiums without precisely defining what constitutes “violent behavior” or estab-
lishing procedural safeguards to challenge identifications or sanctions, the law creates a regime

in which mere presence at a sporting event may lead to serious administrative sanctions or even

criminal proceedings, based on automated identifications whose accuracy and legitimacy cannot
be effectively challenged by the affected person. As Diaz (2018) warns, regulating biometric data

solely through the lens of personal data protection limits our ability to address the predictive and

classificatory dimensions of these technologies, which introduce unprecedented forms of selective

profiling and algorithmic discrimination.

Addressing these issues could help prevent a utilitarian surveillance regime, in which preemptive
control displaces fundamental procedural guarantees such as the presumption of innocence, dis-
proportionately affecting individuals with no connection to acts of violence and eroding funda-
mental principles of due process.
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IMPACT ON THE RIGHTS OF VULNERABLE
POPULATIONS: CHILDREN AND
PEOPLE WITH DISABILITIES

IMPACT OF FACIAL RECOGNITION TECHNOLOGIES ON CHILDREN

The deployment of FRT affecting children represents one of the most invasive interventions in the
development of their personality and autonomy within a democratic society. As established in
Recital 38 of the General Data Protection Regulation (GDPR)%, children require specific protection
because they are less aware of the risks and consequences of the processing of their data. However,
in the context of Paraguay, the implementation of these systems—particularly in spaces of mass
attendance such as stadiums—tends to disregard the rights-protective framework of the Constitu-
tion, whose Article 54 enshrines the principle of the best interests of the child, requiring the family,
society and the State to guarantee their harmonious development and the full exercise of their
rights (National Constituent Convention, 1992).

In this context, a relevant technical-legal issue to consider is the lack of algorithmic precision. As
Barrett (2020) warns, facial recognition systems exhibit significantly higher error rates in minors
due to the biological immaturity of their facial features, which are in constant transformation.
This technical limitation is no minor detail; it translates into a risk of erroneous criminalization. A
“false positive” at a stadium could lead to an unjustified police intervention, potentially marking a
minor’s record and violating their right to the presumption of innocence. In Paraguay, this directly
conflicts with Article 29 of Law No. 1689/2001 (Code of Childhood and Adolescence), which strictly
prohibits the identification of children in connection with punishable acts. By capturing and pro-
cessing images of minors at scale without priorindividualized suspicion, the State fails to uphold its
duty of confidentiality, exposing identities that the law mandates to protect.

Furthermore, the use of children’s biometric data erodes “practical obscurity”, a concept that allows
for anonymous movement in public spaces. If children grow up under a surveillance system that
permanently identifies and tracks them, it creates a chilling effect that constrains their freedom
of association and expression. Given the sensitivity of the matter, the processing of children’s
biometric data must be afforded enhanced protection. The basis of “legitimate interest” for the
surveillance of stadiums is insufficient, as the risk of a security breach in these databases would
create a generational vulnerability. Unlike a password, a child’s face is an immutable credential;
if compromised, it jeopardizes their cybersecurity and leaves them exposed to risks of fraud and
identity theft throughout their adult life.

22 The GDPRis one of the most influential frameworks in personal data protection and has had a significant impact on the deve-
lopment of international standards and comparative legal frameworks.
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BIOMETRICS AND PEOPLE WITH DISABILITIES: RISKS OF EXCLUSION

From a disability perspective, the analysis of surveillance technologies such as facial recognition
must move away from the traditional medical model and adopt the social model enshrined in
the Convention on the Rights of Persons with Disabilities (CRPD), ratified by Paraguay. Under this
approach, disability arises when the environment imposes barriers that prevent full participation.
Tiffany Lee (2016) argues that biometric systems often fall short of legal compliance because they
are designed on the basis of an assumption of anatomical “normality” that excludes functional
diversity.

This exclusion is particularly critical for people with certain phenotypic variations, such as midface
hypoplasia or the inclination of palpebral fissures®, because algorithms trained on standard sym-
metry models often fail to accurately recognize these features or misclassify them. This undoubt-
edly constitutes a manifestation of algorithmic discrimination. If access to a sporting event or a
public service depends on facial scanning, the Paraguayan State would be violating Article 46 of
the Constitution (On the Equality of Persons) and Article 58 (On the Rights of Exceptional Persons)
by imposing a technological barrier that renders invisible and marginalizes those who do not fit the
training parameters of complex automated systems.

The risk of erroneous accusation, as the case documented by Hill (2020), could be heightened for
this group. A person with a disability who exhibits tics, involuntary movements or a distinct facial
structure may be flagged as “suspicious” by software that confuses difference with behavioral
anomaly. Furthermore, the legal bases authorizing the processing of biometric data must be exam-
ined with particular caution. In the case of persons with disabilities, it is not legally acceptable to
presume the existence of “implied consent,” for example derived merely from entering a stadium,
in contexts marked by a clear powerimbalance, the absence of accessible alternatives and a lack of
real options to object to the processing of their personal data.

Likewise, the implementation of facial recognition technologies without priorimpact assessments
may violate the right to universal accessibility. The State not only has a negative obligation not
to discriminate but also a positive duty to adopt “reasonable accommodations” that guarantee
equality in access to and exercise of rights. The imposition of surveillance systems that, by theirvery
design, fail to accommodate certain physical, sensory or cognitive disabilities constitutes a regres-
sion in human rights, as it prioritizes operational efficiency or control over the dignity, autonomy
and inclusion of persons, in violation of Paraguayan law and applicable international standards.*

23 Midface hypoplasia refers to underdevelopment of the central part of the face (specifically the cheekbones, upper jaw, and
nasal bridge) while the inclination of the palpebral fissures describes the characteristic orientation of the eye openings.
These features may be present, among other conditions, in individuals with Down syndrome and in other genetic or develo-
pmental variations. Their mention in this work is included solely to illustrate how certain facial recognition systems, trained
on limited or standardized datasets, may exhibit higher error rates when processing faces that deviate from the dominant
patterns used in algorithmic training.

24 The obligation to ensure universal accessibility and to provide reasonable accommodations is enshrined in the Convention
on the Rights of Persons with Disabilities (CRPD), which has been ratified by Paraguay and requires States to adopt appropria-
te measures to ensure that persons with disabilities can exercise their rights on an equal basis with others. In the context of
FRT (Facial Recognition Technology), this obligation entails an ex ante assessment of whether implemented systems exclude,
fail to function effectively orimpose disproportionate burdens on certain groups, as well as ensuring accessible alternatives
that prevent indirect discriminatory effects.
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APPLICATION OF THE PROPORTIONALITY TEST:
STRUCTURED EVALUATION OF FRT IN PARAGUAY

The application of the proportionality test to FRT deployed in stadiums is not an abstract theoret-
ical exercise but an indispensable operational tool for assessing the legitimacy of measures that
interfere with fundamental rights. As established by the American Convention on Human Rights
(Art. 11.2) and General Comment No. 34 of the CCPR (Human Rights Committee (CCPR), 2011), any
interference with privacy must be provided for by law, pursue a legitimate aim and comply with the
requirements of suitability, necessity and proportionality in the strict sense®.

However, to understand the true scope of this test, one must trace it back to its origins as a limit on
the exercise of power. Judith Gardam (2004) emphasizes that proportionality, originally linked to
the control of the use of force, is not merely a balancing tool but a guiding principle that prohibits
excess in the deployment of such force. This view aligns with that of Sullivan and Frase (2008), who
emphasize that proportionality must act as a constraint on abusive government action. Building
on these considerations, we assess the implementation of FRT within the framework of Law No.
7269/2024.

The first requirement—legality—requires that the measure be provided for by a clear, precise and
accessible law. In Paraguay, although Law No. 7269/2024 formally authorizes “biometric controls”,
this legal basis falls short of human rights standards. As noted in the Principles on Communications
Surveillance (Electronic Frontier Foundation, n.d.), laws must allow individuals to foresee their
application.

The aforementioned law, however, delegates critical decisions to the Ministry of the Interior
without establishing limits on which databases may be consulted, retention periods or conditions
for exceptions to consent. This lack of specificity contradicts the principle of strict legality (IACHR,
2013) and the standard set by the European Al Act, which requires a detailed legal basis to prevent
arbitrariness. Here, legal certainty concerns are central, given that the use of biometric technology
should not depend on vague administrative delegations but rather on clear and strict rules.

On the other hand, the requirement of necessity requires demonstrating that no less intrusive
means with equivalent effectiveness exist. On this point, Gardam (2004) emphasizes that propor-
tionality is meaningless without first assessing necessity: if a less harmful means exists, the use of a
more intrusive measure is, by definition, illegitimate.

In this regard, Paraguayan authorities face a burden of justification that they have failed to meet.
According to TEDIC (2024), despite the mass installation of cameras, the National Police recorded
only five alerts between 2022 and 2023, calling into question their actual effectiveness. In contrast,
the FIFPRO report (2024) identifies priority alternatives such as education for fans, the physical
separation of supporters and the ban of already identified offenders. These measures comply with
the principle of data minimization without requiring mass surveillance, demonstrating that FRT
fails the necessity test even before reaching the balancing stage.

25 The proportionality test, as systematically developed in German constitutional doctrine—particularly by Robert Alexy—is an
analytical tool used to assess the legitimacy of restrictions on fundamental rights. This test consists of three sub-principles:
suitability, which requires that the measure be capable of achieving the intended aim; necessity, which requires that no
equally effective, less restrictive alternative exists; and proportionality in the strict sense, which involves weighing whether
the benefits of the measure outweigh the harm caused to the rights affected.
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So, does the benefit outweigh the harm? This entails assessing whether the intensity of the restric-
tion is justified in relation to the aim pursued. While Robert Alexy’s (1993) theory is the dominant
standard, critics such as Jirgen Habermas (1999) warn that this method reduces rights to mere
compensable “interests,” allowing the State to erode them in the face of security narratives.

In the Paraguayan case, the outcome of the balancing is unfavorable. On the one hand, the impact
is severe. This involves the mass processing of data on children and adults without individualized
suspicion, with a chilling effect on civil liberties and exposure to algorithmic bias. On the other hand,
the benefits are minimal, as there is still no relevant statistical data to justify the implementation of
this type of technology to pursue the stated goal. Following Gardam (2004), one could argue that
there is a structural imbalance, where the magnitude of state force—the monitoring of thousands
of faces—bears no relation to the threat. As Sullivan and Frase (2008) suggest, human dignity is
immeasurable and cannot be sacrificed in a balancing exercise against unproven police efficiency.

In short, the implementation of facial recognition technologies under Law No. 7269/2024 faces
serious difficulties in meeting the proportionality test. The combination of an insufficient legal
basis, the absence of a rigorous evaluation of less intrusive alternatives and the severe impact on
fundamental rights supports the conclusion that these measures are disproportionate in the strict
sense and, therefore, incompatible with applicable constitutional and human rights standards.
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The analysis conducted in this study leads to the conclusion that Paraguay’s model of biometric
surveillance in stadiums presents structural flaws that could compromise fundamental rights and
erode essential principles of the rule of law.

First, Paraguay’s regulatory framework presents a critical chronological inversion: the technologi-
cal infrastructure and contracts with providers preceded the definition of specific legal safeguards.
Law No. 7269/2024 formally authorizes biometric control systems without establishing clear limits
on what types of identification are permissible, which databases may be consulted, what the
maximum retention periods are or under which conditions exceptions to consent apply. Its imple-
menting decree delegates critical decisions on system compliance to the Ministry of the Interior
and the National Council for Security at Sporting Events, without establishing verifiable technical
criteria or mechanisms for independent oversight. This regulatory vagueness contradicts the prin-
ciple of strict legality that must govern any interference with human rights.

Second, the absence of an independent authority responsible for data protection oversight at the
time of implementation results in a critical institutional vacuum. Although Law No. 7593/2025 was
enacted, it still lacksimplementing regulations and an operational authority, leaving the processing
of sensitive biometric data without effective oversight. This situation is particularly serious given
that: (i) biometric data is particularly sensitive personal data and require enhanced protections
under international standards; (ii) their automated and mass processing generates specific risks
of algorithmic discrimination and systemic errors; (iii) the technical complexity of these systems
exceeds the oversight capabilities of traditional authorities.

Third, the human rights impact analysis reveals irreconcilable tensions between the implemented
surveillance model and basic constitutional guarantees such as: (i) The mass and indiscriminate
processing of biometric data of all attendees—including minors, with no distinction between
individuals with a history of violence and the general public—contradicts the principles of data
minimization and proportionality. The lack of information regarding the origins of the databases
consulted, their updating, security and potential reuse prevents an assessment of the lawfulness
of the processing. (ii) Biometric surveillance has a documented chilling effect (Penney, 2016b; Pérez
Trench, 2021; Privacy International, 2024) on civic participation. The combination of automated
identification with vague provisions regarding “offenses against sportsmanship” or “banners incit-
ing violence” enables the potential criminalization of legitimate political protest in sports venues.
(iii) The widely documented algorithmic biases in facial recognition systems—significantly higher
error rates for dark-skinned individuals, women, and transgender people (Buolamwini & Gebru,
2018; Lohr, 2018)—create risks of structural discrimination. Without public assessments of accu-
racy disaggregated by demographic groups or independent audits, these systems reproduce and
amplify preexisting inequalities. (iv) Mass surveillance without individualized suspicion reverses
the burden of proof, turning every attendee into an object of preventive scrutiny. When erroneous
algorithmic identifications trigger severe sanctions—such as bans of up to 10 years—the affected
individual must prove the system’s error, effectively undermining the presumption of innocence.
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Fourth, the application of the proportionality test, commonly used in the context of state sur-
veillance and human rights, demonstrates that the current implementation fails to satisfy any of
its three requirements: (i) Legality: Absence of a clear, precise and accessible legal basis defining
purposes, operational limits and safeguards for data subjects. (ii) Necessity: Absence of studies
demonstrating that FRT is indispensable and that no less intrusive alternatives capable of achiev-
ing the intended purpose with equivalent effectiveness exist. The available data—a mere five alerts
recorded over two years (TEDIC, 2024)—call seriously into question both its effectiveness and its
necessity. (iii) Proportionality in the strict sense: A manifest imbalance between the magnitude
of the impact on fundamental rights (mass processing of biometric data of every attendee) and
the demonstrated benefits (minimal operational effectiveness, with no evidence of a reduction in
violence compared to alternative measures).

Fifth, the current governance model perpetuates structural opacity that hinders democratic over-
sight. The lack of transparent information regarding the status of the implementation of these
technologies, contracted providers, technical specifications of deployed systems, databases con-
sulted and processing protocols creates an information asymmetry incompatible with principles of
accountability. As this research documents, basic information on the operation of these systems,
costs, error rates and impact assessments remains inaccessible to the public and human rights
organizations. The economic implications warrant critical scrutiny.

In light of this diagnosis, it is necessary to question the foundational premise of the current model:
the question is not whether the technology is technically effective, but whether the State can legit-
imately justify its use without eroding the human rights it is constitutionally bound to protect. The
available evidence suggests that the answer is no. Facial recognition technologies may be useful
for specific and limited purposes, but their large-scale and indiscriminate deployment in spaces of
public access, without trained personnel, without the political will to establish effective safeguards
and without the enforcement of sanctions for abusive use, transforms security into an arbitrary
exercise subject to algorithmic fallibility and opaque discretionary decision-making.

The technological promise of precision in identifying individuals wanted by law enforcement
cannot justify the lack of clear information on the origins of the databases used, applicable data
protection standards, disaggregated error rates, and independent auditing mechanisms. It is
impossible to assess the legality, necessity and proportionality of these technologies. In contexts
of high institutional opacity such as Paraguay, this lack of transparency does not constitute a minor
technical flaw, but rather a structural risk to the rights to privacy, informational self-determination
and equality.

From this situated perspective, it is evident that the large-scale implementation of FRT systems
cannot be justified by appealing to the mere “voluntary” nature of attendance at sporting events.
When access to spaces essential for cultural participation is conditional on being subjected to
biometric surveillance, when there are no clear mechanisms allowing individuals to opt out, and
when information on data processing is opaque or inaccessible, there can be no valid consent or
legitimate waiver of the right to privacy. The right to recreation and culture cannot be subordinated
to the compulsory provision of sensitive biometric data.
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Furthermore, the analysis of the Paraguayan case highlights a deeper tension between models of
technology adoption. On the one hand, a reactive, utilitarian model centered on private provid-
ers, where public policy decisions are subordinated to technological availability without critical
scrutiny of relevance, necessity or compatibility with fundamental rights. On the other hand, a
deliberative, rights-based model centered on democratic safeguards, where technology adoption
is subject to rigorous impact assessments, informed public debate and the prior establishment of
limits, safeguards and accountability mechanisms.

Paraguay currently has an enabling legal framework, technological infrastructure already in place
and existing contracts with private providers, but lacks public implementation protocols, opera-
tional oversight mechanisms and concrete safeguards for affected data subjects. This situation
creates legal uncertainty that affects both individuals, who are generally unaware of the extent of
the surveillance to which they are subjected, and operators, who lack clear compliance parameters.

Ultimately, itis essential to preserve human rights as a pillar of ademocratic state, while recognizing

that structural issues related to algorithmic bias, institutional opacity and the lack of critical assess-
ment must be effectively addressed before technologies such as facial recognition are deployed

by the State in democratic contexts. The adoption of these tools without first addressing these

underlying issues compromises not only the legitimacy of the public policies thatincorporate them,
but also the substantive protection of fundamental rights.
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Considering the empirical findings, the theoretical framework developed, and the applicable
national and international human rights standards, the following recommendations are addressed
to decision-makers, judicial authorities, law enforcement agencies and sports governing bodies:

Moratorium on the collection of biometric data given the sensitive nature of biometric data:
In the absence of a fully operational independent oversight authority and the absence of prior
impact assessments, it is recommended to refrain from proceeding with the mass collection of
biometric data in public spaces and at sporting events. The processing of sensitive personal data
cannot constitute the general rule, but rather must remain a strictly limited exception subject to
enhanced safeguards which, under current conditions, are not guaranteed.

Institutional framework and personal data protection: It is imperative to adopt implement-
ing regulations and ensure the effective implementation of Law No. 7593/2025 through the
establishment of a personal data protection authority with technical, functional and finan-
cial autonomy. In contexts such as the one analyzed in this study, this authority plays an
essential role as a democratic counterweight, ensuring compliance with the principles of le-
gality, proportionality and accountability in the processing of biometric data.

Assessment of surveillance technologies under human rights standards and international
criminal law: Surveillance technologies, particularly facial recognition, should not be treated as
mere administrative tools, but rather as measures that entail a significant interference with fun-
damental rights. In accordance with the principle of minimum criminal law and the standards
established by international human rights law, their use is only legitimate where it can be demon-
strated that they constitute the least intrusive means available to achieve the intended purpose.
Furthermore, mechanisms must be established to ensure ex post notification—where this does
not compromise an investigation—and the effective right of individuals to challenge both the va-
lidity of algorithmic identification and the legality of the processing of their data.

Mandatory Human Rights Impact Assessments: Prior to any deployment of facial recognition
technologies, the State must conduct and publish human rights impact assessments that docu-
ment, at a minimum, the risks to privacy and personal data protection, freedom of expression and
assembly, potential biases affecting persons with disabilities and the specificimpact on the rights
of children and adolescents.

Proactive transparency and accountability: Entities responsible for the implementation and op-
eration of facial recognition systems must publish periodic reports that include verifiable infor-
mation on their functioning, error rates, false positives, evaluation criteria and associated costs.
Likewise, clear mechanisms for accountability and sanctions must be established to address and
sanction discriminatory or abusive uses by public officials or private-sector actors, especially
when these technologies are used to restrict rights or stigmatize historically excluded or margin-
alized groups.

Prioritizing non-invasive alternatives: Authorities should prioritize less intrusive, prevention-ori-
ented alternatives, such as improvements to stadium infrastructure, non-biometric identifica-
tion-based entry systems, and public education and culture-of-peace programs aimed at fans
and attendees. The security approach should shift from punitive technological control toward
community-based prevention strategies and respect for “practical obscurity” in public spaces.
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Multi-level governance and dialogue with sports stakeholders: It is recommended that a per-
manent platform for dialogue and participatory governance be established, led by the Nation-
al Sports Secretariat (SND) and the Paraguayan Football Association (APF), and including sports
clubs, human rights organizations and fan groups. The objective should be to develop security
policies centered on human security and democratic coexistence in stadiums, avoiding the treat-
ment of fans as subjects of mass surveillance and promoting mechanisms of shared responsibility.

Safeguards in the event of implementation (contingency plan): In the event that, despite the
identified risks, the implementation of facial recognition technologies under specific regulatory
frameworks is deemed unavoidable, the following safeguards must be guaranteed, at a minimum:

Data transparency and the right to information: Data subjects must be informed in a clear,
accessible and prior manner (through visible signage and information campaigns), about the
existence of the technology, the identity of the data controller, the specific purposes, reten-
tion periods and the rights available to them.

Alternative access mechanisms (opt-out): A manual, non-biometric access mechanism

must be ensured for all individuals who cannot or do not wish to be subjected to facial rec-
ognition systems. Access to sporting events, as an expression of the rights to culture and rec-
reation, cannot be made conditional on the mandatory provision of sensitive biometric data.

Ensuring non-discrimination and accessibility: The State and sports clubs must establish
specific protocols to prevent discriminatory effects, particularly affecting persons with dis-
abilities, racialized individuals and other groups for whom the technology has higher error
rates. No person should be delayed, stigmatized or denied access as a result of technical
failures, algorithmic biases or a lack of representativeness in the training data.
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This research is subject to structural limitations that must be considered not as methodological
weaknesses, but as findings in their own right regarding the conditions under which knowledge
is produced. The following limitations have constrained the analytical scope of the study and at
the same time constitute evidence of gaps in transparency and accountability in technological
surveillance in Paraguay.

First, it should be noted that there is seemingly contradictory information, along with a lack of
transparency regarding the deployment of facial recognition systems. Despite requests for access
to publicinformation, the following remain inaccessible: (i) full contracts with technology providers,
including clauses on data ownership, reuse, model training and service enhancement; (ii) detailed
technical specifications of acquired systems, including accuracy rates disaggregated by demo-
graphic group, training conditions of the algorithms and databases used; (iii) operational protocols
for implementation, data retention, auditing and deletion; (iv) human rights impact assessments
prior to deployment. This opacity hindered direct empirical analysis.

Consequently, it was not possible to identify public data on the number of people identified
through FRT, the proportion of true alerts to false positives, average processing time, protocols
for responding to positive matches, mechanisms for notifying affected individuals or records of
administrative or judicial challenges. The only available data—five alerts between 2022 and 2023
reported by the National Police (TEDIC, 2024)—are insufficient to assess operational effectiveness,
proportionality or the differential impact on vulnerable groups.

Additionally, there are limitations in the empirical assessment of algorithmic biases in local systems.
While there is abundant international evidence regarding biases in facial recognition systems, it
was not possible to conduct empirical testing on specific systems deployed in Paraguay. This lim-
itation is particularly critical given that several commercial providers identified in the region have
been questioned internationally for differential accuracy in populations underrepresented in their
training data.

It should also be noted that the study was conducted during a critical period of regulatory transi-
tion: Law No. 7593/2025 on personal data protection was enacted during the research, but it still
lacks implementing regulations and an operational oversight authority. This situation creates legal
uncertainty regarding the applicable regulatory regime, thereby hindering a definitive assessment
of compliance. Furthermore, the absence of specific domestic case law on FRT limited the analysis
to constitutional, international and comparative standards.

With regard to the methodological design, for ethical and safety reasons, no interviews were
conducted with individuals affected by erroneous identifications or sanctions arising from the use
of facial recognition. This limitation also constrained the documentation of specific impacts on
fundamental rights from the perspective of data subjects, restricting the analysis to documentary
sources and literature review.
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With regard to the geographic and temporal scope, the study focuses on the Paraguayan case, with
comparative references at the regional and international levels, without seeking to generalize to
other Latin American contexts. The period of analysis spans from case documentation and data
collection in 2024 to February 2026, recognizing that subsequent regulatory, jurisprudential or
technological developments may significantly alter the landscape under analysis.

Finally, it is important to emphasize that these limitations do not invalidate the research findings,
but rather underscore the urgency of establishing effective mechanisms for transparency, inde-
pendent evaluation and accountability in technological surveillance. The inability to access basic
information about systems that process biometric data of thousands of individuals constitutes, in
itself, evidence of structural deficits in democratic governance that this research sought to docu-
ment and critically examine.
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