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INTRODUCTION

The Who Has Your Back? project draws inspiration from the Who Has Your Back? initiative developed by
the Electronic Frontier Foundation (EFF). However, the methodology applied in this study differs, as Para-
guay’s legal and regulatory framework presents specific characteristics that require a different approach.

The primary objective of this study is to promote transparency and encourage the adoption of best prac-
tices in privacy and personal data protection by Internet service providers (ISPs) in Paraguay. This study
seeks to answer, among others, the following questions: How and to what extent do ISPs protect users’
privacy? Do ISPs take measures to protect users’ personal data? Do ISPs have protocols in place to govern
how they respond to government requests? Do ISPs actively defend digital rights in the public sphere?

The United Nations has declared, in various reports and resolutions, that access to the Internet is fun-
damental to the exercise of human rights, including freedom of expression, access to information and
participation in democratic life (Human Rights Council, 2016) (General Assembly, 2016). Similarly, the UN
Guiding Principles on Business and Human Rights establish that companies must respect human rights
and avoid adverse impacts arising from their activities (United Nations, 2011).

The main development in this edition, compared to previous ones (TEDIC, 2017, 2020, 2022, 2024), is the
enactment of Law No. 7593/2025 on the Protection of Personal Data in the Republic of Paraguay (Pres-
idency of the Republic of Paraguay, 2025a), which establishes, for the first time, a comprehensive legal
framework for the protection of personal data in the country. This law constitutes “a collective achieve-
ment based on evidence and broad participation” (TEDIC, 2025), resulting from a multisectoral process
led by the Personal Data Coalition, with the active participation of civil society organizations, academia
and experts in digital rights.

Law No. 7593/2025 aims to provide comprehensive protection for the personal data of natural persons,
in order to guarantee the full exercise of their rights and the free flow of information in accordance with
the Constitution and the international treaties ratified by Paraguay. Its scope of application covers the
wholly or partly automated processing of personal data, as well as non-automated processing when the
data form part of afile, carried out by natural or legal persons, whether public or private.

The law also establishes criteria for its extraterritorial application in cases involving the offering of goods
or services to individuals in Paraguay or the monitoring of the behaviour of individuals within the na-
tional territory. This provision is particularly relevant to service providers whose infrastructure or data
processing activities involve international data flows.

The enactment of this law substantially changes the context for this research. Given the absence of a
framework law, many of the criteria in previous versions focused on what were considered international
best practices. In this edition, the analysis is structured around the legal provisions introduced by the
law across the key pillars of personal data regulation: processing principles, legal bases, data subjects’
rights, security, breach notification, the regulation’s international dimension and the establishment of a
competent authority.

Therefore, in this context, the assessment of business performance is no longer limited to examining
voluntary commitments, but also assesses the degree of alignment with a binding regulatory framework
that sets higher standards for privacy and personal data protection. Furthermore, it is necessary to carry
out regular reviews of ISPs’ performance and then systematize the findings, thereby safeguarding per-
sonal data protection in Paraguay’s digital environment.

WHO HAS YOUR BACK? PARAGUAY 2026 6



COMPARATIVE OVERVIEW
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* Percentages were calculated based on the total number of criteria met by each ISP in relation to the
total number of existing criteria (22 in total). Values were rounded up to the nearest whole number.
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METHODOLOGY

This study focused on evaluating the main Internet service providers (ISPs) in Paraguay, which have a sig-
nificant presence in the country. For this edition, the companies were selected based on their coverage
and operational presence, using the market indicators published by the National Telecommunications
Commission (CONATEL, 2025) as the primary reference.

Unlike previous editions, this study excludes Vox and Copaco from the companies assessed and includes
Starlink as a new key player. The inclusion of Starlink (Sequera, 2024) is justified by its operational pres-
ence in the country, as well as the importance of evaluating its privacy performance in light of the tech-
nical and regulatory framework governing the provision of satellite services.

Internet service providers collect information about their users both for commercial use and to comply
with legal obligations. In this regard, this study focused on a qualitative analysis of privacy policies, stan-
dard-form contracts, sustainability reports, public protocols and other documents publicly available on
each company’s website as of the fieldwork cutoff date specified for this study.

The analysis was conducted within the framework of the criteria established for this study, which take
into account both the current regulatory framework in Paraguay, including the recently enacted Law No.
7593/2025 on the Protection of Personal Data, and international best practices for privacy protection
and the processing of personal data.
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NATIONAL CONTEXT

ACCESS AND CONNECTIVITY

Internet access in Paraguay has experienced sustained growth in recent years. Access to information
and communication technologies is not only a right but also enables different forms of participation in
society, the economy and politics. However, gaps in Internet access and use persist, particularly in rural
areas and among vulnerable population groups.

According to the National Institute of Statistics (INE), in 2024, 81.6% of the population used the Internet.
Among them, Internet use stood at 81.0% for men and 82.1% for women. Meanwhile, by area of residence,
86.2% (2,690,170) of the urban population used the Internet, compared to 73.7% (1,327,659) of the rural
population (INE, 2024).

Regarding advances in connectivity indicators, it is worth noting that, according to the Paraguay Na-
tional Telecommunications Plan 2021-2025 (PNT 21-25), developed by the National Telecommunications
Commission (CONATEL) in October 2021, significant progress has been made in recent years. In 2023,
fixed broadband Internet penetration reached 14% per 100 inhabitants, representing a 4% increase com-
pared to 2022. Mobile broadband Internet penetration stood at 84.4% in 2023, significantly higher than
the 64.5% recorded in 2022. Although no updated data is available for 2024, these figures remain highly
relevant to the national context, as they reflect the evolution of connectivity in the country.

The PNT 21-25 (CONATEL, 2021) also notes that the predominant fixed broadband access technologies
are currently HFC, followed by FTTX and ADSL. This analysis provides a more comprehensive under-
standing of network capacity and efficiency in the country and could contribute to the development of
strategies and policies to improve connectivity and ensure equitable and efficient access to telecommu-
nications services nationwide.

The expansion of connectivity also entails an increase in the volume and sensitivity of the personal data
processed by service providers. The more deeply users engage with these services, the greater the de-
mands placed on ISPs to adopt more robust data protection policies and to comply with the principles
of transparency and due process.

The inclusion of satellite services such as Starlink introduces new regulatory challenges, particularly re-
garding international data transfers, jurisdiction and oversight by national authorities.

In the first phase, a preliminary assessment was conducted to determine an initial score for each com-
pany. It also helped identify strengths, weaknesses and areas for improvement for each of the criteria
analyzed.

TEDIC then contacted the companies assessed via email to present some preliminary results, request
clarifications and provide them with an opportunity to supplement information that was not publicly
available. This methodological step is essential not only to ensure the rigor of the study but also to foster
dialogue and ensure that the information published accurately reflects the information available at the
time of publication.

Finally, the comments received were analyzed and, where warranted, taken into account in the final
results and the assignment of scores.
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REGULATORY FRAMEWORK

This study requires a brief but substantive analysis of the privacy and personal data protection laws
governing Internet service users, as well as specific telecommunications regulations and other laws and
regulations that directly impact the management and processing of personal data. These laws and reg-
ulations establish the obligations of service providers and the rights of users, providing the framework
within which this research is situated.

International legal framework

Under the current international legal framework adopted and ratified by Paraguay, instruments such as
the Universal Declaration of Human Rights (United Nations, 1948) and the American Convention on Hu-
man Rights (Presidency of the Republic of Paraguay, 1989) protect the right to privacy and the inviolabili-
ty of communications. The case law of the Inter-American Court of Human Rights (IACHR) has reinforced
these protections, establishing relevant precedents for States Parties, including Paraguay, regarding the
protection of privacy and state surveillance, including those outlined below:

Escher v. Brazil (2009)

In this case, the Inter-American Court of Human Rights (IACHR, 2009) examined human rights violations
committed during telephone interceptions conducted on members of the organizations Coana and Ade-
con in Parana between May and June 1999. Although the recordings were judicially authorized, they
lacked adequate legal grounds, extended beyond the permitted time limit and were leaked to the media.

The Court found Brazil responsible for violating the rights to privacy, freedom of association and judi-
cial guarantees, ordering compensation, investigations and the publication of the ruling. The State paid
US$22,000 to each victim and partially complied with the provisions, but did not hold anyone responsi-
ble due to the statute of limitations on the case. Finally, the Court closed the case, the only one in Brazil
considered fully complied with.

This judgment highlights for the first time that the American Convention protects not only the content
of communications but also any related information, such as the origin, duration and time of the com-
munication. The Court made it clear in this judgment that both the content and related metadata are
protected by inter-American human rights laws:

114. As this Court has indicated previously, even though telephone conversations are not express-
ly mentioned in Article 11 of the Convention, they are a form of communication included within
the sphere of the protection of privacy.117 Article 11 protects conversations using telephone lines
installed in private homes or in offices, whether their content is related to the private affairs of
the speakers, or to their business or professional activity. Hence, Article 11 applies to telephone
conversations irrespective of their content and can even include both the technical operations
designed to record this content by taping it and listening to it, or any other element of the commu-
nication process; for example, the destination or origin of the calls that are made, the identity of
the speakers, the frequency, time and duration of the calls, aspects that can be verified without
the need to record the content of the call by taping the conversation. In brief, the protection of
privacy is manifested in the right that individuals other than those conversing may not illegally
obtain information on the content of the telephone conversations or other aspects inherent in the
communication process, such as those mentioned.
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Restrepo (CAJAR)v. Colombia (2023)

The Court issued a landmark ruling against Colombia, finding the State responsible for a campaign of
surveillance, harassment and persecution of members of the “José Alvear Restrepo” Lawyers’ Collec-
tive (CAJAR) that lasted more than two decades (IACHR, 2023a, 2023b). These actions, which included
threats and harassment, violated fundamental rights such as the right to life, personal integrity, privacy,
freedom of expression and association, particularly affecting women human rights defenders and those
who were forced into exile.

The decision sets a precedent as the first to hold a State responsible for violating the right to defend hu-
man rights. Furthermore, it highlighted the need forindependent oversight of intelligence services, clear
limits on their powers and strict standards for the handling and protection of personal data.

The Court emphasized that Colombia’s legal framework did not prevent abusive surveillance practic-
es against CAJAR and other human rights defenders, even after legal reforms. The ruling advances the
protection of privacy, freedom of expression and informational self-determination under the American
Convention on Human Rights, establishing key standards for intelligence activities in the region.

The Court also underscored that practices such as covert surveillance, the interception of communi-
cations and the collection of personal data constitute a serious interference with human rights. These
actions require clear regulations and effective controls to prevent abuses. Citing European case law,
it stressed that even the existence of laws permitting secret surveillance poses a threat to freedom of
communication.

The Court reaffirmed that surveillance must be subject to prior judicial authorization, including strict lim-
its on scope, time and method. This applies both to the collection of personal information from private
companies and to the use of techniques to access non-public databases, track users online or locate
electronic devices. It also covers access to sensitive metadata, such as emails, GPS locations, IP address-
es and app data.

However, the Court did not clearly distinguish between targeted and mass surveillance, missing an op-
portunity to explicitly condemn the latter, which leaves room for ambiguous interpretations of these
practices.

The Court recognized informational self-determination as an autonomous human right, guaranteed by
the American Convention. This right allows individuals to decide when and how to disclose aspects of
their private lives, including control over their personal data.

The Court noted that informational self-determination includes several key components: the right to
know what data is collected, its source, use, retention period and possible transfer; the right to correct,
update or delete inaccurate data; the right to object to its processing; and the right to data portability.
Furthermore, any restriction on this right must be justified, limited in time and comply with the princi-
ples of necessity and proportionality, excluding generic justifications such as national security.

The Court concluded that Colombia violated this right by arbitrarily restricting CAJAR members’ access
to and control over their personal data in intelligence files. It rejected the notion that the mere fact that
documents belong to intelligence agencies is sufficient to classify them as confidential, requiring that
restrictions be based on their specific content (EFF, 2024).
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Both rulings underscore the importance of protecting human rights, ensuring privacy protection and
limiting state surveillance to prevent abuses. Paraguay’, like many jurisdictions in Latin America, pro-
vides less protection for metadata than for content. However, in light of these cases and in accordance
with the principle of conventionality, the Paraguayan State must implement measures to prevent mass
and disproportionate surveillance, guarantee the protection of personal data and provide judicial safe-
guards so that individuals, especially human rights defenders, can carry out their work without fear of
reprisals or arbitrary interference.

National legal framework

The National Constitution recognizes the right to privacy (Article 33), the right to inviolability of docu-
mentary heritage and personal information (Article 36) and the protection of habeas data (Article 135),
which grants individuals the right to access, modify or delete information concerning them that is re-
corded in public or private databases.

The enactment of Law No. 7593/2025 marks a new phase in Paraguay’s legal system by establishing a
comprehensive framework for the protection of personal data. The law defines fundamental concepts
such as personal data, sensitive data, processing, data controller and data processor, consent and
anonymization.

The law structures the processing of personal data around a set of general principles that must guide all
operations, including the recording, organization, access, retention, disclosure, transfer or deletion of
data. Among these principles are: accuracy, requiring that data be truthful and up-to-date; confidenti-
ality, mandating discretion to prevent improper disclosure; purpose limitation, which restricts process-
ing to specific, explicit and legitimate purposes; data minimization or proportionality, which requires
processing only relevant and non-excessive data; limitation of retention periods, establishing that data
must not be retained longer than necessary; fairness and transparency, which require that data be pro-
cessed lawfully and that clear information be provided to the data subject; security, which mandates the
adoption of technical and organizational measures to ensure integrity and confidentiality; and demon-
strable accountability, which requires the data controller to adopt and be able to demonstrate compli-
ance measures. These principles are particularly relevant when evaluating ISPs’ privacy policies, as they
translate into obligations regarding information provision, limitations on use, technical protection and
internal governance.

The law also establishes legal grounds for processing, including the data subject’s free, informed and un-
ambiguous consent; compliance with legal obligations; the performance of contracts, and the exercise
of public authority.

1 InParaguay, the principle of conventionality has significant implications because the country has been a party to the ACHR since
1989 and has accepted the jurisdiction of the Inter-American Court of Human Rights. The country has been found responsible
by the Inter-American Court in several cases, such as that of the Yakye Axa Indigenous Community, as well as others concerning
violations of the rights of Indigenous communities and labour rights. These judgments have led to legal reforms and public policies
aimed at aligning Paraguay’s legal framework with international standards. Full version of the judgment: https://www.corteidh.
or.cr/docs/casos/articulos/seriec_125_ing.pdf
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The law further consolidates a set of data subject rights that must be implemented by data controllers
and processors to assess the practical effectiveness of corporate policies. Among these rights, the law
regulates: the right to information regarding processing, the right of access, the right to rectification, the
right to object, the right to erasure, the right to data portability and safeguards related to automated
individual decision-making, including the right to request a review. The law sets forth minimum infor-
mation requirements at the time of data collection, such as data categories, the identity and contact
information of the data controller, the purposes, legal basis, transfers, channels for exercising rights and
retention criteria. It also establishes procedural rules on how requests must be handled, including obli-
gations to respond and maintain records of requests and denials. This legal framework requires ISPs to
have clear and effective channels, as well as reasonable and verifiable timeframes and responses, and
serves as a direct foundation for the practical component of this study, which includes requests to exer-
cise data subject rights.

With regard to security, the law establishes the adoption of appropriate measures and the reporting of
security incidents to the supervisory authority and, where applicable, to data subjects. It also provides
for the appointment of a data protection officer and the conduct of impact assessments in cases where
data processing poses certain significant risks.

Regarding the international transfer of personal data, it provides the relevant regulation to ensure ad-
equate levels of protection and compliance with certain conditions. Finally, it mandates the creation of
the National Agency for the Protection of Personal Data as the supervisory authority and assigns it func-
tions of oversight, regulatory functions and control over the exercise of sanctioning powers.

The existence of this comprehensive regulatory framework redefines the minimum standard require-
ments for Internet service providersin Paraguay and serves as the foundation for this edition’s evaluation.

Law No. 6534/2020 on the Protection of Personal Credit Data (Presidency of the Republic of Paraguay,
2020). This law, which repeals the previous Law No. 1682/2001 and its amendments?, establishes a new
framework for the protection of personal data and information in Paraguay, placing greater emphasis
on matters relating to the credit information of all individuals, regardless of their nationality, residence
or domicile, held by banks, financial institutions and credit bureaus. Although this law is sector-specific,
it provides relevant definitions in this area, such as those for personal data and sensitive personal data,
and complements other laws and provisions within the national regulatory framework.

Within the aforementioned regulatory context, it is important to highlight Resolution No. 3/2023 of the
Central Bank of Paraguay (Central Bank of Paraguay, 2023) and Resolution No. 1502/2022 of the Consum-
er Protection Secretariat, which regulate and supplement the Law on the Protection of Personal Credit
Data in their capacity as enforcement authorities. These regulations not only define the procedures ap-
plicable to the entities regulated by the law but also the mechanisms for guaranteeing the rights of data
subjects. Their importance lies in the fact that ISPs, by including creditworthiness verification in their
Internet service contracts, must comply with the standards established by current legislation on data
processing, taking into account the nature of these contracts.

2 Thislaw repealed Law No. 1682/2001 and its amendments (Law No. 1969/2002 and Law No. 5543/2015), which provided partial
regulation on private information, although with limitations. As a result, the repeal left a gap in the current regulatory framework.
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Furthermore, in accordance with the aforementioned constitutional provisions, it is worth noting Law
642/95 on Telecommunications (Presidency of the Republic of Paraguay, 1995), which also guarantees
the inviolability of the secrecy of correspondence and documentary heritage, except by court order (Ar-
ticle 89). This provision applies to both telecommunications personnel and to any person or user aware
of the existence or content of such communications. Furthermore, the law specifies that inviolability
entails a prohibition against opening, removing, interfering with, altering the text, diverting the course
of, publishing, using, attempting to ascertain or enabling a third party to become aware of the existence
or content of communications entrusted to service providers, as well as facilitating actions that may lead
to the commission of such acts (Article 90).

Similarly, we must consider Law No. 4868/2013 on Electronic Commerce (Presidency of the Republic
of Paraguay, 2013); and its complementary provisions, as well as Law No. 6822/2021 on Trust Services
for Electronic Transactions, Electronic Documents and Electronically Transmittable Documents (Pres-
idency of the Republic of Paraguay, 2021b) and its complementary provisions. According to Law No.
6738/2021, which regulates telework in employment relationships (Presidency of the Republic of Para-
guay, 2021a), these regulations have a limited scope and do not comprehensively address data protec-
tion in the country.

Article 9 of the Electronic Commerce Law establishes that ISPs must comply with certain additional obli-
gations, in addition to the existing regulations on Internet Access Services and Data Transmission estab-
lished by the Competent Authority. These obligations include providing their customers with ongoing,
easy, direct and free information about various technical tools that enhance information security, such
as protection against computer viruses and spyware, and the blocking of unsolicited emails. They must
also provide information about the tools available to filter and restrict access to unwanted online con-
tent and services or those harmful to children and adolescents. ISPs may fulfill this disclosure obligation
by including the required information on their main website.

Similarly, Regulatory Decree No. 1165/14 of the Electronic Commerce Law, in Article 11, establishes the
Duty to Inform and Data Protection, stating that remote providers of goods and services by electronic
means are required to inform consumers or users about the purpose and processing of their person-
al data, in accordance with applicable legislation. In addition, they must disclose who will receive the
data provided and who will be responsible for the safekeeping or storage of the information supplied.
Furthermore, they are required to use secure systems to prevent the loss, alteration and unauthorized
access by third parties to the data provided by the consumer or user.

Given that a comprehensive personal data protection law did not yet exist, fragmented efforts to pro-
mote proactive data protection nevertheless emerged within some government institutions. For exam-
ple, MITIC Resolution No. 733/2019 established an information security governance model to strengthen
cybersecurity and risk management in the public sector.

In addition, regulations such as Decree No. 8709/2018, which governs the Information Exchange System
(SI), include key principles such as purpose limitation, data minimization and ARCO rights (access, re-
striction, cancellation and objection). This system handles both public and private data, distinguishing
itself from open data, which covers only public government information.
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On the other hand, Decree No. 4845/2021, which implements Law No. 6562/2020 on reducing paper use
in public administration, establishes provisions to ensure the traceability and protection of personal
data, allowing access to it only for specific procedures and under the supervision of responsible officials.
Although these regulations provide useful guidelines, they do not constitute a comprehensive frame-
work for data protection in the country.

With regard to the criminal procedural framework, Article 200 of the Code of Criminal Procedure estab-
lishes that the interception of communications requires a well-founded order from a judge, regardless of
the technical means used to obtain them. The results of the interception must be delivered solely to the
judge who ordered it, who may request a written transcript of the recording and order the destruction
of the entire recording or those parts unrelated to the proceedings, after the Public Prosecutor’s Office,
the defendant and the defendant’s counsel have had access to them. The same body of law, in Article
228, grants the judge and the Public Prosecutor’s Office the authority to request reports from public or
private individuals or entities. These reports may be requested verbally or in writing, specifying the pro-
ceedings, the name of the defendant, the location for delivery of the report, the deadline for submission
and the consequences of noncompliance.

These provisions underscore the exceptional nature of the interception of communications and the pro-
tection afforded to communications against disclosure of their content, in line with international and
constitutional provisions that guarantee a rights-based approach in criminal law. Although not binding,
recent case law also highlights the importance of a court order as a requirement for the lawful intercep-
tion of communications, thereby safeguarding the constitutional guarantee of the inviolability of private
communications?.

It is also worth noting that contracts for the purchase of Internet services fall under the category of
consumer contracts and are therefore protected by Law No. 1334/1998 on the Protection of Consumers
and Users, as amended. This legislation protects consumers from clauses unilaterally established by the
provider, which the consumer cannot modify. In this context, this legislation is relevant when evaluating
how ISPs protect users’ rights and considering aspects such as transparency in commercial practices,
the resolution of complaints or disputes and the right of access to information.

Additionally, there is CONATEL Resolution No. 2583/2024 (CONATEL, 2024), which mandates that all
licensees of Internet access and data transmission services retain connection logs. This resolution aims
to record data traffic, such as IP addresses (date and time of assignment and release of the address) and,
in the case of NAT (Network Address Translation), the corresponding mapping between private and pub-
lic addresses, as well as mandating their storage for a minimum period of 6 months. Severe sanctions
will be imposed if the ISP fails to comply. However, the resolution does not specify which authorities are
empowered to request and process this data, nor does it outline the necessary legal procedures, such
as obtaining a court order to ensure respect for the principle of due process. This regulatory gap raises
concerns about potential violations of privacy rights and the protection of personal data.

Understanding this context is essential for an adequate assessment of the performance of telecommuni-
cations companies in Paraguay and for designing strategies to strengthen the protection of users’ rights,
taking into account the interplay between legislation, social participation and the specific regulations
governing these companies’ handling of privacy and data protection.

3 Supreme Court of Justice, Criminal Chamber, Judgment No. 777, November 30, 2022, opinion of Justice Manuel Ramirez Candia.
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EVALUATION CRITERIA

In this study, the evaluation consists of eight criteria, each with corresponding parameters that allow for
an analysis of the extent to which companies comply with or fail to comply with each criterion. The crite-
ria include: privacy and personal data protection policy, judicial authorization, user notification, policies
for the promotion and defense of human rights, transparency, guidelines for requesting personal infor-
mation, accessibility and data disclosure protocol for criminal investigations.

For this evaluation, service agreements, sustainability reports and other documents available on the
companies’ websites as of March 30, 2026, were reviewed. We also searched for news stories published
in the press and specialized media and reviewed previous editions of the “Who has your back” reports
(TEDIC, 2017, 2020, 2022, 2024) to verify updates and qualitative progress and conduct a final comparison.

In the first stage, a preliminary assessment was conducted to determine an initial score for each of the
companies analyzed in this study and to identify the aspects of each criterion where improvements could
be made to achieve a higher score. This process lasted three months and concluded on April 30, 2026.

Following the preliminary evaluation, TEDIC contacted the companies to request a meeting to explain
the study’s scope and present the preliminary results from the 2025 analysis, along with a comparison
over time with previous editions. The goal of this meeting was for the companies to provide accurate
information about their efforts to protect user privacy, as well as to supplement publicly available infor-
mation or even clarify any ambiguities that might arise from it.

All companies were contacted via email. This first step is considered essential for understanding the com-
pany’s perspective and providing an opportunity to clarify any questions regarding its privacy policies.

Below, we outline each of the eight criteria used to evaluate the companies.
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PRIVACY AND PERSONAL DATA PROTECTION POLICY

The ISP has a privacy and personal data protection policy written in clear language free of tech-
nical jargon. It informs users about the collection, use, storage and processing of their personal
data. In particular, this policy should be viewed as an opportunity to clearly inform users about
theirrights rather than as a mere legal formality. The ISP also has policies regarding requests from
government authorities. These policies describe the legal procedure for disclosing user data in the
context of a criminal investigation pursuant to an order issued by a competent judge.

In this regard, both Article 33 of the Constitution of the Republic—on the privacy of individuals—and in-
ternational treaties protect the right to privacy as one of the pillars of modern democracies. Likewise, in-
ternational human rights organizations have noted that companies must establish and implement terms
of service that are transparent, clear and accessible, as well as adhere to international human rights
standards and principles; including the conditions under which interference with users’ right to privacy
may occur (IACHR, 2013). It is essential for ISPs to have policies in place that comply with these protocols
when providing information and personal data to the authorities.

Furthermore, metadata forms part of communications and is considered inviolable, as established in
Article 36 of the National Constitution.

It may not be examined, reproduced, intercepted or seized except by court order for cases specif-
ically provided for by law.

Companies must store users’ metadata for a minimum of 6 months, in accordance with Article 10 of the
Electronic Commerce Law No. 4868/2013 and CONATEL Resolution No. 2583/2024. In this context, it is
essential that ISPs describe and disclose what personal information is being retained, as well as the mea-
sures taken to safeguard such data against potential attacks or risks that could affect it.

In a contentious case (IACHR, 2009) in which Brazil was found liable for the illegal use of wiretaps in a
criminal proceeding, the Inter-American Court noted that the right to privacy protects both the content
of electronic communications and other data inherent to the technical process of communication, such
as metadata or traffic data.

In the CAJAR v. Colombia case (IACHR, 2023b), the judgment concluded that Colombia had violated the
fundamental rights of the lawyers’ collective, such as privacy, freedom of expression and the right to
defend human rights. It also recognized informational self-determination as an autonomous human
right, emphasizing that individuals have control over who accesses and uses their personal data. It also
stressed that invasive surveillance and access to sensitive metadata, such as location, IP addresses and
private communications, require strict judicial authorization to prevent abuses and ensure the propor-
tionality of these measures. The Court condemned the expansive surveillance techniques used by Co-
lombia, which include the indiscriminate collection of personal information and access to non-public
databases. Furthermore, it highlighted the importance of clear standards for the collection and process-
ing of metadata, establishing that such data contains sensitive information that can reveal individuals’
habits, relationships and movements. Like the Escher case, this national precedent places such data
under the protection of the constitution and human rights.
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The institution responsible for ensuring compliance with the Electronic Commerce Law is the Ministry
of Industry and Commerce, which is tasked with coordinating inspections and oversight of the various
ISPs. It is also required to impose sanctions for violations not specifically provided for in the Consumer
Protection Law but established in the Electronic Commerce Law.

In addition to analyzing how information is presented in contracts or other documents, this research
also seeks to evaluate the publication of specific protocols governing the disclosure of personal data to
state authorities. These protocols must clearly define the terms and conditions for accessing personal
data in the context of investigations or similar proceedings. The existence of clear and publicly available
protocols, such as those adopted by various technology companies, is a key indicator of a company’s
commitment to the privacy and protection of its users’ data. This aspect will be specifically addressed in
criterion 6 of this investigation.

In this first criterion, therefore, given that it concerns an area of legal controversy, the issue is examined
through several subcriteria that seek to distinguish between different levels of protection, clarity and
commitment regarding access to data for investigations. This criterion aims to reflect the company’s
commitment to transparency with respect to competent authorities, current regulatory disputes and the
limitations established by law (particularly regarding which types of investigations may be exempt from
the requirement of a court order to access registration data), as well as the commitments expressed in
its policies on location data, connection logs and the publication of protocols for the disclosure of data
in judicial investigations.

Finally, in this edition, within the framework of this criterion, we also consider whether companies com-
ply with the established provisions regarding the reporting of risks or personal data breaches (La Politica
Online, 2024). We will assess whether they have mitigation measures in place and protocols for notifying
authorities in the event of security breaches that compromise the personal information of service users.
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2. JUDICIAL AUTHORIZATION

Surveillance without the consent of the affected individual carries the risk of abuse by the author-
ities; therefore, authorization from a competent judge is essential. To request personal informa-
tion, authorization from a competent judge is required, as stipulated by criminal law and the Con-
stitution of the Republic of Paraguay. The interception of individuals’ private communications is

considered an exceptional measure and is subject to a nullity sanction in court proceedings. This

criterion involves verifying whether the ISP has policies in place that comply with the protocols

for providing information to judicial authorities. Specifically, this includes details of the criminal

case file, the case number, the individual’s personal information, the criminal offense with which

the person under investigation is charged, the legal justification and the signature of the judge

presiding over the case.

Thejudiciary, in both individual and class-action lawsuits, is an important space for the defense and con-
solidation of users’ rights against abuses and illegal actions. With this in mind, we have sought to assess
the stance of companies in lawsuits concerning privacy and data protection.

Article 36 of the National Constitution, regarding the inviolability of communications, requires state au-
thorities to request information from ISPs only through a duly justified court order.

Surveillance without consent carries the risk of abuse by authorities; therefore, authorization from a
competent judge is essential. To request personal information, authorization from a competent judge is
required, as stipulated by criminal law and the Constitution of the Republic of Paraguay. The following
table explains the procedure for accessing information in compliance with due process standards, as
well as the relevant provisions of the Paraguayan Code of Criminal Procedure:
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USER NOTIFICATION

The ISP must have a policy for notifying users affected by government surveillance measures as
soon as permitted by law. It must demonstrate that it has challenged legal or regulatory obstacles
to carrying out such notification and publicly state, in an accessible manner, that it has advocated
for user notification mechanisms before Congress or other regulatory bodies. When users are noti-
fied that their personal data or Internet connection records have been requested by administrative
or judicial authorities, they are provided with robust safeguards against abuses and irregularities.

In light of the constitutional principle of due process, many laws establish the duty to notify those affect-
ed of measures that impact their rights. In this line, Article 303 of the Code of Criminal Procedure pro-
vides, in accordance with Articles 75 and 151 of the same legal body, the obligation to notify individuals
when the Public Prosecutor’s Office has charged them with an alleged criminal offense.

In the context of data requests, ISPs play a crucial role in protecting the procedural safeguards of affect-
ed users. This is because, by notifying them of such requests, the companies enable users to challenge
illegal requests in the first instance. These include both unfounded court orders and requests from ad-
ministrative authorities that lack jurisdiction or sufficient grounds.

Without notification, users are dependent on the companies themselves to challenge requests they con-
sider abusive. If notified by the companies, users have the opportunity to defend themselves against
potential violations of their privacy. This right to notification for individuals affected by surveillance mea-
sures has been recognized by digital rights experts and was enshrined in the Necessary and Proportion-
ate Principles, which state the following:

It is impossible for a person to effectively challenge a government’s interference with his or her
privacy without knowing whether he or she has been a victim in the first place. More generally, the
absence of transparency concerning the operation of laws governing covert surveillance can pre-
vent meaningful democratic scrutiny of those laws (“Necessary and Proportionate”. International
Principles on the application of Human Rights to communications surveillance. 2014)

Furthermore, the United Nations Special Rapporteur on Human Rights expressed the following opinion
on the matter:

Individuals should have a legal right to be notified that they have been subjected to communica-
tions surveillance or that their communications data has been accessed by the State. Recogniz-
ing that advance or concurrent notification might jeopardize the effectiveness of the surveillance,
individuals should nevertheless be notified once surveillance has been completed and have the
possibility to seek redress in respect of the use of communications surveillance measures in their
aftermath. (United Nations, 2013).

According to the Special Rapporteurship for Freedom of Expression of the IACHR (IACHR, 2025), when
there are no notification systems in place for surveillance operations, the right to an effective remedy
becomes illusory. This is because individuals cannot challenge actions of which they are unaware. In
light of this, it maintains that States must establish systems to inform affected individuals when such no-
tification no longer undermines the legitimate purpose of the surveillance measure, and has specifically
recommended the creation of notification systems regarding the surveillance of individuals.
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The UN Special Rapporteurship on human rights has emphasized that notification may not be provided
immediately if it could jeopardize the success of an investigation. However, it should at least be provid-
ed when the investigation is no longer at risk, there is no risk of flight or destruction of evidence, and
being informed does not pose an imminent risk to the life or physical integrity of any person. However,
in Paraguay, the aforementioned current regulations stipulate that, upon receiving information about
an alleged criminal act and in exceptional cases, judicial authorization may be requested to intercept
communications (Presidency of the Republic of Paraguay, 1998a); nevertheless, there is no obligation to
notify the person under investigation during this initial stage, except when formal charges are filed and
the alleged perpetrator is identified.

In accordance with international human rights recommendations, ISPs have a responsibility to act in
good faith to safeguard the privacy of their users. This includes notifying them of any interception of their
communications, provided that such notification does not compromise the objectives of the criminal
investigation. This practice also enables individuals to exercise their right to seek redress should their
rights have been unduly infringed. In cases where the company’s notification policy cannot be imple-
mented, the ISP must challenge legal obstacles to notifying affected users in court, provided that doing
so no longer undermines the purpose of the surveillance measure. Another approach would be to advo-
cate for legislative or regulatory changes to implement legal notification mechanisms.

In the context of requests for personal data, Internet service providers play an essential role in protect-
ing procedural safeguards of affected users. In other words, notification by the company allows users to
challenge illegal requests: both unfounded court orders and requests from administrative authorities
lacking jurisdiction or justification. In the current situation, users depend on the challenges filed by the
companies themselves against requests they consider abusive. If users are notified, they gain the ability
to defend themselves as soon as possible against potential violations of their privacy. Furthermore, the
notification guarantee is consistent with the right to information for data subjects established in Article
27 of Law No. 7593/2025.

With this in mind, it is important to promote the practice of notifying users through the “Who Has Your
Back?” (WHYB) project. In cases where data requests are not accompanied by a confidentiality obliga-
tion, notification is permitted under Paraguayan law (given the absence of any legal provision to the con-
trary). The option to notify users may be necessary not only in cases of data requests in civil proceedings
but also in relation to requests made by other government agencies, such as the Ministry of Finance or
CONATEL. Notifying users strengthens their ability to legally challenge the inclusion of evidence that is
irrelevant or unrelated to the facts of the case.

In this edition, this category is once again classified as a “bonus,” because notification is neither a legal
obligation imposed on companies nor a widespread practice in Paraguay. It is a measure viewed as in-
novative and, to some extent, costly, as it requires staff dedicated to handling notifications . For these
reasons, its adoption would demonstrate a special commitment to advancing the protection of users’
rights. Notifying the user at the earliest legally possible opportunity, and preferably before the data is
disclosed, supports the principles of legal defense and fosters a culture of privacy protection.
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POLICIES FOR THE PROMOTION AND DEFENSE OF HUMAN RIGHTS

Public commitments and public positions on policies and national legislation affecting technol-
ogy, from a human rights perspective, are essential for respecting and protecting users’ human
rights and for building trust in the Internet ecosystem.

This criterion assesses whether the ISP has a public institutional position in which it has acknowledged
its responsibilities to respect and protect human rights, including the right to privacy. To this end, the
assessment examines whether there is any statement of policy that meets the characteristics outlined
in Principle 16 of the Guiding Principles on Business and Human Rights (United Nations, 2011), namely:

Policy Commitment 16. As the basis for embedding their responsibility to respect human rights, busi-
ness enterprises should express their commitment to meet this responsibility through a statement of
policy that:

Is approved at the most senior level of the business enterprise;
Is informed by relevant internal and/or external expertise;

Stipulates the enterprise’s human rights expectations of personnel, business partners and other
parties directly linked to its operations, products or services;

Is publicly available and communicated internally and externally to all personnel, business partners
and other relevant parties;

s reflected in operational policies and procedures necessary to embed it throughout the business
enterprise.

To be considered, a statement of policy must be public and clearly reflect the company’s commitment to
respecting human rights in the context of its business activities.

This criterion assesses whether the ISP has participated, either individually or collectively, in public pro-
cesses of legislative advocacy or before regulatory bodies, with the aim of defending the right to privacy.
It also examines whether the ISP has taken legal action to defend the privacy of its users.

The assessment also evaluates whether the company participates in any sectoral or multisectoral mech-
anisms for the promotion, respect and protection of human rights within the scope of its corporate re-
sponsibilities, such as the Global Network Initiative* or the Telecommunications Industry Dialogue®.

Furthermore, consideration is given to whether the ISP has policies for participating in local and inter-
national discussions on the Internet ecosystem, including the Internet Governance Forum (IGF), where
shared principles, standards, rules, decision-making processes and programs that shape the evolution
and use of the Internet are openly discussed.

4 Global Network Initiative https://globalnetworkinitiative.org

5 Telecommunications Industry Dialogue www.telecomindustrydialogue.org
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TRANSPARENCY

Principle 21 of the United Nations Guiding Principles on Business and Human Rights requires com-
panies to adopt best practices regarding transparency from a human rights perspective.

Transparency reports in the ICT sector regarding theirimpact on users’ privacy have become more
frequent in recent years®. The publication of a transparency report on requests for access to data
by security and law enforcement authorities should provide sufficient information to assess the
content and scope of surveillance measures by those authorities.

Transparency reports are statements issued by companies that contain a variety of statistics related to
data requests. Internet companies around the world have adopted the practice of publishing transpar-
ency reports to provide information on how and when they cooperate with governments, generally be-
cause they are required by law to disclose information that may be used as evidence in civil and criminal
cases. Thisis already an established best practice among content companies such as Google, Facebook,
X (formerly Twitter) and Microsoft, as well as providers such as Vodafone, Verizon and Telefénica.

This criterion evaluates the publication of statistics regarding how many requests for information have
been received and complied with, as well as the inclusion of details on the type of requests, the request-
ing institutions and the authorities’ rationale and justification.

GUIDELINES FOR REQUESTING PERSONAL INFORMATION

The ISP has guidelines, procedures or protocols for law enforcement agencies and other govern-
ment bodies that explain how they should request customers’ personal information and the con-
ditions under which such personal information may be disclosed.

This criterion differs from the publication of transparency reports, as the latter focus on presenting sta-
tistical data on requests for information received and responded. In contrast, the guidelines analyzed
seek to evaluate how each company defines the procedures that police or investigative agencies must
follow to request information and what specific requirements they must meet during that process. It
also examines whether the company, when establishing its rules for local authorities, takes the national
context into account or adopts predefined guidelines from abroad. In the latter case, it verifies whether
such procedures are stricter and better protect the privacy of its users.

Several regional analyses, such as the Brazilian project “Quem Defende Seus Dados?” (InternetLab, 2025),
show that the most advanced practices regarding data requests by authorities are concentrated among
asmall number of companies that have developed comprehensive public policies alongside robust legal
review processes. Among these are global companies, such as Google and Meta, which have policies
regarding government authorities, legal compliance criteria and adequate mechanisms for challenging
excessive requests.

6  Thelmplementation Guide for the ICT (Information and Communication Technologies) Sector developed by the European Commis-
sion; the Implementation Guide for the Global Network Initiative; and the report “Who Has Your Back?” developed by the Electronic
Frontier Foundation.
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As for telecommunications companies, for example, Telefénica has developed global policy documents
based on a review of legality, proportionality and the vetting of requests. However, the report has re-
vealed that in Latin America, most Internet Service Providers have a low level of compliance, character-
ized by a lack of publicly available policies with a sufficient level of sophistication, which demonstrates a
considerable gap compared to global standards.

ACCESIBILITY

The accessibility of information available on the web, regardless of users’ disabilities or functional
diversity, is essential to strengthening the commitment to transparency and ensuring respect for
human rights. Article 9 of the Convention on the Rights of Persons with Disabilities (United Nations,
2006) recognizes access to information and communication technologies, including the web, as a
fundamental human right.

Web accessibility involves making content accessible through a design and infrastructure that works
for all users, regardless of hardware, software, language, location or cognitive or sensory abilities. This
removes the barriers to communication and interaction that many people face on a daily basis and helps
make digital spaces more inclusive for a diverse range of users.

Ensuring that ISPs in Paraguay provide accessible data is part of expanding their commitment to trans-
parency and respecting human rights. Designing accessible websites and tools is crucial for Internet ser-
vice providers, as it enables more people to use and learn about their products and services effectively
and satisfactorily. Companies must also promote the participation of people with disabilities in the pro-
vision of ICT services, ensuring their right to full civic and social participation.

Forthis criterion, the official websites of Internet service providers are evaluated using the Web Accessibil-
ity Guidelines of the Web Accessibility Initiative (WAI, n.d.), part of the W3C (World Wide Web Consortium).

DATA DISCLOSURE PROTOCOL FOR CRIMINAL INVESTIGATIONS

Does the company commit to following the interpretation of the law that provides the greatest
protection of the right to privacy when state authorities request personal data, and does it have
specific policies in place for such cases?

The provision of personal data in the context of criminal investigations is one of the main points of con-
tention between investigative authorities and those defending the right to privacy. This criterion is of
particular importance in this edition due to the recent entry into force of Law No. 7593/2025 on the Pro-
tection of Personal Data (Presidency of the Republic of Paraguay, 2025a), which establishes the princi-
ples of legality, purpose limitation, proportionality, data minimization and demonstrable accountability,
all of which apply to any processing and disclosure of personal data.

The new law stipulates that the requirements of lawfulness and the principles of data processing must
be respected when disclosing data to third parties, including public authorities. Therefore, Internet ser-
vice providers must not only verify the formal jurisdiction of the requesting authority but also assess
whether the disclosure of the data is compatible with fundamental rights.
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There is significant tension within Paraguay’s legal framework. Article 36 of the National Constitution
protects the right to communications, establishing that they may only be examined or intercepted by
order of a judge, and only under the circumstances prescribed by law. Similarly, Article 200 of the Code
of Criminal Procedure establishes that communications may be intercepted only pursuant to a judicial
order and that such interception is exceptional (Presidency of the Republic of Paraguay, 1998a).

On the other hand, Article 228 of the same legal framework authorizes judges and the Public Prosecu-
tor’s Office to order public or private entities to submit reports in the context of criminal proceedings, a
provision that has been used to request logs or connection records without a specific court order and
has sparked a legal debate regarding the scope of such powers when dealing with information subject
to the right to privacy.

Furthermore, CONATEL Board Resolution No. 2583/2024 imposes obligations on telecommunications
service providers regarding the retention and technical availability of certain data. However, data reten-
tion does not imply the authority to disclose such data without any restrictions in response to any re-
quest from the State. Retention and access are two distinct legal concepts that must be analyzed within
the framework of constitutional guarantees and the personal data protection law (CONATEL, 2024).

Similarly, Decree No. 1165/14 (Presidency of the Republic of Paraguay, 2014) establishes that providers
must report the purpose of data processing, identify the recipient and use secure means to safeguard
such data. These obligations reinforce the company’s duty to act responsibly regarding information and
its disclosure.

The Inter-American Court of Human Rights, in the cases of Escher et al. v. Brazil (IACHR, 2009) and Asoci-
acién Civil CAJAR v. Colombia (IACHR, 2023b), has established that both the content of communications
and metadata may contain sensitive information; therefore, any form of interference must comply with
the principles of legality, necessity and proportionality, in addition to being subject to strict safeguards.

Within this regulatory, constitutional, criminal procedural, sector-specific, and now data protection
framework, ISPs play a decisive role as intermediaries in safeguarding rights. The way they interpret their
obligations in response to requests from prosecutors or court authorities directly impacts the effective
protection of users’ privacy.

This criterion assesses whether the company adopts the most protective interpretation possible within
the current legal framework and whether it has internal and public guidelines that structure such a re-
sponse, especially in light of Law No. 7593/2025.

The existence of structured, clear and publicly accessible protocols demonstrates the company’s in-

stitutional commitment to due process and to the protection of privacy in the context of criminal
investigations.
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REPORT FOR EACH ISP

CRITERION 1. Privacy and personal data protection policy

Does the evaluated ISP provide clear and comprehensive information about the collection, use, storage,
processing and protection of the user’s personal data? Does it clearly specify what information about
the user and their communications is collected and stored, as well as the duration for which such data
is stored?
In this category, the ISP’s publicly available data protection and privacy policies and notices are evaluat-
ed. Additionally, the processing of personal data obtained by the ISP when providing telecommunication
services to the user is also assessed, which is not limited to the data voluntarily provided by the user
when contracting the service.
Evaluation criteria
Information on data collection

The company provides clear and comprehensive information on:

what personal data is collected;

in what situations the collection occurs;

whether publicly available data may be collected;

alistinthe privacy policy or notice that identifies, by name, the third parties that provide data to the
company (including public data providers); and

whether there is an assessment of such third parties’ legal compliance regarding personal data
protection.

Information on processing purposes

The company provides clear and comprehensive information on:
the purpose of the company’s processing of personal data; and
the type or manner in which such processing is carried out.

Information on storage, security and sharing

The company provides clear and comprehensive information on the storage, security and sharing of
personal data, including:

how long and where the data is stored;
under what circumstances the data is deleted;

whether the data may be retained and under what conditions;

WHO HAS YOUR BACK? PARAGUAY 2026 26



what administrative and technical security practices are implemented, including the existence of

cybersecurity or information technology (IT) policies that provide protections against malware, ran-
somware, worms and other types of threats;

whether there are access controls for personal data, taking into account the different categories of
staff;

with which third parties the company shares personal data once it has been collected;

for what purposes such sharing takes place, including the use of software, digital platforms, networ-
ks or cloud services for internal purposes; and

under what circumstances personal data may be transferred internationally.

Information on rights
The company informs users of their rights regarding personal data protection;

the company clearly explains the available means (e.g., emails, forms or web portals) for exercising
those rights.

Responses to rights requests

The company provides clear and comprehensive information regarding the retention of or access to
personal data when requested by data subjects, including the origin of the data, confirmation that
no record exists, the criteria used and the purpose of processing, within thirty (30) days orimmedia-
tely in a simplified format, in accordance with Law No. 7593/25;

The company responds to requests by users to exercise their rights within a maximum period of one
month.

Verification of this subcriterion may be based on actual requests for access to personal data.

Updates to the privacy policy

The company agrees to notify users—for example, via email, SMS or other direct means—in the
event of changes to its personal data processing practices.

Accessibility

The company provides clear and comprehensive information on privacy and the protection of per-
sonal data in an accessible manner on its website (for example, through a privacy portal or equi-
valent section), ensuring that such information is also available in the standard-form contracts or
applicable privacy policies.
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Performance standard:

WHO HAS YOUR BACK? PARAGUAY 2026 28



REPORT - PRIVACY AND PERSONAL
DATA PROTECTION POLICY

©

«

STARLINK

STARLINK

Privacy and personal data protection policy

Yes No

Information on data collection

The company provides clear and comprehensive information on: (a) what personal
data is collected; (b) in what situations the collection occurs; (c) whether publicly
available data may be collected; (d) a list in the privacy policy or notice that identifies,
by name, the third parties that provide data to the company (including public

data providers); and (e) whether there is an assessment of such third parties’ legal
compliance regarding personal data protection.

Information on processing purposes

The company provides clear and comprehensive information on: (a) the purpose of
the company’s processing of personal data; and (b) the type or manner in which such
processing is carried out.

Information on storage, security and sharing

The company provides clear and comprehensive information on the storage,

security and sharing of personal data, including: (a) how long and where the data is
stored; (b) the grounds or scenarios under which personal data may be transferred
internationally; (c) whether the data may be retained and under what conditions;

(d) what administrative and technical security practices are implemented, including
the existence of cybersecurity or information technology (IT) policies that provide °
protections against malware, ransomware, worms and other types of threats; (e)
whether there are access controls for personal data, taking into account the different
categories of staff; (f) with which third parties the company shares personal data once
it has been collected; (g) for what purposes such sharing takes place, including the
use of software, digital platforms, networks or cloud services for internal purposes;
and (h) under what circumstances personal data may be transferred internationally.

Information on rights

(a) The company informs users of their rights regarding personal data protection; (b)
the company clearly sets out the available means (e.g., emails, forms or web portals)
for exercising those rights.
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Responses to rights requests

(a) The company provides clear and comprehensive information regarding the

retention of or access to personal data when requested by data subjects, including

the origin of the data, confirmation that no record exists, the criteria used and the

purpose of processing, within thirty (30 day s orimmediately in a simplified format, in °
accordance with Law No. 7593/25; (b) The company responds to requests by users to

exercise their rights within a maximum period of one month.

Verification of this subcriterion may be based on actual requests for access to

personal data.

Updates to the Privacy Policy
(a) The company agrees to notify users—for example, via email, SMS or other direct °
means—in the event of changes to its personal data processing practices.

Accessibility

(a) The company provides clear and comprehensive information on privacy and the
protection of personal data in an accessible manner on its website (for example, °
through a privacy portal or equivalent section), ensuring that such information is also
available in the standard-form contracts or applicable privacy policies.

Starlink provides a public privacy policy (Starlink, 2026) that describes how it processes personal data
worldwide for Internet services, including its satellite Internet services. This document outlines the dif-
ferent types of data it collects, the reasons for processing them, the security measures it has in place and
how to contact the company, thereby allowing for some assessment of compliance with the evaluation
criteria.

However, the analysis must include an essential methodological component: the contractual documen-
tation for the Paraguay section includes an “Agreement for Honduras” in the Spanish-language version
of the document (Starlink, n.d.-c), which demonstrates that the company does not provide a contract
tailored to the jurisdiction of Paraguay. This fact affects the understanding of the legal framework appli-
cable to users in Paraguay and, consequently, the assessment of accessibility and transparency.

In the evaluation of subcriterion |, we refer to Starlink’s report on the categories of data it could potential-
ly collect, which include identity data, contact data, profile data, financial data, transaction-related data,
customer or website technical data, general location data and communications data (Starlink, 2026). It
also describes the general sources of data collection, which include collection from users, third parties
and through cookies and/or other tracking technologies. However, the subcriterion does not merely call
for general statements; it requires the company to explain whether it collects publicly available data, to
name the respective third parties from whom it obtains the data, including public data providers, and to
indicate its assessment of the legal compliance of the aforementioned third parties. Starlink’s updated
policy lists “business partners, subcontractors, advertising networks, analytics providers and search in-
formation providers,” but does not name them or provide an assessment of the third parties’ compliance
with applicable laws, if any. Therefore, although this information exists, it is neither clear nor complete
under the broader regulatory framework, and this subcriterion must also be marked as non-compliant.
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With regard to subcriterion I, Starlink meets the requirements. The policy lists the purposes of data
collection quite broadly, such as the provision of goods and services, order processing, payments, man-
agement and protection of customer relationship services, business protection services, support ser-
vices and proactive defense against abuse, training of machine learning or artificial intelligence models,
commercial communications, compliance with laws and government legal requests. The policy also lists
services for protection against fraud and other technical issues, as well as data collection for surveys
and analysis to improve products, services and marketing. Additionally, the policy describes how data is
processed through the use of cookies and other tracking technologies for the purposes of site operation,
advertising, monitoring site and user activity and analyzing site traffic. At this stage, the user gains a gen-
eral understanding of the purposes of data processing and the main methods used to do so.

Subcriterion Il is not fully met. Starlink states that it retains personal information for as long as neces-
sary forthe purpose of collection or as permitted by law. Account information is retained for the duration
of the account plus an additional two years, according to Starlink. Additionally, the company mentions
some general protective measures, such as encrypting information during transmission using Starlink
technology, protection against physical breaches and employee response procedures in the event of
personal information breaches. The standard requires a transparent and comprehensive explanation of
data location and retention schedules, the justification for retention, a tiered system of access restric-
tions based on employee role and explicit protections against various types of online threats. However,
this subcriterion also calls for a complete list of data transfer recipients, the reasons why data transfers
are permitted and potential data transfer recipients in different countries.

This policy addresses some of these issues, but there are still significant omissions, such as a failure to
clarify the location of data storage or access controls for data storage in terms of the staff seniority level.
Furthermore, although the Acceptable Use Policy (Starlink, n.d.-a) and the Traffic Management Policy
(Starlink, n.d.-b) specify that SpaceX may monitor data traffic to improve services and defend against
viruses or malicious code, this can only be interpreted as a form of network management, not as a com-
prehensive cybersecurity or personal data protection system.

With regard to data sharing, Starlink states that data may be shared with employees, service providers,
partner companies, data processors, internet service providers, advertising and analytics service pro-
viders, data backup and storage companies, and companies that assist with payment and communica-
tion services. The company also states that data processors and joint data controllers may buy and sell
data, provide data to their business partners and use customer data to train their Al, communicate with
customers, analyze data and assist customers with their legal rights. However, they did not specify to
which third parties they are selling data or how their data would be transferred internationally. Therefore,
Starlink is partially compliant but does not fully meet the subcriterion.

Subcriterion IV, information on rights, is met. Starlink informs users that they may have legal rights to
access, update, delete, restrict or object to the processing of certain personal information. In addition,
the email address privacy@spacex.com is provided as a means to exercise these rights. Reference is
also made to specific annexes for certain jurisdictions, including the U.S., EEA+, Mexico, Brazil, Nigeria
and South Korea. Although there is no annex for Paraguay, this subcriterion concerns the notification of
rights and the means of exercising those rights, both of which are provided by Starlink. It should there-
fore be considered met.
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The requirement regarding responses to requests to exercise rights, subcriterion V, is not met. Although
the policy mentions a channel for exercising rights, it does not state that Starlink will provide a response
within fifteen days, nor a simplified and immediate response, nor within a maximum of one month. Nor
does the policy mention that the response will include information on whether or not the requester’s
personal data is present in its databases, as well as the criteria and purposes of the processing carried
out. The policy even states that it may request additional information to verify the requester’s identity,
but it does not specify the timeframes or the content of the response required by the criterion.

Subcriterion VI, regarding updates to the privacy policy, is not met. Starlink states that updates to the
policy may reflect changes in practices, legal requirements and the services offered, and that the pol-
icy should be reviewed periodically. The policy also indicates that, by continuing to use the site or ser-
vices, users accept the updated terms. This policy places the responsibility for compliance on the user
and does not commit the company to directly notifying users of changes to data processing practices
via electronic means. The Acceptable Use Policy (Starlink, n.d.-a) states that changes take effect after
SpaceX publishes or posts the changes on starlink.com/legal. This also does not include direct notifica-
tion of updates to the personal data processing policy.

Finally, subcriterion VII, accessibility, is met in formal terms. Starlink makes its privacy policy and addi-
tional materials available through its legal portal. The text is organized into clear sections: collected in-
formation, sources of collected information, purposes for collecting information, sharing of information,
protection of information, user rights, children’s policy, retention of information, policy on third-party
sites, policy on changes and contact information. Although the document is global in scope and does
not include a specific appendix for Paraguay, the information is available in Spanish and is presented in
a privacy notice specific to the service. Accordingly, this subcriterion is considered met, although acces-
sibility in practice is somewhat limited by the lack of local adaptation.

In accordance with the established performance standard, Starlink meets
3 out of 7 subcriteria and therefore receives a half-star rating.

N\

P
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CLARO - AMX PARAGUAY S.A

Privacy and personal data protection policy

Yes No

Information on data collection

The company provides clear and comprehensive information on: (a) what personal
data is collected; (b) in what situations the collection occurs; (c) whether publicly
available data may be collected; (d) a list in the privacy policy or notice that identifies,
by name, the third parties that provide data to the company (including public

data providers); and (e) whether there is an assessment of such third parties’ legal
compliance regarding personal data protection.

Information on processing purposes

The company provides clear and comprehensive information on: (a) the purpose of
the company’s processing of personal data; and (b) the type or manner in which such
processing is carried out.

Information on storage, security and sharing

The company provides clear and comprehensive information on the storage,

security and sharing of personal data, including: (a) how long and where the data is
stored; (b) the grounds or scenarios under which personal data may be transferred
internationally; (c) whether the data may be retained and under what conditions;

(d) what administrative and technical security practices are implemented, including
the existence of cybersecurity or information technology (IT) policies that provide °
protections against malware, ransomware, worms and other types of threats; (e)
whether there are access controls for personal data, taking into account the different
categories of staff; (f) with which third parties the company shares personal data once
it has been collected; (g) for what purposes such sharing takes place, including the
use of software, digital platforms, networks or cloud services for internal purposes;
and (h) under what circumstances personal data may be transferred internationally.

Information on rights

(a) The company informs users of their rights regarding personal data protection; (b)
the company clearly sets out the available means (e.g., emails, forms or web portals)
for exercising those rights.
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Responses to rights requests

(a) The company provides clear and comprehensive information regarding the

retention of or access to personal data when requested by data subjects, including

the origin of the data, confirmation that no record exists, the criteria used and the

purpose of processing, within thirty (30 day s orimmediately in a simplified format, in °®
accordance with Law No. 7593/25; (b) The company responds to requests by users to

exercise their rights within a maximum period of one month.

Verification of this subcriterion may be based on actual requests for access to

personal data.

Updates to the Privacy Policy
(a) The company agrees to notify users—for example, via email, SMS or other direct °®
means—in the event of changes to its personal data processing practices.

Accessibility

(a) The company provides clear and comprehensive information on privacy and the
protection of personal data in an accessible manner on its website (for example, °
through a privacy portal or equivalent section), ensuring that such information is also
available in the standard-form contracts or applicable privacy policies.

Claro has a public privacy policy (AMX Paraguay S.A., n.d.-a) tailored for Paraguay, in which it identifies
AMX Paraguay S.A. as the data controller for personal data. This document is structured to explain what
data is collected, the purpose, the collection process and the end use, and provides, in the context of
telecommunications, a fairly comprehensive overview of personal data processing. Likewise, the terms
and conditions for the WiFi Internet service (AMX Paraguay S.A., n.d.-c) and the Mi Claro platform (AMX
Paraguay S.A., n.d.-b) offer additional information, particularly regarding the signing of contracts, credit
analysis and the use of digital media.

The documents analyzed do not have any indication of when the policy was last updated. Therefore,
it is not possible to determine the temporal validity of the applicable policies or the actual status of
the personal data processing to which the practices refer. Although this factor does not directly affect
the assigned score, it constitutes a significant limitation regarding the assessment of the company’s
transparency.

Regarding subcriterion I, information on data collection, Claro identifies the types of personal data col-
lected, which are primarily identification, contact and reference data, asset data and/or technical data
associated with the use of its services. Additionally, Claro mentions that personal data may be collected
or obtained through other means, including public and/or private repositories, and through commercial
credit and/or business assessments.

Nevertheless, the evaluation criterion calls for a higher level of detail. Specifically, the company does not
mention third parties, nor does it elaborate on the possible assessment of such third parties’ legal com-
pliance with data protection laws. Finally, it also fails to categorize the collection of publicly available
information in a differentiated manner.

Consequently, while information on data collection is provided, it is not sufficiently clear and complete
in accordance with the required standard.
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Regarding subcriterion Il, information on processing purposes, Claro meets this requirement since its
privacy policy explains the primary and secondary purposes of personal data processing. The primary
purposes relate to service provision, billing, customer administration, customer service, credit assess-
ment and contractual obligations. The secondary purposes are associated with marketing, research and
service improvement.

Moreover, the terms and conditions of Mi Claro (AMX Paraguay S.A., n.d.-b) further expand on these pur-
poses, adding uses such as self-management, behavioral assessment, identity authentication and ser-
vice personalization.

The information provided is sufficient for users to understand the purpose for which their personal data
is used, as well as the processing methods involved.

Regarding subcriterion Ill, information on storage, security and sharing, Claro provides general informa-
tion on the sharing of personal data and some references to security measures. In its privacy policy, Cla-
ro states that data may be shared with third parties under certain circumstances, such as with the user’s
consent, for external data processing and to comply with legal obligations. It also mentions that it may
transfer information to affiliates, subsidiaries and service providers involved in providing the service.

With respect to security, the company states that it has implemented general measures, such as infor-
mation protection mechanisms, restrictions on access to personal data and the use of tools designed to
safeguard the confidentiality of information.

However, this information does not adequately address the key aspects of the subcriterion. The policy
does not establish specific retention periods for personal data, nor does it detail the specific conditions
under which such data is deleted or retained. Nor does it clearly describe differentiated access controls
based on employees’ roles, nor does it precisely describe the technical security measures in place to
address specific risks such as malware, ransomware or other threats.

Therefore, the lack of detailed information on the structure of the storage, maintenance and protection
of personal data prevents this subcriterion from being considered met.

Regarding subcriterion IV, information on rights, Claro informs users of certain rights related to personal
data protection, including access, updating, rectification, cancellation and withdrawal of consent; as
such, Claro provides channels through its customer service centers and digital platforms to facilitate the
exercise of these rights.

That said, while the processis user-friendly, it lacks components that would make it robust and sound, as
evidenced by the fact that the policy does not include a section that methodically explains the scope of
data privacy rights and the process by which these rights can be exercised.

The company, however, meets this subcriterion’s requirement, which involves explaining these rights
and how they can be exercised to the company’s customers.

Regarding subcriterion V, responses to rights requests, Claro does not clearly specify any timeframe
or process for responding to users’ requests to exercise their rights. The policy does not establish a re-
sponse timeframe or provide guidance on what the response should include. Furthermore, the response
should include the source of the data, the criteria applied and the purpose of the processing.

The absence of these elements indicates that the company may recognize these rights but does not en-
sure that they are exercised through a verifiable process.
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Regarding subcriterion VI, updates to the privacy policy, Claro’s privacy policy states that it may be mod-
ified at any time, with revisions published on the website and users are advised to check it regularly.

However, Claro’s policy does not mention a direct obligation to notify users via email, SMS or other direct
means of communication in the event of changes to data processing practices.

This approach places the burden of monitoring on users and does not meet the expected standard.

Regarding subcriterion VII, accessibility, Claro displays its privacy policy and other documents on its
website in Spanish and in a transparent, corporate format. Furthermore, the various contractual doc-
uments are interlinked and allow for the identification of the general framework for the processing of
personal data.

The information provided, despite being divided into several documents, remains locatable and acces-
sible to users.

In accordance with the established performance standard, Claro meets
3 out of 7 subcriteria and therefore receives a half-star rating.
N\
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TIGO - TELEFONICA CELULAR DEL PARAGUAY S.A. (TELECEL S.A.)

Privacy and personal data protection policy

Yes No

Information on data collection

The company provides clear and comprehensive information on: (a) what personal
data is collected; (b) in what situations the collection occurs; (c) whether publicly
available data may be collected; (d) a list in the privacy policy or notice that identifies,
by name, the third parties that provide data to the company (including public

data providers); and (e) whether there is an assessment of such third parties’ legal
compliance regarding personal data protection.

Information on processing purposes

The company provides clear and comprehensive information on: (a) the purpose of
the company’s processing of personal data; and (b) the type or manner in which such
processing is carried out.

Information on storage, security and sharing

The company provides clear and comprehensive information on the storage,

security and sharing of personal data, including: (a) how long and where the data is
stored; (b) the grounds or scenarios under which personal data may be transferred
internationally; (c) whether the data may be retained and under what conditions;

(d) what administrative and technical security practices are implemented, including
the existence of cybersecurity or information technology (IT) policies that provide °
protections against malware, ransomware, worms and other types of threats; (e)
whether there are access controls for personal data, taking into account the different
categories of staff; (f) with which third parties the company shares personal data once
it has been collected; (g) for what purposes such sharing takes place, including the
use of software, digital platforms, networks or cloud services for internal purposes;
and (h) under what circumstances personal data may be transferred internationally.

Information on rights

(a) The company informs users of their rights regarding personal data protection; (b)
the company clearly sets out the available means (e.g., emails, forms or web portals)
for exercising those rights.
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Responses to rights requests

(a) The company provides clear and comprehensive information regarding the

retention of or access to personal data when requested by data subjects, including

the origin of the data, confirmation that no record exists, the criteria used and the

purpose of processing, within thirty (30 day s orimmediately in a simplified format, in °
accordance with Law No. 7593/25; (b) The company responds to requests by users to

exercise their rights within a maximum period of one month.

Verification of this subcriterion may be based on actual requests for access to

personal data.

Updates to the Privacy Policy
(a) The company agrees to notify users—for example, via email, SMS or other direct °
means—in the event of changes to its personal data processing practices.

Accessibility

(a) The company provides clear and comprehensive information on privacy and the
protection of personal data in an accessible manner on its website (for example, °
through a privacy portal or equivalent section), ensuring that such information is also
available in the standard-form contracts or applicable privacy policies.

Tigo has established a fairly comprehensive framework for the protection of personal data, which in-
cludes its Privacy Policy (Tigo Paraguay, 2025a), its Website Terms and Conditions of Use (Tigo Paraguay,
2025b) and its Single Telecommunications Services Agreement (Tigo Paraguay, 2025c). Together, these
documents provide a more complete picture of how personal data is processed both during the con-
tracting process and throughout the provision of services.

One positive aspect is that Tigo’s Privacy Policy explicitly states its last update date; the current version
is effective as of August 5,2025. This ensures a degree of transparency, as the document’s validity period
can be verified, as well as any changes to the company’s personal data processing practices.

However, having a more complex document structure does not guarantee compliance in all respects.
According to the current standard, the analysis distinguishes between sufficient information regarding
the essence of a subcriterion and insufficient information if a crucial structural element is missing.

Regarding subcriterion |, information on data collection, Tigo provides a broad description of the per-
sonal data it collects. In its Privacy Policy, it describes categories of personal data and the means of
collection, including direct interaction with the user, use of digital services and automatic collection via
cookies or other technologies.

The Services Agreement supplements this information by stating that personal, credit and financial
data are collected, as well as biometric data, including fingerprints, voice and facial images. It also
notes that the provision of this data is mandatory for contracting the service and that the company
may verify its accuracy or collect additional information through third parties, such as credit bureaus
or specialized entities.

However, the standard requires even greater precision. In particular, the company does not identify the
third parties that provide personal data, nor does it provide any description of a mechanism for assess-
ing these third parties’ legal compliance. This omission undermines a key aspect of the subcriterion,
as it prevents a clear understanding of the external sources of the data and the safeguards in place for
data providers.
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Tigo meets subcriterion Il, information on processing purposes. The Privacy Policy sets forth general
purposes for data processing, which are supplemented in greater detail by the terms of the Services
Agreement.

In this regard, the agreement explains that data is processed for the purposes of providing the service,
managing the contractual relationship, marketing products and services, conducting communications
and surveys, analyzing usage, improving the service and preventing fraud.

In addition, it specifies the processing of biometric data for the purposes of identity verification, cyber-
security and crime prevention.

The information disclosed provides service users with a clear understanding of the general objectives
and methods of processing.

Regarding subcriterion Ill, information on storage, security and sharing, Tigo provides details on the
sharing of personal data, as well as aspects of storage and security, allowing users to gain a comprehen-
sive understanding of the data management process within the context of its operations.

The Services Agreement states that the user grants the company permission to transfer their personal
data to third parties that provide services or products, business partners, affiliated companies, subsid-
iaries and companies within the same corporate group, whether domestically or abroad, as part of the
provision of services.

The Privacy Policy states that data may be shared with third parties for internal and external storage
services, data collection, customer service and compliance with legal requirements.

However, the information reveals some significant limitations. The company does not specify how long
personal data will be retained, stating only that it will be kept for as long as necessary to fulfill the pur-
pose for which it was processed or to comply with legal requirements. Furthermore, it does not explain
the conditions governing data deletion, differentiated access controls or specific measures to protect
data against specific threats.

The information does not fully set out all the elements required by the subcriterion and is insufficient to
meet the standard’s requirement.

Tigo meets subcriterion 1V, information on rights, since the Services Agreement expressly states that
users have the right to know the mechanisms for accessing, updating, rectifying, deleting, erasing, ob-
jecting to and porting their personal data, as outlined in the privacy notice.

This explicit acknowledgment is more comprehensive and better organized than that of most other ISPs
analyzed, as it specifies the rights and links them to the processing of personal data.

However, the policy could be improved by better defining each right, as well as the procedures for exer-
cising them.

Regarding subcriterion V, responses to rights requests, Tigo does not meet this subcriterion. It acknowl-

edges rights to a certain extent but does not specify procedures or establish frameworks for responding
to requests for access, rectification or deletion within defined timeframes.
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This standard requires that response deadlines be indicated, at least the general timeframe for a re-
sponse and what response mechanisms will be in place. The absence of these elements suggests that
there is no guarantee for the exercise of these rights.

Regarding subcriterion VI, updates to the privacy policy, Tigo indicates when it updates its privacy policy;
however, there is a lack of evidence that Tigo commits to notifying users when methods of processing
personal data are updated.

The Services Agreement states that communication may be conducted via electronic means. However,
this is not specifically related to changes to the privacy policy, noris there an obligation to directly notify
users of such changes.

In terms of subcriterion VII, accessibility, Tigo meets the assessed requirements. The Privacy Policy is
available on the company’s website and can be easily accessed from the footer. Additionally, the compa-
ny allows users to review the Single Telecommunications Services Agreement before signing up, which
contributes to greater transparency in its relationship with users.

Although the various documents related to the processing of personal data, such as the privacy policy,
the services agreement and other applicable terms, do not necessarily have the same level of visibility
or ease of access, taken together they allow users to gain a reasonably comprehensive understanding
of how their personal data is processed during the sign-up process and the provision of services. The
relationship between these instruments helps foster an adequate understanding of the data processing
practices implemented by the company.

In accordance with the established performance standard, Tigo meets
3 out of 7 subcriteria and therefore receives a half-star rating.

N\
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personal

PERSONAL - NUCLEO S.A.

Privacy and personal data protection policy

Yes No

Information on data collection

The company provides clear and comprehensive information on: (a) what personal
data is collected; (b) in what situations the collection occurs; (c) whether publicly
available data may be collected; (d) a list in the privacy policy or notice that identifies,
by name, the third parties that provide data to the company (including public

data providers); and (e) whether there is an assessment of such third parties’ legal
compliance regarding personal data protection.

Information on processing purposes

The company provides clear and comprehensive information on: (a) the purpose of
the company’s processing of personal data; and (b) the type or manner in which such
processing is carried out.

Information on storage, security and sharing

The company provides clear and comprehensive information on the storage,

security and sharing of personal data, including: (a) how long and where the data is
stored; (b) the grounds or scenarios under which personal data may be transferred
internationally; (c) whether the data may be retained and under what conditions;

(d) what administrative and technical security practices are implemented, including
the existence of cybersecurity or information technology (IT) policies that provide °
protections against malware, ransomware, worms and other types of threats; (e)
whether there are access controls for personal data, taking into account the different
categories of staff; (f) with which third parties the company shares personal data once
it has been collected; (g) for what purposes such sharing takes place, including the
use of software, digital platforms, networks or cloud services for internal purposes;
and (h) under what circumstances personal data may be transferred internationally.

Information on rights

(a) The company informs users of their rights regarding personal data protection; (b)
the company clearly sets out the available means (e.g., emails, forms or web portals)
for exercising those rights.
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Responses to rights requests

(a) The company provides clear and comprehensive information regarding the

retention of or access to personal data when requested by data subjects, including

the origin of the data, confirmation that no record exists, the criteria used and the

purpose of processing, within thirty (30 day s orimmediately in a simplified format, in °
accordance with Law No. 7593/25; (b) The company responds to requests by users to

exercise their rights within a maximum period of one month.

Verification of this subcriterion may be based on actual requests for access to

personal data.

Updates to the Privacy Policy
(a) The company agrees to notify users—for example, via email, SMS or other direct °
means—in the event of changes to its personal data processing practices.

Accessibility

(a) The company provides clear and comprehensive information on privacy and the
protection of personal data in an accessible manner on its website (for example, °
through a privacy portal or equivalent section), ensuring that such information is also
available in the standard-form contracts or applicable privacy policies.

Personal provides a set of documents consisting of its Privacy Policy (Personal Paraguay, n.d.-a), General
Terms and Conditions (Personal Paraguay, n.d.-b) and App Terms and Conditions (Personal Paraguay,
n.d.-c). Together, these documents outline the main aspects of personal data processing in connection
with the provision of the service, although they are less integrated than the documentation provided by
other ISPs assessed.

Unlike Tigo and similarly to Claro, the privacy policy does not clearly and explicitly state a date of last
modification, which makes it difficult to assess the current validity of the practices described. This con-
stitutes a shortcoming in terms of transparency.

Regarding subcriterion |, information on data collection, Personal provides information on the catego-
ries of personal data it collects through its Privacy Policy and associated documents. The data collect-
ed includes identification and contact information, data necessary to provide services and information
generated when using platforms and applications.

The App Terms and Conditions supplement this information and state that data may also be collected
regarding the use of digitally provided services, how users interact with the platforms and user behavior.

However, this subcriterion requires further detail. Personal does not formally name the third parties with
which it shares personal data. Nor does it mention a mechanism to ensure that third parties act lawfully.

It also does not explain the separate collection of data from public sources.

Without these specific details, it is impossible to understand the external source of the personal data
and the protections in place for the third parties that provide it.

WHO HAS YOUR BACK? PARAGUAY 2026 42



Personal meets subcriterion Il, information on processing purposes, since the Privacy Policy and the
Terms and Conditions indicate that the processing of personal data is intended to provide services,
manage service contracts, serve customers, bill, communicate, offer products and services and im-
prove services.

The app’s terms of use describe the purposes in the context of using the digital platform, including per-
sonalization, behavioral analysis and improving the user experience.

This information makes the purpose and context of personal data processing clear.

Similarly, regarding subcriterion lll, information on storage, security and sharing, Personal does not meet
this subcriterion. Although it describes the processing of personal data in general terms and mentions
the possibility of sharing data with third parties in the provision of services or in cases of compliance with
the law, this is insufficient to meet the substance of the subcriterion.

The documentation does not establish specific time limits for data storage and does not specify under
what circumstances data may be deleted or retained for longer periods; nor does it specify technical
security measures or differentiated access controls, nor does it detail the third parties with whom the
information is shared.

From this perspective, the available data does not adequately and sufficiently explain the storage of
personal data, the security of storage and data management throughout the storage lifecycle.

The Privacy Policy informs individuals of their personal data protection rights and details, to a certain
extent, the procedural framework for how these rights should be exercised.

The rights to access, rectify and update data are recognized and described, along with the means and
channels available for users to submit requests regarding their personal data.

However, more transparent information should be provided regarding the scope of each right and the
corresponding procedural framework for exercising them.

Regarding subcriterion V, responses to rights requests, Personal does not meet this subcriterion. Al-
though it acknowledges these rights, it has not established deadlines or methods for responding to re-
quests from users to exercise their rights.

The standard requires information on response times, the minimum content of responses and specific
mechanisms for handling such requests. If any of these elements are missing, the effective exercise of
these rights is not guaranteed.

Regarding subcriterion VI, updates to the Privacy Policy, Personal does not meet this subcriterion. While

it may update its policies and terms, there is no obligation to inform users of changes related to its oper-
ations concerning the collection and processing of their personal data.
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The absence of direct notification systems essentially places the responsibility on users to periodically

review the documents to detect changes and/or other updates. This does not meet the appropriate
standard in this regard.

Regarding subcriterion VII, accessibility, Personal meets this subcriterion. The Privacy Policy and the
Terms and Conditions are published on the company’s website and are easily accessible to users.

Furthermore, the documents are organized into user-friendly sections on the website, allowing users to
easily find relevant information.

In accordance with the established performance standard, Personal meets
3 out of 7 subcriteria and therefore receives a half-star rating.

N\
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CRITERION 2. Judicial authorization

Does the ISP commit to disclosing customer information, metadata and communications content only
upon presentation of a court order?

This category assesses whether the ISP requires authorities to present judicial authorization prior to the
disclosure of data regarding the content of communications or their metadata. Whether the company,
in its contract or any official document available to the public, makes clear to users the circumstances
under which judicial or administrative authorities may access their data.

Evaluation criteria

The ISP commits to providing data on the content of a user’s communications to judicial authorities,
subject to a prior court order;

Whether it distinguishes between the disclosure of data and metadata and commits to doing so only
subject to a prior court order.

Performance Standard:

Full star ﬁ The ISP meets all criteria
Half star i? The ISP meets one of the criteria
Empty star ﬁ The ISP does not meet any of the criteria
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REPORT - JUDICIAL AUTHORIZATION

©

«

STARLINK

STARLINK
Judicial authorization
Yes No
The ISP commits to providing data on the content of a user’s communications to A
judicial authorities, subject to a prior court order.
Whether it distinguishes between the disclosure of data and metadata and commits .

to doing so only subject to a prior court order.

Starlink regulates access to its users’ personal data primarily through its Privacy Policy (Starlink, 2026)
and its Terms of Service (Starlink, n.d.-c). These documents contain provisions regarding the disclosure
of information to authorities, but they do not establish sufficient safeguards regarding the requirement
for a prior court order.

Regarding subcriterion |, disclosure of communications content, Starlink makes no mention of disclosing
communications content exclusively in response to a court order.

According to its Privacy Policy, the company may disclose personal information to comply with legal,
regulatory or governmental requirements. This wording, such as “the company is required by law” or “to
comply with legal obligations,” does not limit disclosure to cases where a court order exists, but leaves
open the possibility of providing data in response to different types of governmental requests.

This approach is problematic under the evaluated standard, as it does not distinguish between levels
of legal requirements nor does it guarantee that users’ communication data remains subject to prior
judicial review of access.

Given the absence of an express requirement for a court order, we can conclude that the company may have
overly broad discretion to determine when to disclose the data, which negatively impacts users’ privacy.

Regarding subcriterion Il, metadata distinction and court order requirements, Starlink also fails to meet
this subcriterion. In the documents evaluated, there is no identifiable distinction between the content
of communications and metadata.

In its privacy policy, the company uses broad and generic categories, for example, in relation to “person-
al information” or “user data”, without necessarily distinguishing between the various types of data or
the levels of protection that may apply. It also does not specify any distinction regarding the provision of
metadata and does not require a court order for access by authorities.
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This omission is significant, as the subcriterion requires not only a distinction between content and
metadata but also a commitment to subject both to the requirement of a prior court order.

By failing to meet any of these conditions, the company does not meet the established standard.

In accordance with the established performance standard, Starlink does not meet

any of the established criteria and therefore receives an empty-star rating.
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CLARO - AMX PARAGUAY S.A.

Judicial authorization

Yes No
The ISP commits to providing data on the content of a user’s communications to °
judicial authorities, subject to a prior court order.
Whether it distinguishes between the disclosure of data and metadata and commits
o

to doing so only subject to a prior court order.

Claro Paraguay does not mention in its privacy policy or in its public contractual documents any com-
mitment to limit the authorities’ access to communication content or metadata to situations in which
a prior court order exists. Its privacy policy (AMX Paraguay S.A., n.d.-a) grants the company broad dis-
cretion, mentioning the possibility of sharing personal data to comply with legal provisions, guidelines,
procedures or government requirements. This wording does not limit the request to a court order but
rather allows for a broad scope of government requests.

For a more comprehensive analysis, the 2025 Communications Transparency Report (América Moévil,
2025) from Claro Paraguay’s parent company was reviewed. According to the report, América Movil pro-
tects the privacy of communications and describes its policy regarding the processing, receipt, analysis
and response to requests made by authorities. However, “competent authorities” refers to public au-
thorities with the power—by law, by a court order or by a prior requirement—to request data from users.
In general, this definition does not establish restrictions requiring a prior court order to access the data.

The report notes that América Mévil conducts a due diligence process for requests from authorities, and
that the disclosure of information may be required by a “request or order” from a competent authority
that meets the essential elements. This wording is significant because it distinguishes between a “re-
quest” and an “order,” and does not stipulate that all disclosures of information must necessarily be
based on a court order.

Regarding subcriterion |, disclosure of communications content, Claro does not meet this subcriterion.
The public documentation analyzed does not allow for the conclusion that the disclosure of communi-
cations content to authorities is subject exclusively and in all cases to a prior court order. Although some
documents refer to the need for a written order from a competent authority for certain actions, both the
privacy policy and the Communications Transparency Report use broader language, including referenc-
es to requirements, legal proceedings and requests from competent authorities. Consequently, the com-
pany does not expressly, uniformly and unequivocally establish that any disclosure of communications
content necessarily depends on a prior court order, a requirement mandated by this evaluation criterion.
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Regarding subcriterion I, metadata distinction and court order requirements, Claro also fails to meet
this subcriterion. Although the Transparency Report distinguishes between categories such as “disclo-
sure of retained data,” “real-time geolocation” and “interception of private communications,” it does
not specify with sufficient clarity what types of data each category encompasses nor does it expressly
state that the disclosure of retained data is subject to a prior court order.

This distinction suggests that the company differentiates between the content of communications and
other categories of information associated with communications. However, the documentation ana-
lyzed does not outline a specific policy for metadata nor does it publicly commit to subjecting its dis-
closure to the same standard of protection applicable to the content of communications. This omission
is particularly significant given that metadata can reveal sensitive information about users’ activities,
relationships, location and behavioral patterns.

According to the established performance standard, Claro does not meet any of
the criteria, just as in the previous edition, and therefore receives no stars.
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TIGO - TELEFONICA CELULAR DEL PARAGUAY S.A. (TELECEL S.A.)

Judicial authorization

Yes No
The ISP commits to providing data on the content of a user’s communications to °
judicial authorities, subject to a prior court order.
Whether it distinguishes between the disclosure of data and metadata and commits
to doing so only subject to a prior court order. o

Tigo Paraguay’s privacy policy makes no specific mention of the need for a court order to intercept com-
munications. In fact, its privacy notice (Tigo Paraguay, 2025a) stipulates that the company may provide
personal data in many circumstances, including requests from competent authorities, without a court
order being a necessary condition.

This overly broad wording allows for the disclosure of data in response to various types of government
requests, which does not meet the standard required under this criterion.

To supplement the analysis, the Annual Report on Disclosure to Judicial Authorities (Millicom Interna-
tional Cellular S.A., 2024) from Tigo Paraguay’s parent company was reviewed. In that report, Millicom
states that, in Paraguay, subsidiaries only disclose the content of communications upon presentation of
a court order, and that protocols are in place to verify the legitimacy of such orders before any intercep-
tion begins.

Furthermore, this report takes into account and distinguishes between different types of requests.
These include requests for the interception of communications, access to mobile financial services and
the collection of various types of data. It also indicates that requests for such data are evaluated for le-
gality before the requested information is disclosed.

However, this report has many serious issues that affect the assessment. First, it does not appear on
Tigo Paraguay’s website, but rather on Millicom’s corporate website. Second, it is not included in the con-
tracts or privacy statements available to users in Paraguay. Therefore, this report, by definition, cannot
be considered fully integrated into the transparency framework.

In this regard, even if the corporate group claims that standards are higher at the corporate level, in prac-
tice, they are not clearly stipulated in Tigo Paraguay’s local documentation.

Tigo does not meet subcriterion I, disclosure of communications content, because, although Millicom’s
Law Enforcement Disclosure Report (LED) report indicates that communications content is disclosed
only upon a court order, Tigo Paraguay’s privacy policy and agreements do not enshrine this safeguard.
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The criterion stipulates that this information must be readily available to users through the ISP’s public
documentation. Therefore, it is not possible to consider this subcriterion met based on information that
is not publicly available.

Regarding subcriterion Il, metadata distinction and court order requirements, Tigo also fails to meet
this subcriterion. While Millicom’s LED report distinguishes between different categories of information,
including communications content, customer metadata and other types of data, Tigo Paraguay’s public
documentation does not clearly and accessibly state that the disclosure of metadata is always subject
to a prior court order.

Furthermore, although Millicom states that requests undergo a legality review before information is
disclosed, there is no public and unequivocal commitment guaranteeing that all categories of metada-
ta will be disclosed only in compliance with a court order. This lack of clarity is particularly significant
given that metadata can reveal sensitive information about users’ activities, location, relationships
and behavioral patterns.

In accordance with the established performance standard, Tigo does not meet
any of the criteria set forth and therefore receives an empty-star rating.
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personal

PERSONAL - NUCLEO S.A.

Judicial authorization

Yes No
The ISP commits to providing data on the content of a user’s communications to °
judicial authorities, subject to a prior court order.
Whether it distinguishes between the disclosure of data and metadata and commits
to doing so only subject to a prior court order. o

Unlike other ISPs analyzed, Personal operates under a more limited regulatory framework regarding
government access to private data. Neither its Privacy Policy (Personal Paraguay, n.d.-a) nor its Terms
and Conditions (Personal Paraguay, n.d.-b, n.d.-c) disclose the specific circumstances under which the
company discloses information to public authorities.

In the documents reviewed, the company refers to general principles related to compliance with legal or
regulatory obligations, without clarifying whether the transmission of data, and in particular data relat-
ed to communications, is subject to the existence of a court order.

This lack of precision is significant, as the criterion under review requires a specific, unambiguous and
understandable guarantee for users regarding the circumstances under which their data could be hand-
ed over to the authorities.

Regarding subcriterion |, disclosure of communications content, Personal, like the other ISPs, does not
meet this subcriterion. In its Privacy Policy and contracts, there is no mention indicating that communica-
tions content will only be disclosed to public authorities upon the existence of a pre-existing court order.

The company simply states that it may disclose personal information to comply with its legal obligations
or requests from public authorities. This wording does not indicate any hierarchy of legal requirements
and does not guarantee that sensitive data, including the content of communications, will be accessed
only with the approval of an independent judicial authority.

The lack of a clear reference to a court order implies that the company is not providing users with a guar-
antee that their communications will be protected against potential access by the state.

Regarding subcriterion I, metadata distinction and court order requirements, Personal also fails to meet
this subcriterion. The documents analyzed do not identify a clear distinction between the content of
communications and metadata, nor do they establish specific conditions for the processing or disclo-
sure of the latter.
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Furthermore, there are no provisions requiring that the transmission of metadata be preceded by a
court order. The absence of such a distinction is significant, as metadata, which includes call logs, loca-
tion data and IP addresses can, and often does, contain highly sensitive user-related data.

The lack of distinction in this matter does not ensure that the company is implementing differentiated
protection standards based on the type of data, which is inconsistent with the criterion being evaluated.

Based on its published statements, Personal does not appear to take a clear stance on the need to ob-
tain a court order when providing data on the content of communications or metadata.

In accordance with the established performance standard, Personal does not meet
any of the established criteria and therefore receives an empty-star rating.
N
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CRITERION 3. User notification

To earn one star in this category, companies must meet at least one of the following actions: Have a
policy that ensures notification to users affected by government surveillance measures as soon as per-
mitted by law. Demonstrate that they have taken legal action to remove legal or regulatory barriers that
hinder such notifications. Show that they have advocated for notification mechanisms before Congress
or other regulatory bodies.

Evaluation criteria

The company commits to notifying users before complying with requests for account information and
connection logs in cases where notification is not prohibited by law, or to issuing a notification as soon
as legally possible.

The company commits to notifying users before complying with requests for account information and
connection logs in cases where notification is not prohibited by law, or to notifying them as soon as it is

legally permitted.

Performance standard:

Full star ﬁ The ISP meets all criteria

Empty star i} The ISP does not meet any of the criteria
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REPORT - USER NOTIFICATION

»

«

STARLINK

STARLINK
Yes No
Does the ISP notify users about the disclosure of personal data to third parties?
The company commits to notifying users before complying with requests for account
()

information and connection logs in cases where notification is not prohibited by law,
or to issuing a notification as soon as legally possible.

Starlink governs the processing and disclosure of personal data primarily through its Privacy Policy (Star-
link, 2026) and its Terms of Service (Starlink, n.d.-c). These documents describe its processes for man-
aging and disclosing personal information. In them, the company reserves the right to disclose private
information to comply with legal, regulatory or governmental obligations.

In the documents reviewed, there is no provision establishing a commitment to notify users when the
government requests their information, regardless of when such a request is made.

The privacy policy is limited to explaining the conditions under which the company may disclose in-
formation, but it does not include dynamic transparency measures for users regarding government re-
quests for data access. In particular, it does not provide for mechanisms for subsequent or deferred
notification that would allow users to be informed once any legal or procedural restrictions preventing
such notification have ceased.

The documents analyzed also lack any reference to legal, regulatory or institutional safeguards in these
contexts that would promote user notification mechanisms.

The absence of safeguards reduces transparency regarding how personal information is processed and
significantly hinders users’ ability to understand and, ultimately, challenge the government’s access to
their information.

In accordance with the established performance standard, Starlink does
not meet the criterion and therefore receives an empty-star rating.

N\
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Claro~

CLARO - AMX PARAGUAY S.A.

User notification

Yes No

Does the ISP notify users about the disclosure of personal data to third parties?

The company commits to notifying users before complying with requests for account
information and connection logs in cases where notification is not prohibited by law,
or to issuing a notification as soon as legally possible.

Claro Paraguay regulates the processing and disclosure of personal data through its privacy policy (AMX
Paraguay S.A., n.d.-a) and contractual terms (AMX Paraguay S.A., n.d.-c, n.d.-b). In the privacy policy and
contracts, the company states that personal information may be shared to comply with the company’s
legal and regulatory obligations or to meet requests from authorities.

However, there is no provision in the reviewed documentation indicating that the company will commit
to informing users when their personal information is requested by the government, whether before or
after such information has been provided.

The privacy policy describes the circumstances under which data may be disclosed, such as to comply
with a legal requirement or a request from authorities, but it does not specify the means that would be
used to proactively inform users about these matters. There is no provision regarding whether users
may be notified in accordance with the law, nor regarding the specific conditions under which notifica-
tion would not be provided in the event that legal restrictions are lifted.

The privacy policy describes the circumstances under which data may be disclosed, such as to comply
with a legal requirement or a request from authorities, but it does not specify how users would be pro-
actively informed about these matters. There is no provision on whether users may be notified where
permitted by law, nor on whether they will be notified once any legal restrictions preventing notification
have been lifted.

An analysis of the 2025 Communications Transparency Report (América Mévil, 2025) also finds no evi-
dence of user notification policies. Although the report describes internal procedures for receiving, as-
sessing and processing requests from authorities, it focuses solely on verifying the legality of those re-
quests and does not establish a procedure for notifying affected users.

The report describes its internal processes regarding the receipt, evaluation and processing of requests

from authorities. However, these internal processes only describe the requests and do not provide
mechanisms for affected users to be informed about them.
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Similarly, there are no references to legal or regulatory efforts to promote notification mechanisms, nor
to public advocacy efforts for this purpose.

In this context, the lack of any commitment to notification constitutes a structural omission that pre-
vents users from knowing whether their data has been accessed by the government, even when there
are no legal barriers to informing them.

In accordance with the established performance standard, Claro does not
meet the criterion and therefore receives an empty-star rating.
N\
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TIGO - TELEFONICA CELULAR DEL PARAGUAY S.A. (TELECEL S.A.)

User notification

Yes No

Does the ISP notify users about the disclosure of personal data to third parties?

The company commits to notifying users before complying with requests for account

information and connection logs in cases where notification is not prohibited by law, o
or to issuing a notification as soon as legally possible.

The Privacy Policy (Tigo Paraguay, 2025a), its Terms and Conditions (Tigo Paraguay, 2025b) and supple-
mentary documentation (Tigo Paraguay, 2025c¢) describe how the company collects and discloses user
data. The policy states that the company may share user data to comply with legal, regulatory or other
official requirements.

However, the documents available to users in Paraguay lack a provision or statement describing the
company’s intention to inform users about the transfer of data to government authorities, whether be-
fore or after such a transfer.

As part of this analysis, the Annual Law Enforcement Disclosure Report (LED) from Millicom (Millicom In-
ternational Cellular S.A., 2024), the parent company of Tigo Paraguay, was reviewed. This report outlines
the corporate group’s internal processes for receiving and processing data requests from authorities, as
well as the types of data that may be requested, including the content and metadata of communications.

However, it does not reflect the company’s commitment to notifying users. Since the document focuses
on the legality of requests and the company’s internal compliance controls, it does not address the lack
of a user’s right to know when the government is accessing their data.

Similarly, the reviewed documents contain no references to legal, regulatory or institutional advocacy
efforts to promote user notification mechanisms in this context.

Therefore, the structural omission of any reference to notification mechanisms means that users will not
know if their personal data has been requested by a State, or if it has been the subject of a government
request, even when there is no legal prohibition against notification.

In accordance with the established performance standard, Tigo does not

meet the criterion and therefore receives an empty-star rating.
N\
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personal

PERSONAL - NUCLEO S.A.

User notification

Yes No

Does the ISP notify users about the disclosure of personal data to third parties?

The company commits to notifying users before complying with requests for account

information and connection logs in cases where notification is not prohibited by law, o
or to issuing a notification as soon as legally possible.

Personal governs the processing and disclosure of personal data through its Privacy Policy (Personal
Paraguay, n.d.-a), its General Terms and Conditions (Personal Paraguay, n.d.-b) and the App Terms and
Conditions (Personal Paraguay, n.d.-c). According to the company’s statements in these documents, the
sharing of personal data may occur to comply with legal, regulatory or other obligations to the compe-
tent authorities.

However, in the documents reviewed, there is no clause establishing or describing the obligation to in-
form users about the data requested by public authorities, not even after the data has been shared.

The privacy policy generally describes the conditions under which the company discloses information,
but it lacks protections for consumer privacy. For example, the policy does not provide for deferred or
retroactive notifications, nor does it address the user’s right to be informed following a government re-
quest for information within the established legal timeframe.

Similarly, the same can be said about the Terms and Conditions, which are general and specific to the
app. They are not supplemented by additional provisions that would establish communication with the
user in such cases.

According to the established performance standard, Personal does
not meet the criterion and therefore receives no stars.

N\
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CRITERION 4. Policies for the promotion and defense of human rights

Does the ISP have a public position on respecting and promoting human rights on the Internet, particu-
larly against mass surveillance or unchecked surveillance of communications?

This criterion assesses whether the company has an institutional policy that acknowledges its responsi-
bility to protect and respect human rights, including the right to privacy, and whether it participates in
forums or mechanisms aimed at promoting these rights within the scope of its corporate responsibilities.

It also considers whether the company has intervened, individually or collectively, in public process-
es related to legislative advocacy or before regulatory bodies to defend the right to privacy, as well as
whether it has taken legal measures to protect the privacy of its users.

Furthermore, this criterion evaluates whether the company carries out activities such as awareness
campaigns, informational sessions or advertising initiatives aimed at raising awareness about the im-
portance of privacy and digital rights. This criterion seeks to measure the company’s comprehensive
commitment to privacy from various perspectives.

Evaluation criteria

Whether the ISP promotes policy or legal initiatives to protect the privacy of its users before Congress,
for example through legislative proposals or participation in hearings, or before the courts;

Whether the ISP carries out activities, events, advertising campaigns or publishes reports with the aim
of raising public awareness about the right to privacy and/or the protection of personal data;

Whether the company has challenged, through judicial proceedings, legislation or legal interpretations
that it considers to violate the privacy of Internet users. The challenge was based on the grounds that
the legislation is disproportionate, does not clearly, precisely and specifically define the cases and cir-
cumstances under which data must be provided and/or does not provide adequate safeguards against
potential abuses;

Whether the company challenged, either judicially or administratively, at least once during the period
under review, abusive requests for access to user data. Such challenges were based on the grounds
that the requests exceeded the legal authority of the requesting entity and/or were disproportionate
due to a lack of clarity and precision regarding the data requested and the rationale. In addition, any
other reason that compromises users’ right to privacy may be grounds for challenge;

Whether the company participates in any sectoral or multisectoral mechanism for the promotion, re-

spect and protection of human rights within the scope of its corporate responsibilities. (Examples:
Global Network Initiative, Telecommunications Industry Dialogue, Global Compact).
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Performance standard:
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REPORT - POLICIES FOR THE PROMOTION
AND DEFENSE OF HUMAN RIGHTS

©

«

STARLINK

STARLINK

Policies for the promotion and defense of human rights

Whether the ISP promotes policy or legal initiatives to protect the privacy of its
users before Congress, for example through legislative proposals or participation in °
hearings, or before the courts.

Whether the ISP carries out activities, events, advertising campaigns or publishes
reports with the aim of raising public awareness about the right to privacy and/or the °
protection of personal data.

Whether the company has challenged, through judicial proceedings, legislation or
legal interpretations that it considers to violate the privacy of Internet users. The
challenge was based on the grounds that the legislation is disproportionate, does
not clearly, precisely and specifically define the cases and circumstances under
which data must be provided and/or does not provide adequate safeguards against
potential abuses

Whether the company has challenged, either judicially or administratively, at least
once during the period under review, abusive requests for access to user data. Such
challenges were based on the grounds that the requests exceeded the legal authority
of the requesting entity and/or were disproportionate due to a lack of clarity and
precision regarding the data requested and the rationale. In addition, any other
reason that compromises users’ right to privacy may be grounds for challenge.

Whether the company participates in any sectoral or multisectoral mechanism for the
promotion, respect and protection of human rights within the scope of its corporate
responsibilities. (Examples: Global Network Initiative, Telecommunications Industry
Dialogue, Global Compact).

Starlink provides no public, verifiable evidence that it has an active policy that defends or promotes
any form of human rights regarding individual privacy, data protection or resistance to abuses in gov-
ernment data requests. Compared to the other ISPs analyzed, there are no documented transparency
reports, human rights reports, ESG reports or any institutional documents demonstrating that the com-
pany has specific commitments to defending individuals’ rights to free expression, protecting privacy or
safeguarding personal data in connection with the company’s provision of internet service.
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Regarding subcriterion I, policy or legal initiatives to protect privacy, no policy or legal initiatives un-
dertaken by Starlink or SpaceX to protect the privacy of their users were identified before Congress,
the courts or other institutional bodies. The available evidence is limited primarily to terms of service,
privacy provisions, contractual terms, operational policies and legal compliance, rather than advocacy
aimed at addressing gaps in the protection of digital rights.

The conclusion of the review of official documents is that there is no evidence of any public action by
Starlink to promote legislation or engage in institutional advocacy to strengthen legal protections for
privacy against the collection of user data by state agencies. Therefore, there is no evidence that this
subcriterion is met.

Regarding subcriterion Il, activities, campaigns, advertisements or reports, Starlink also fails to meet
this subcriterion. Although there are public documents on privacy and sustainability published by
SpaceX, these do not constitute campaigns, sessions, reports or activities aimed at promoting the right
to privacy and data protection.

SpaceX’s public document on space sustainability (SpaceX, n.d.) addresses the sustainability of the
space environment, the mitigation of orbital debris and the protection of the space environment. This
public document does not address the protection of user privacy or the protection of personal data.
Similarly, SpaceX’s privacy policy (SpaceX, 2024) outlines data rights and processing practices but does
not constitute a public awareness initiative regarding privacy or data protection.

Therefore, no public actions were identified that meet the required standard.

Regarding subcriterion Ill, challenging legislation or legal interpretations, no verifiable public evidence
was identified showing that Starlink or SpaceX has challenged any law or legal interpretation on the
grounds that such laws are disproportionate, incorrect or insufficient in terms of privacy laws.

For this subcriterion, the company’s participation in general discussions about regulations in the satel-
lite or connectivity industry is insufficient. Concrete, verifiable legal action regarding the privacy of inter-
net users is required. This type of evidence was also not found in public records or other official records.

Regarding subcriterion IV, challenging abusive requests for access to user data, Starlink also fails to meet
this subcriterion. No transparency reports, government request reports or other public documentation
were identified in which the company states that it has challenged abusive requests for access to user
data, either judicially or administratively.

This omission is particularly significant given that Starlink provides a global internet service and does not
issue an independent report on government requests for data access, nor does it disclose the criteria for
potentially rejecting, challenging or opposing excessive requests.

Finally, regarding subcriterion V, participation in sectoral or multisectoral mechanisms, no evidence was
found that Starlink or SpaceX participate in sectoral or multisectoral mechanisms specifically aimed at
promoting, respecting and protecting human rights within the scope of their corporate responsibilities.

A review of institutional records shows that the Global Network Initiative publishes its membership ros-
ter (Global Network Initiative, n.d.), but neither Starlink nor SpaceX is listed among its members. The
United Nations Global Compact also maintains a public database of corporate participants (United Na-
tions Global Compact, n.d.), but neither Starlink nor SpaceX was identified as a participant.
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Although SpaceX/Starlink may participate in technical or regulatory forums in the space or telecommu-
nications sectors, no participation was identified in human rights mechanisms equivalent to the GNI,
the Telecommunications Industry Dialogue, the Global Compact or other similar forums.

Therefore, Starlink receives an empty-star rating, as none of the subcriteria are met.
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CLARO - AMX PARAGUAY S.A.

Policies for the promotion and defense of human rights

Whether the ISP promotes policy or legal initiatives to protect the privacy of its
users before Congress, for example through legislative proposals or participation in °
hearings, or before the courts.

Whether the ISP carries out activities, events, advertising campaigns or publishes
reports with the aim of raising public awareness about the right to privacy and/or the °
protection of personal data.

Whether the company has challenged, through judicial proceedings, legislation or

legal interpretations that it considers to violate the privacy of Internet users. The

challenge was based on the grounds that the legislation is disproportionate, does

not clearly, precisely and specifically define the cases and circumstances under o
which data must be provided and/or does not provide adequate safeguards against

potential abuses

Whether the company has challenged, either judicially or administratively, at least

once during the period under review, abusive requests for access to user data. Such

challenges were based on the grounds that the requests exceeded the legal authority

of the requesting entity and/or were disproportionate due to a lack of clarity and o
precision regarding the data requested and the rationale. In addition, any other

reason that compromises users’ right to privacy may be grounds for challenge.

Whether the company participates in any sectoral or multisectoral mechanism for the
promotion, respect and protection of human rights within the scope of its corporate
responsibilities. (Examples: Global Network Initiative, Telecommunications Industry
Dialogue, Global Compact).

Claro shows significant progress in the broad areas of human rights, privacy and digital security through
documents and initiatives from its parent company, América Mévil. However, in the most recent period,
there have been no public legal or political advocacy efforts to protect users’ privacy against abusive
regulations, interpretations of the law or government demands.

Regarding subcriterion |, policy or legal initiatives to protect privacy, there have been no policy or legal
initiatives sponsored by Claro Paraguay in recent years aimed at addressing the protection of user priva-
cy in Congress, the judicial system or other relevant forums.
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Claro meets subcriterion I, activities, campaigns, advertisements or reports. América Mévil’s 2024 Sus-
tainability Report includes a section titled “Privacy Protection and Responsible Use of Customer Data.”
Through sub-reports and stated corporate policies, the report details the establishment of data pro-
tection teams at subsidiaries, various controls and mandatory training on privacy and personal data
protection. It also reports that by the end of 2024, 93% of employees, as well as 1,035 business partners,
had received training on privacy and personal data protection (América Mévil, 2024).

Furthermore, the report notes that América Movil supports the protection of privacy, information secu-
rity and the right to freedom of expression. It also mentions that the company does not interfere with
its customers’ communications in any way, such as by monitoring or restricting communications, or
through other means of manipulation.

Although many of these actions are part of internal training programs and corporate reports, they con-
stitute sufficient public evidence of activities and reports related to privacy, data protection and digital
rights.

In contrast, under subcriterion llI, challenging legislation or legal interpretations, there is no public evi-
dence that Claro Paraguay or América Mévil have challenged legislation or legal interpretations in court
regarding the privacy of internet users and/or disproportionality.

The 2025 Transparency Report (América Mévil, 2025) states that the company has legal review proce-
dures for requests from authorities, but does not mention that it has taken legal action against laws or
legal interpretations that limit privacy.

The 2025 Transparency Report states that América Movil rejects requests that violate the law or are inap-
propriate, and that the company has its own verification procedures.

However, the subcriterion requires that the company have effectively challenged, questioned or rejected
atleast one abusive request during the period under review. The available documentation only allows for
the identification of internal mechanisms for reviewing, verifying and potentially rejecting requests. Fur-
thermore, according to the information published by América Mévil for Paraguay, no rejected requests
were recorded during the period evaluated, unlike what was observed in some other countries where
the corporate group operates. Therefore, there is no public evidence to conclude that the company has
effectively challenged or rejected an abusive request in Paraguay during the period analyzed.

Regarding subcriterion V, participation in sectoral or multisectoral mechanisms, Claro does meet this
subcriterion through América Movil. The 2024 Sustainability Report states that América Mévil aligns its
sustainability strategy with the principles of the United Nations Global Compact and the Sustainable De-
velopment Goals. Furthermore, the report indicates that the company actively participates in the GSMA,
including sector-specific working groups.

Based on the above, Claro meets two of the five established
criteria and therefore receives a half-star rating.

N\

A
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Policies for the promotion and defense of human rights

Whether the ISP promotes policy or legal initiatives to protect the privacy of its
users before Congress, for example through legislative proposals or participation in °
hearings, or before the courts.

Whether the ISP carries out activities, events, advertising campaigns or publishes
reports with the aim of raising public awareness about the right to privacy and/or the °
protection of personal data.

Whether the company has challenged, through judicial proceedings, legislation or
legal interpretations that it considers to violate the privacy of Internet users. The
challenge was based on the grounds that the legislation is disproportionate, does
not clearly, precisely and specifically define the cases and circumstances under
which data must be provided and/or does not provide adequate safeguards against
potential abuses

Whether the company has challenged, either judicially or administratively, at least
once during the period under review, abusive requests for access to user data. Such
challenges were based on the grounds that the requests exceeded the legal authority
of the requesting entity and/or were disproportionate due to a lack of clarity and
precision regarding the data requested and the rationale. In addition, any other
reason that compromises users’ right to privacy may be grounds for challenge.

Whether the company participates in any sectoral or multisectoral mechanism for the
promotion, respect and protection of human rights within the scope of its corporate
responsibilities. (Examples: Global Network Initiative, Telecommunications Industry
Dialogue, Global Compact).

Tigo Paraguay has a relatively well-developed corporate structure regarding human rights through its
parent company, Millicom. However, as with other criteria analyzed, there is a gap between corporate
commitments and their local implementation or visibility, which effectively reduces compliance with the
evaluated criteria.

In subcriterion I, policy or legal initiatives to protect privacy, no recent initiatives by Tigo Paraguay have
been documented that directly promote the protection of user privacy before Congress, the judiciary or
other institutional bodies.

Although previous reports documented the company’s participation in certain regulatory processes,
such as the approval of regulations on telecommunications user protection and the role of Cybersecuri-
ty and user privacy protection, no initiatives to protect digital rights or engage in public policy advocacy
were documented during the period evaluated.
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Millicom’s own statements regarding its intention to support processes to strengthen the regulatory
framework and cybersecurity do not correspond to any demonstrated local action.

Regarding subcriterion I, activities, campaigns, advertisements or reports, compliance with this subcri-
terion is based primarily on the existence of Millicom’s corporate policies, rather than on local evidence
directly attributable to Tigo Paraguay.

In particular, Millicom has a human rights policy (Millicom International Cellular S.A., 2023b) that incorpo-
rates commitments regarding privacy, personal data protection and freedom of expression, in line with
international standards. Likewise, the Law Enforcement Disclosure Report (LED) (Millicom International
Cellular S.A., 2024) serves as an institutional transparency mechanism that addresses the handling of re-
quests from authorities and the protection of communications, providing relevant information on data
governance and the company’s approach to digital rights.

At the local level, Tigo’s corporate website (Tigo Paraguay, n.d.) indicates that there are programs fo-
cused on corporate social responsibility, particularly in the areas of inclusion and digital education. How-
ever, the information provided is insufficient to verify whether these programs were implemented during
the period analyzed, as no implementation or update dates are provided.

Therefore, despite the existence of corporate commitments and transparency mechanisms at the corpo-
rate group level, the lack of clear, up-to-date and verifiable information on specific campaigns or initia-
tives carried out by Tigo Paraguay limits the scope of this subcriterion at the local level.

Regarding subcriterion Ill, challenging legislation or legal interpretations, no verifiable public evidence
was found that Tigo Paraguay or Millicom have challenged legislation or legal interpretations in court on
the grounds that they violate users’ right to privacy.

While the LED report mentions the possibility of filing complaints with judicial bodies for violations of the
law, this reference does not prove the existence of a specific action and/or litigation strategy to protect
digital rights.

Tigo also fails to meet subcriterion IV, challenging abusive requests for access to user data. However,
Millicom reports that it has internal procedures to assess the legality of data access requests and that it
may reject those that do not meet legal requirements.

The standard requires evidence that the company has challenged abusive requests through judicial or
administrative channels during the period under review. The document does not prove the existence
of a specific challenge, but rather demonstrates the existence of internal mechanisms for review and
rejection.

Finally, Tigo does meet subcriterion V, participation in sectoral or multisectoral mechanisms. Millicom
participates in relevant sectoral forums such as the GSMA (GSMA, n.d.), which means it is part of an inter-
national ecosystem where sector guidelines, as well as practices and theories relating to sustainability
and digital governance, are discussed.

Based on the above, Tigo meets two of the five established
criteria and therefore qualifies for a half-star rating.

N\

A
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personal

PERSONAL - NUCLEO S.A.

Policies for the promotion and defense of human rights

Whether the ISP promotes policy or legal initiatives to protect the privacy of its
users before Congress, for example through legislative proposals or participation in °
hearings, or before the courts.

Whether the ISP carries out activities, events, advertising campaigns or publishes
reports with the aim of raising public awareness about the right to privacy and/or the °
protection of personal data.

Whether the company has challenged, through judicial proceedings, legislation or
legal interpretations that it considers to violate the privacy of Internet users. The
challenge was based on the grounds that the legislation is disproportionate, does
not clearly, precisely and specifically define the cases and circumstances under
which data must be provided and/or does not provide adequate safeguards against
potential abuses

Whether the company has challenged, either judicially or administratively, at least
once during the period under review, abusive requests for access to user data. Such
challenges were based on the grounds that the requests exceeded the legal authority
of the requesting entity and/or were disproportionate due to a lack of clarity and
precision regarding the data requested and the rationale. In addition, any other
reason that compromises users’ right to privacy may be grounds for challenge.

Whether the company participates in any sectoral or multisectoral mechanism for the
promotion, respect and protection of human rights within the scope of its corporate
responsibilities. (Examples: Global Network Initiative, Telecommunications Industry
Dialogue, Global Compact).

Personal Paraguay demonstrates a poorly developed public policy framework for protecting human
rights in the areas of privacy and personal data protection. Compared to other Internet service providers,
no institutional documents, corporate reports or public evidence were identified that would indicate a
structured strategy in this area at the local level.

Regarding subcriterion |, policy or legal initiatives to protect privacy, there is no evidence that Personal
Paraguay has undertaken initiatives to promote user privacy before Congress, the judiciary or any other
institution. Furthermore, no recent participation by Personal Paraguay has been detected in the legisla-
tive process or in regulatory processes aimed at developing and implementing regulatory frameworks
related to digital rights or the protection of personal data.
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Regarding subcriterion II, activities, campaigns, advertisements or reports,there is no public evidence
during the period analyzed that Personal Paraguay has launched initiatives, events, programs or reports
to raise awareness about personal data protection or privacy protection.

Regarding subcriterion I, challenging legislation or legal interpretations, no evidence was found to
demonstrate that Personal Paraguay challenged legislation or legal interpretations deemed dispropor-
tionate or contrary to users’ right to privacy.

Regarding subcriterion IV, challenging abusive data access requests, no public records, reports or de-
scriptions from government institutions were found to confirm that, during the period under review, Per-
sonal Paraguay challenged an abusive data access request on behalf of its users, either through admin-
istrative or judicial channels.

Personal does meet subcriterion V, participation in sectoral or multisectoral mechanisms. Through its
corporate group, it participates in the GSMA, a global mobile industry organization that promotes stan-
dards, best practices and forums for dialogue on sustainability, digital governance and the development
of the telecommunications ecosystem (GSMA, n.d.).

Therefore, Personal receives a one-quarter star rating, as it meets one of the criteria.

N\

PR
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CRITERIONS. Transparency

Does the ISP publish transparency reports containing information on how many times governments
have requested data on its users and how often the company provided such data to governments?

The transparency report discloses the origin of requests to block or remove content from the Internet—
including child pornography, copyright infringement, compliance with the company’s own policies, etc.
Although ISPs in Paraguay are under no obligation to produce proactive transparency reports, this could
be an opportunity to demonstrate that they are committed to building trust in their relationships with
customers based on transparency.

Evaluation criteria

The ISP publishes transparency reports so that users can learn about its cooperation with government
authorities regarding the data provided;

The ISP publishes transparency reports informing about its cooperation with government authorities,
specifying:

the number of requests and disclosures categorized by data type—whether account information
or connection logs;

the number of requests and disclosures categorized by the government authority that made the
request;

the number of requests and disclosures categorized by the reason cited by the government autho-
rity—such as the presentation of evidence in civil, criminal or administrative cases, etc.

Performance standard:

Full star i} The ISP meets all criteria
Half star ﬁ The ISP meets one of the criteria
Empty star i} The ISP does not meet any of the criteria
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REPORT - TRANSPARENCY

»

«

STARLINK

STARLINK
Yes No
The ISP publishes transparency reports so that users can learn about its cooperation
[

with government authorities regarding the data provided.

The ISP publishes transparency reports informing about its cooperation with

government authorities, specifying: (a) the number of requests and disclosures

categorized by data type—whether account information or connection logs; (b) the

number of requests and disclosures categorized by the government authority that °
made the request; (c) the number of requests and disclosures categorized by the

reason cited by the government authority—such as the presentation of evidence in

civil, criminal or administrative cases, etc.

Starlink does not publish transparency reports detailing the number of data requests made to it by gov-
ernment agencies, nor how often the company provides this type of information.

The documents that are available, including the privacy policy and terms of service, state that the com-
pany may provide user data if required to do so by law or in response to a request from the appropriate
authorities. However, these terms do not constitute transparency reports, as they do not contain quan-
titative or systematic information about requests for data access.

Furthermore, there are no institutional reports, corporate documents or specific sections on the Starlink
website or that of its parent company, SpaceX, that detail statistics on government data requests, their
origin or their rationale.

The lack of transparency reports demonstrates a lack of public access to data needed to measure or
describe the scope, volume or even the manner in which Starlink provides data to various government
institutions. This severely hinders the ability of end users and civil society to assess whether the data
provided is balanced and in compliance with international standards and practices.
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Therefore, in the absence of a transparency report, the requirements of this subcriterion are not met
with regard to describing the information requested by type, the authority that requested the informa-
tion and the reason behind the request.

In accordance with the established performance standard, Starlink does not

meet any of the criteria and therefore receives an empty-star rating.
N\

PRy
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CLARO - AMX PARAGUAY S.A.

Yes No

The ISP publishes transparency reports so that users can learn about its cooperation

with government authorities regarding the data provided. o

The ISP publishes transparency reports informing about its cooperation with

government authorities, specifying: (a) the number of requests and disclosures

categorized by data type—whether account information or connection logs; (b) the

number of requests and disclosures categorized by the government authority that °
made the request; (c) the number of requests and disclosures categorized by the

reason cited by the government authority—such as the presentation of evidence in

civil, criminal or administrative cases, etc.

Claro Paraguay, through its parent company América Movil, publishes regular transparency reports.
These reports contain data on requests for information from government authorities and how the com-
pany has responded to those requests.

The 2025 Communications Transparency Report (América Movil, 2025) is a publicly available source that
allows users to assess the company’s level of cooperation with judicial authorities, thereby meeting the
first subcriterion.

Regarding subcriterion I, publication of transparency reports, América Mévil publishes transparency re-
ports that show the total number of requests for information received from government authorities and
the percentage of requests that were granted and/or denied.

It also provides statistics by country, which helps users find information on Paraguay, including the num-
ber of requests and their classification by type of authority. In addition, it includes descriptions of the
internal review of requests, including criteria of legality and proportionality.

Regarding subcriterion Il, content and disaggregation of the report, the 2025 Transparency Report pres-
ents disaggregated information that meets the standards required by this subcriterion.

In particular, the report includes: a classification of requests by type of data requested (e.g., retained
data, geolocation or communications interception); identification of the authorities making the requests
(including judicial and prosecutorial authorities); and a description of the applicable legal framework
and the types of requests processed.
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Within the scope of the analysis, Claro has established itself as the ISP most committed to transpar-
ency by disseminating, through its parent company América Mdvil, detailed reports on government
data requests, which are published periodically and in an accessible manner to describe their scale and
characteristics.

There are still some areas for improvement, such as providing more details to break down the moti-
vations and categories of the requests, but the quality of the data exceeds international industry best
practices and that of the ISPs covered in this report.

Therefore,Claro receives a full-star rating for meeting all established criteria.
N\

W
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TIGO - TELEFONICA CELULAR DEL PARAGUAY S.A. (TELECEL S.A.)

Yes No

The ISP publishes transparency reports so that users can learn about its cooperation

with government authorities regarding the data provided. o

The ISP publishes transparency reports informing about its cooperation with

government authorities, specifying: (a) the number of requests and disclosures

categorized by data type—whether account information or connection logs; (b) the

number of requests and disclosures categorized by the government authority that °
made the request; (c) the number of requests and disclosures categorized by the

reason cited by the government authority—such as the presentation of evidence in

civil, criminal or administrative cases, etc.

Tigo Paraguay, through its parent company, Millicom, publishes the Law Enforcement Disclosure Report
(LED) (Millicom International Cellular S.A., 2024), which serves as a mechanism for institutional transpar-
ency regarding the company’s cooperation with government authorities on data access.

This document allows for an assessment of compliance with the first subcriterion but has significant
shortcomings regarding the level of data disaggregation, which limits compliance with the second
subcriterion.

Regarding subcriterion |, publication of transparency reports, Millicom periodically publishes the Law
Enforcement Disclosure Report (LED), which provides data on the number of information requests made
by government agencies.

This report covers the countries in which the company operates, including Paraguay, and provides infor-
mation on the total number of requests received, as well as the general categories of the requests.

This report allows users to understand the parameters of the data requests processed and the frame-
work of the company’s interactions with the government, thereby meeting the standard required by this
subcriterion.

Although the LED report provides some categorization of requests, for example, distinguishing between
communications interception and metadata, as well as mobile financial services, the level of disaggre-
gation remains insufficient.
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Specifically, the report highlights the following shortcomings: the number of requests submitted is not
broken down by country, but rather by region (South America); the differentiation by data type is neither
detailed nor consistent in most cases; the categorization of requesting authorities is not carried out sys-
tematically in most cases; and the grounds for the requests remain unclear, for example, whether they
involve civil, criminal or administrative proceedings.

These limitations hinder a complete understanding of the context and circumstances surrounding re-
quests for access to data.

Therefore, although the report represents a notable step toward transparency, it does not yet meet the
disaggregation standard for this criterion.

Consequently, Tigo receives a half-star rating for meeting one of the criteria.
N\

A
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personal

PERSONAL - NUCLEO S.A.

Yes No

The ISP publishes transparency reports so that users can learn about its cooperation
with government authorities regarding the data provided. o

The ISP publishes transparency reports informing about its cooperation with

government authorities, specifying: (a) the number of requests and disclosures

categorized by data type—whether account information or connection logs; (b) the

number of requests and disclosures categorized by the government authority that °
made the request; (c) the number of requests and disclosures categorized by the

reason cited by the government authority—such as the presentation of evidence in

civil, criminal or administrative cases, etc.

Personal Paraguay does not publish transparency reports that would allow users to assess how many
requests government agencies have made for user data, or how frequently the company provides data
to these authorities.

Compared to other ISPs analyzed that have published reports at the local level (or at the level of their
parent companies), there are no reports containing quantitative data on government data access re-
quests on the company’s website or in publicly available corporate documentation.

Personal does not meet subcriterion |, publication of transparency reports, due to its failure to disclose
transparency and institutional reports. Furthermore, no specific sections of this website were found that
provide information on how the website handles government data requests.

Since the ISP does not publish transparency reports, it also fails to meet subcriterion Il, content and
disaggregation of the report, as the publicly available information does not allow for determining: the
number of data requests received; the classification of requests by data type (content or metadata); the
authorities making the requests or the purposes of such requests.

In accordance with the performance standard, Personal receives
an empty-star rating, as none of the criteria are met.
N\
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CRITERION 6. Guidelines for requesting personal information

Does the ISP provide clear and complete information on the guidelines, procedures or protocols intend-
ed for law enforcement agencies and other government bodies that explain how they should request
personal information from its customers? What are the conditions for the disclosure of such personal
information?

The evaluation will assess whether the ISP has guidelines, procedures and protocols that determine how
each company cooperates with the State, whether by providing information to the criminal prosecution
system or for other types of investigations, and, where applicable, what specific requirements must be
met for that purpose. It will also assess whether the company, when establishing its own rules for local
authorities, takes the national context into account or whether the pre-established guidelines are based
on foreign procedures; and, if so, verify whether those guidelines are more stringent in protecting the
privacy of its users.

Evaluation criteria

Whether the ISP has guidelines, procedures or protocols that determine how it will receive requests for
information from its customers;

Whether the guidelines, procedures or protocols are publicly available;

Whether these guidelines, procedures or protocols explain in detail the steps to be followed in re-
sponse to a request and the procedure for providing the data to the requesting authority.

Performance standard:
Full star The ISP meets all criteria
Half star The ISP meets two of the criteria

One-quarter star The ISP meets one of the criteria

Empty star The ISP does not meet any of the criteria

P Rp Bp 5P
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REPORT - GUIDELINES FOR REQUESTING
PERSONAL INFORMATION

©

«

STARLINK

STARLINK

Guidelines for requesting personal information

Yes No
Whether the ISP has guidelines, procedures or protocols that determine how it will
receive requests for information from its customers. o
Whether the guidelines, procedures or protocols are publicly available. °

Whether these guidelines, procedures or protocols explain in detail the steps to be
followed in response to a request and the procedure for providing the data to the [ )
requesting authority.

Starlink does not disclose guidelines, instructions or protocols to government agencies regarding how
they should handle requests for specific user data or internal processes.

The available documents—namely, its privacy policy (Starlink, 2026) and terms of service (Starlink,
n.d.-c)—indicate that the company may disclose personal data to comply with a legal obligation or to
respond to requests from the relevant government authorities. However, these clauses are not protocols
or instructions for government agencies, nor do they stipulate how such agencies should request the
information.

In particular, there are no documents equivalent to data access guidelines that specify formal request
requirements, validation standards, submission channels or internal evaluation procedures.

Starlink does not meet subcriterion I, existence of guidelines or protocols, as no public evidence was
found that the company has specific guidelines or protocols governing how it receives requests for infor-
mation from authorities.

Since no guidelines or protocols were identified, subcriterion Il, public availability, is also not met, as

there are no public documents that authorities or citizens can consult to learn about the procedures for
requesting information.
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Finally, Starlink also fails to meet subcriterion Ill, level of detail of procedures, since the company does
not provide detailed information on the steps authorities must follow to request data, nor on the inter-
nal procedures for providing such information.

Therefore, Starlink receives an empty-star rating, as it does not meet any of the criteria.

N\

PRy
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|
Claro~

CLARO - AMX PARAGUAY S.A.

Guidelines for requesting personal information

Yes No
Whether the ISP has guidelines, procedures or protocols that determine how it will
receive requests for information from its customers. o
Whether the guidelines, procedures or protocols are publicly available. °

Whether these guidelines, procedures or protocols explain in detail the steps to be
followed in response to a request and the procedure for providing the data to the [ )
requesting authority.

Claro Paraguay, through its parent company América Movil, has public policies and procedures govern-
ing how requests for data access from government entities are received and processed.

Most of these policies are contained in the 2025 Communications Transparency Report (América Movil,
2025), which also describes the company’s step-by-step internal procedures for handling legal requests.

Therefore, Claro meets subcriterion |, existence of guidelines or protocols. The Transparency Report
states that América Movil has implemented a formal mechanism for receiving, processing and respond-
ing to requests from authorities, which includes assessing the legal basis of the request, the jurisdiction

of the requesting authority and the proportionality of the request.

Furthermore, it notes that, to be considered valid, requests must meet specific requirements, which
demonstrates the existence of an internal framework for handling such requests.

Claro meets subcriterion II, public availability, through its parent company, América Mévil. The Transpar-
ency Reportis a public and easily accessible document published online that provides authorities, users

and civil society organizations with information on the company’s general protocols for interacting with

the government regarding data access.

This availability helps ensure transparency and predictability in the processes by establishing the public
requirements that requests must meet.
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Regarding subcriterion Ill, level of detail of procedures, Claro also meets this subcriterion. The Transpar-
ency Report describes the sequence of steps followed in processing data access requests: receipt and
formal registration of the request; verification of the requesting authority and its legal authority; assess-
ment of compliance with formal and substantive requirements; determination of whether to approve
or reject the request; and disclosure of the requested information once the request has been approved.

The documents analyzed allow for a relatively clearidentification of the stages in the process of receiving,
evaluating and responding to requests from authorities, which allows this subcriterion to be considered
met, although a higher level of operational detail is recommended.

Based on the performance standard, Claro receives a full-star rating for meeting all criteria.

N\

W
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TIGO - TELEFONICA CELULAR DEL PARAGUAY S.A. (TELECEL S.A.)

Guidelines for requesting personal information

Yes No
Whether the ISP has guidelines, procedures or protocols that determine how it will
receive requests for information from its customers. o
Whether the guidelines, procedures or protocols are publicly available. °

Whether these guidelines, procedures or protocols explain in detail the steps to be
followed in response to a request and the procedure for providing the data to the °
requesting authority.

Tigo Paraguay, through its parent company, Millicom, has general guidelines for handling requests for
data access from authorities, which are primarily reflected in the Law Enforcement Disclosure Report
(LED) (Millicom International Cellular S.A., 2024).

However, these guidelines have limitations in terms of their level of detail and specificity, which impacts
compliance with the third subcriterion.

Tigo meets subcriterion |, existence of guidelines or protocols. The LED Report describes the internal
procedures for receiving and evaluating requests from authorities, including reviewing legality, assess-
ing requests in accordance with legal requirements and rejecting those that fail to meet them.

In addition, the company outlines mechanisms for challenging requests that contain legal inconsisten-
cies, which also demonstrates the existence of an internal system for managing requests.

Tigo also meets subcriterion I, public availability. The LED reportis a public document accessible through
Millicom’s corporate website, providing a general overview of how the company manages requests for
access to data.

However, it should be noted that this document is not published directly on Tigo Paraguay’s local web-
site, which may limit its accessibility to users in the country. Furthermore, a Spanish-language version is
not available; it is only published in English.

Regarding subcriterion llI, level of detail of procedures, Tigo does not meet this requirement. Although
the LED Report includes general descriptions of the company’s internal procedures, it does not ade-
quately explain the steps authorities must follow to request data, nor does it outline the complete pro-
cedure for providing the information.
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More specifically, the document describes general principles but does not define a specific protocol;
does not prescribe the formal requirements a request must meet; does not precisely detail the chan-
nels for receiving requests or the guidelines for timely responses; and adopts a narrative rather than a
procedural approach.

Although general guidelines exist, they do not clearly identify the operational procedure or the specific
steps to be followed in response to requests from authorities; therefore, the subcriterion is not consid-

ered met.

Consequently, Tigo receives a half-star rating.
N\
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personal

PERSONAL - NUCLEO S.A.

Guidelines for requesting personal information

Yes No
Whether the ISP has guidelines, procedures or protocols that determine how it will
receive requests for information from its customers. o
Whether the guidelines, procedures or protocols are publicly available. °

Whether these guidelines, procedures or protocols explain in detail the steps to be
followed in response to a request and the procedure for providing the data to the [ )
requesting authority.

Personal Paraguay does not provide guidelines or instructions for authorities on how to request users’
personal data, nor does it provide the terms and procedures for disclosing such data.

Unlike all other internet service providers analyzed, which have such documents, either locally or from
their parent company, no similar guide for authorities or data access protocols was found on the compa-
ny’s website or in publicly available documents.

Therefore, Personal receives an empty-star rating.
N\
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CRITERION 7. Accessibility

Does the ISP have a website with an interface that features perceivable and understandable information,
as well as functional and operable navigation regarding privacy policies and the terms and conditions
of its products and services?

This criterion evaluates whether the ISP provides perceivable information and equivalent alternatives
for presenting content, and whether it offers a navigable and functional interface with understandable
information that is compatible with the users’ tools for accessing its privacy policies and the terms and
conditions of its products and services.

Evaluation criteria

The ISP has a website interface that provides perceivable information and equivalent alternatives for
presenting content, purpose or function;

The ISP has a website with a navigable, functional interface that supports keyboard navigation;

The ISP has a website with understandable information that appears and operates in a predictable
manner;

The content on the ISP’s website is compatible with the user’s current tools (different browsers, assis-
tive technologies and other user agents).

Standard performance:

Full star The ISP meets three or all of the criteria

Half star The ISP meets two of the criteria

One-quarter star The ISP meets one of the criteria

e Le L B

Empty star The ISP does not meet any of the criteria

WHO HAS YOUR BACK? PARAGUAY 2026 87



REPORT - ACCESSIBILITY

»

«

STARLINK

STARLINK
Accessibility
Yes No

The ISP has a website interface that provides perceivable information and equivalent
alternatives for presenting content, purpose or function. o
The ISP has a website with a navigable, functional interface that supports keyboard
navigation. e
The ISP has a website with understandable information that appears and operates in

a predictable manner. o
The content on the ISP’s website is compatible with the user’s current tools (different
browsers, assistive technologies and other user agents). o

The design, structure and functionality of the Starlink website demonstrate a high level of accessibility.
Users can navigate the site and find useful content, such as legal documents, thanks to its clear and
logical design and straightforward information structure.

The technical evaluation using the WAVE Web Accessibility Evaluation Tool did not detect any critical
accessibility errors, yielding a score of 9.9 out of 10 (Web Accessibility Tool, n.d.-c). Although some minor

alerts were identified, they do not compromise overall functionality or the user experience.

Regarding subcriterion |, perceivable information, the site has good contrast, provides legible typography
and presents information in an understandable structure, facilitating the perception of the information.

As for subcriterion Il, functional navigation, the site is also easy to use, free of access barriers and fea-
tures a logical and orderly menu structure.

Regarding subcriterion Ill, comprehensibility, the information is presented in an easy-to-read and pre-
dictable structure, using language that is easily understood.
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Regarding subcriterion IV, compatibility, the assessment indicates that the site supports conventional
browsers, and no significant structural anomalies were observed. The usability test conducted by the
WAVE accessibility tool found no errors that negatively affect the ability to locate information or interact

with the site using assistive technologies.

In accordance with the performance standard, Starlink receives a full-star rating.
N\

W
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CLARO - AMX PARAGUAY S.A.

Accessibility

Yes No
The ISP has a website interface that provides perceivable information and equivalent
alternatives for presenting content, purpose or function. o
The ISP has a website with a navigable, functional interface that supports keyboard
navigation. o
The ISP has a website with understandable information that appears and operates in
a predictable manner. o
The content on the ISP’s website is compatible with the user’s current tools (different

o

browsers, assistive technologies and other user agents).

There are notable deficiencies on Claro’s website that affect both the ease of navigation and the site’s
ability to function in a way that is compatible with assistive technologies. Although information can be
displayed to the user at a basic level, the experience is problematic due to a series of structural issues
that prevent full access to the content.

The technical evaluation using the WAVE Web Accessibility Evaluation Tool identified multiple accessibil-
ity issues, including structural errors, contrast problems and alerts related to content organization, re-
sulting in a score of 5.8 out of 10 (Web Accessibility Tool, n.d.-a). These results indicate a low-to-medium
level of accessibility compared to current standards.

Regarding subcriterion I, perceivable information, the site partially meets this subcriterion. The content
is perceivable and the text is legible, but some contrast issues have been identified that affect readability
and visibility for users with low vision.

Regarding subcriterion II, functional navigation, Claro does not meet this subcriterion. The site has func-
tional navigation issues due to complex structures, problems with the organization of headings and is-
sues with keyboard navigation.

Claro does not meet subcriterion Ill, comprehensibility. This is because the site’s structure is not always
predictable, and the organization of the content can create ordering and navigation problems that par-
ticularly affect users who rely on assistive technologies.
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Finally, regarding subcriterion IV, compatibility, the identified errors affect the site’s compatibility with

user tools, including contrast errors, a lack of appropriate labels and structural issues.

That said, in this case, Claro receives a one-quarter star rating.
N\
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TIGO - TELEFONICA CELULAR DEL PARAGUAY S.A. (TELECEL S.A.)

Accessibility

Yes No

The ISP has a website interface that provides perceivable information and equivalent
alternatives for presenting content, purpose or function. o
The ISP has a website with a navigable, functional interface that supports keyboard
navigation. o
The ISP has a website with understandable information that appears and operates in
a predictable manner. o
The content on the ISP’s website is compatible with the user’s current tools (different

o

browsers, assistive technologies and other user agents).

The Tigo website offers a high level of accessibility, with a clear, well-structured and functional interface
that allows for smooth navigation and effective access to relevant content.

The technical evaluation using the WAVE Web Accessibility Evaluation Tool identified a minimal number
of issues, including a single error and a few minor alerts, resulting in a score of 9.1 out of 10 (Web Accessi-
bility Tool, n.d.-d). These results reflect strong performance in terms of accessibility.

Based on subcriterion I, perceivable information, the site has very good readability. All elements have
adequate contrast and the content is organized in a visually clear manner, allowing for proper perception
of the information.

For subcriterion Il, functional navigation, the main navigation and its elements allow for smooth access,
facilitating navigation without significantly hindering exploration.

Regarding subcriterion I, comprehensibility, the content is clearly structured, legible and predictable.
The predictability of the site’s structure makes it easy to fill in gaps in information.

And based on subcriterion IV, compatibility, it has been observed that the site is compatible with stan-
dard browsers and is adapted to various device screen sizes. The errors detected do not significantly
affect use with assistive technologies.

Therefore, Tigo receives a full-star rating.
N\

W
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personal

PERSONAL - NUCLEO S.A.

Accessibility

Yes No
The ISP has a website interface that provides perceivable information and equivalent
alternatives for presenting content, purpose or function. o
The ISP has a website with a navigable, functional interface that supports keyboard
navigation. o
The ISP has a website with understandable information that appears and operates in
a predictable manner. o
The content on the ISP’s website is compatible with the user’s current tools (different
browsers, assistive technologies and other user agents). o

The Personal website has significant accessibility issues that affect both the perception of information
and navigation, as well as compatibility with assistive technologies.

A technical evaluation using the WAVE Web Accessibility Evaluation Tool identified a high number of er-
rors, including structural flaws, contrast issues and multiple alerts, resulting in a score of 3.9 out of 10
(Web Accessibility Tool, n.d.-b). These results indicate a low level of accessibility compared to current
standards.

Regarding subcriterion |, perceivable information, this subcriterion is not met due to the large number of
contrast and presentation errors, which primarily affect readability for people with low vision.

Personal does not meet subcriterion Il, functional navigation, due to the presence of multiple structural
errors, as well as a lack of content organization, which makes navigation, particularly navigation using a
keyboard and assistive technology, very difficult.

Subcriterion Ill, comprehensibility, is also not met. The site’s structural design is not entirely predictable
and contains inconsistencies that may hinder understanding of the information.

Finally, regarding subcriterion IV, compatibility, the errors detected have a negative impact on the site’s
level of compatibility with assistive technologies and screen readers, as well as with various user agents.

Consequently, an empty-star rating is assigned.
N\

PRy
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CRITERION 8. Data disclosure protocol for criminal investigations

Does the ISP commit to following the most protective interpretation of the right to privacy in response
to requests for personal data from government authorities, and does it have specific policies in place
for such cases?

The provision of personal data in the context of criminal investigations constitutes one of the points of
greatest tension between criminal prosecution and the protection of the right to privacy. This criterion
assesses whether ISPs adopt a restrictive and rights-protective interpretation of the current regulatory
framework when responding to requests for access to data from public authorities.

Inthis edition, this criterion takes on special relevance following the entry into force of Law No. 7593/2025
on the Protection of Personal Data, which establishes mandatory guiding principles for all processing
and disclosure of personal data, including its transfer to public authorities. Among these principles are
legality, purpose limitation, proportionality, data minimization and demonstrable accountability.

This analysis must be understood in light of the national legal framework, which establishes stringent
standards: the National Constitution (Presidency of the Republic of Paraguay, 1992), Articles 33 and 36,
protect privacy and the inviolability of communications; the Code of Criminal Procedure (Presidency of
the Republic of Paraguay, 1998b), Articles 200 and 228, requires judicial oversight for interception; and
Law No. 7593/2025 on the Protection of Personal Data in Paraguay (Presidency of the Republic of Para-
guay, 2025b) imposes the principles of legality, proportionality and data minimization in the processing
of personal data.

Evaluation criteria

Registration data (subscriber information)

This subcriterion assesses whether the company:

states that registration data will only be disclosed to duly identified competent authorities, limiting
disclosure to cases expressly authorized by law;

and/or requires a court order when the request goes beyond the circumstances expressly autho-
rized by law for administrative or regulatory requests or when it poses risks to the right to privacy.

Geolocation data
This subcriterion assesses whether the company:
clearly distinguishes geolocation data from other types of personal data;

and stipulates that its disclosure—especially in real time—requires a court order, in accordance
with constitutional standards for the protection of communications.
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Connection logs (metadata)
This subcriterion assesses whether the company commits to:
disclosing connection logs only pursuant to a court order;

alternatively, establishing clear and restrictive limits on their disclosure, in line with the constitutio-
nal protection of metadata as part of communications.

Prohibition of generic orders
This subcriterion assesses whether the company:

commits to rejecting or challenging requests for access to data that do not specifically identify the
individual concerned,;

or that are disproportionate, overly broad or lack sufficient justification.
Specific protocols and transparency
This subcriterion assesses whether the company:

has public protocols or guidelines governing the disclosure of data to authorities in the context of
criminal investigations;

and whether these protocols contain clear, structured and accessible information about the appli-
cable criteria and procedures.

Performance standard:

Full star The ISP meets five of the criteria

Three-quarter Star The ISP meets four of the criteria
Half star The ISP meets three of the criteria

One-quarter star The ISP meets one of the criteria

e L P I

Empty star The ISP does not meet any of the criteria
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REPORT - DATA DISCLOSURE PROTOCOL
FOR CRIMINAL INVESTIGATIONS

©

«

STARLINK

STARLINK

Data disclosure protocol for criminal investigations

Yes No
Registration data (subscriber information)
This subcriterion assesses whether the company: (a) states that registration data will
only be disclosed to duly identified competent authorities, limiting disclosure to
[

cases expressly authorized by law; (b) and/or requires a court order when the request
goes beyond the circumstances expressly authorized by law for administrative or
regulatory requests or when it poses risks to the right to privacy.

Geolocation data

This subcriterion assesses whether the company: (a) clearly distinguishes geolocation

data from other types of personal data; (b) and stipulates that its disclosure— °
especially in real time—requires a court order, in accordance with constitutional

standards for the protection of communications.

Connection logs (metadata)

This subcriterion assesses whether the company commits to: (a) disclosing

connection logs only pursuant to a court order; (b) alternatively, establishing clear °
and restrictive limits on their disclosure, in line with the constitutional protection of

metadata as part of communications.

Prohibition of generic orders

This subcriterion assesses whether the company: (a) commits to rejecting or

challenging requests for access to data that do not specifically identify the individual °
concerned; (b) or that are disproportionate, overly broad or lack sufficient

justification.

Specific protocols and transparency

This subcriterion assesses whether the company: (a) has public protocols or

guidelines governing the disclosure of data to authorities in the context of criminal °
investigations; (b) and whether these protocols contain clear, structured and

accessible information about the applicable criteria and procedures.
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Starlink does not have publicly available information specifying the procedures for sharing personal
data in connection with criminal investigations. The available documents, the privacy policy (Starlink,
2026) and terms of service (Starlink, n.d.-c), indicate that the company may share personal data to com-
ply with legal obligations or requests from competent authorities. This legal language is vague and lacks
details regarding what data might be disclosed, the reasons and justifications behind such disclosure,
who would receive it or the legal basis for such disclosures. Therefore, the company does not publicly
state that its stance is protective of or restrictive regarding the right to privacy.

Regarding subcriterion |, on registration data, Starlink does not specify under what circumstances it dis-
closes basic subscriber data or account information. It does not specify to which authorities such data
may be disclosed, or whether these authorities are distinct from administrative, prosecutorial or judicial
authorities, or under what circumstances a court order is required. This lack of information makes it dif-
ficult to assess whether the company restricts the provision of registration data to legally justified cases
or whether it imposes any additional restrictions in the event of government requests.

Subcriterion II, which refers to geolocation data, does not provide information on the processing or dis-
closure of such data. The company does not distinguish between historical and real-time geolocation
data, nor does it specify whether access to such data requires a prior court order. The company’s silence
on this matter is particularly concerning because geolocation data can reveal a person’s movements,
place of residence, interpersonal relationships and daily activities or routines. This suggests that stricter
safeguards are required.

Regarding subcriterion Ill, which pertains to connection logs, Starlink also does not apply differentiated
principles for the provision of metadata, technical logs or information on service usage. The aforemen-
tioned documents do not specify whether this data collection is limited to a court order or whether this
data is treated with the same level of protection as the content of communications. The lack of differ-
entiation is concerning because connection logs can expose users to sensitive information about their
digital activity, even if the logs do not contain the content of communications.

Regarding subcriterion IV on the prohibition of generic orders, the company has not made any public
statement on whether it accepts, rejects or limits requests that are excessively broad, generic or dispro-
portionate. It also does not disclose whether it requires such requests to specify the individual whose
data is being sought, the type of data requested, the duration or the purpose of the measure. Without
this information, it cannot be concluded that Starlink has implemented safeguards against excessive
and potentially abusive government requests.

Regarding subcriterion V on specific protocols and transparency, Starlink does not create, share or pub-
lish guides, protocols or guidelines to provide information to public authorities or users about the pro-
cess by which it responds to data requests in criminal investigations. The absence of guidelines or struc-
tured documentation means that it is unclear how information is received, reviewed, confirmed and/or
provided. This places the organization at a low level of transparency in a dimension that is particularly
sensitive to privacy.

Consequently, Starlink does not meet any of the evaluated subcriteria. Its public documentation
does not set out clear, differentiated and rights-protective rules for the disclosure of personal
data to authorities in criminal investigations. Accordingly, Starlink receives an empty-star rating.

N\
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Claro~

CLARO - AMX PARAGUAY S.A.

Data disclosure protocol for criminal investigations

Yes No
Registration data (subscriber information)
This subcriterion assesses whether the company: (a) states that registration data will
only be disclosed to duly identified competent authorities, limiting disclosure to
[ ]

cases expressly authorized by law; (b) and/or requires a court order when the request
goes beyond the circumstances expressly authorized by law for administrative or
regulatory requests or when it poses risks to the right to privacy.

Geolocation data

This subcriterion assesses whether the company: (a) clearly distinguishes geolocation

data from other types of personal data; (b) and stipulates that its disclosure— °
especially in real time—requires a court order, in accordance with constitutional

standards for the protection of communications.

Connection logs (metadata)

This subcriterion assesses whether the company commits to: (a) disclosing

connection logs only pursuant to a court order; (b) alternatively, establishing clear °
and restrictive limits on their disclosure, in line with the constitutional protection of

metadata as part of communications.

Prohibition of generic orders

This subcriterion assesses whether the company: (a) commits to rejecting or

challenging requests for access to data that do not specifically identify the individual °
concerned; (b) or that are disproportionate, overly broad or lack sufficient

justification.

Specific protocols and transparency

This subcriterion assesses whether the company: (a) has public protocols or

guidelines governing the disclosure of data to authorities in the context of criminal °
investigations; (b) and whether these protocols contain clear, structured and

accessible information about the applicable criteria and procedures.

Claro Paraguay, through América Movil, provides a moderate level of detail regarding its policies on data
requests from authorities. While other internet service providers lack such policies, Claro Paraguay’s
transparency reports (América Movil, 2025) and corporate documents, such as its sustainability report
(América Movil, 2024), include references to its internal processes. However, these policies are general
and lack the specificity needed to conclude that the company adopts a clearly restrictive approach to
data requests and is therefore aligned with the strongest protections of the right to privacy in Paraguay.
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Regarding subcriterion I, registration data, Claro has not transparently disclosed the circumstances un-
derwhich it might provide customer data or basic account information. Claro has stated that it operates
within the law, but the description is so vague that it is impossible to determine whether Claro restricts
data disclosure to certain types of authorities or in which situations a court order is required. Nor is there
a clear distinction between the different types of requests to verify a restrictive policy in this area.

This conclusion is not altered by the fact that the report identifies Article 228 of the Code of Criminal
Procedure as the legal basis. That provision authorizes the Public Prosecutor’s Office to request infor-
mation from public and private entities in the context of criminal investigations, but it does not establish
specific criteria regarding categories of data, levels of protection or the requirement for judicial oversight.
Therefore, the mere reference to this provision does not allow for verification that the company adopts a
restrictive and protective interpretation with respect to the registration data.

The absence of regulations regarding geolocation data is even more pronounced in subcriterion Il. There
are no regulations on the processing or transmission of location data. Nor is there any provision to dif-
ferentiate between location data that is generated and location data that already exists. Nor is there any
information regarding the need for judicial oversight of this type of data. Given that geolocation data is
one of the most sensitive types of data, this lack of regulations is one of the most significant shortcom-
ings in privacy protection.

Although América Mévil’s report identifies real-time geolocation as a distinct category of requests, it
does not elaborate on the legal conditions applicable to its disclosure nor does it specify whether a
court order is required to access this information. Nor does it distinguish between historical data and
real-time data. Consequently, the regulatory reference is insufficient to demonstrate a policy aligned
with enhanced privacy protection standards.

Regarding subcriterion Ill, connection logs, although América Mdvil’s transparency reports include ref-
erences to different types of requests, including those involving metadata, there is no specific rule re-
stricting the disclosure of such information to requests made pursuant to a court order, nor are there
criteria that treat metadata in a manner consistent with the standards established by constitutional and
inter-American case law. Therefore, it cannot be said that the company adopts a restrictive interpreta-
tion in this regard.

Similarly, although the report distinguishes the category of retained data or metadata, the cited regu-
lations are not accompanied by an explanation of the safeguards applicable to these records or of the
need for judicial oversight regarding access to them. This lack of precision is particularly significant given
that constitutional and inter-American case law recognizes that metadata can reveal sensitive informa-
tion about individuals’ private lives.

Regarding subcriterion IV, prohibition of generic orders, there are some positive developments. In its
reports, América Mévil explains the legal basis for the requests it may receive, suggesting that some
internal controls may be in place to identify inappropriate requests. Although there is no formal commit-
ment to reject generic, overly broad or disproportionate requests, and no explicit public mechanism or
criteria for identifying them, the existence of legal review mechanisms provides some preliminary legal
safeguards. Therefore, this subcriterion is met to a certain extent.
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Finally, regarding subcriterion V, specific protocols and transparency, there is no full compliance, al-
though some progress is evident. The publication of transparency reports is an important means of
ensuring accountability, as they show how requests from authorities are handled and what types of
controls are in place, albeit in general terms. However, these reports do not provide a structured, de-
tailed and accessible protocol describing the process for requests, evaluations and data submission.
Furthermore, there are no publicly accessible guidelines for authorities or the general public that would
allow them to fully understand the criteria applied. In this regard, despite the low level of progress in
advancing transparency, since the protocol is not yet fully developed, this subcriterion is considered

partially met.

Claro demonstrates an intermediate level of compliance with this criterion. Unlike other ISPs, it has in-
ternal review mechanisms and a certain degree of transparency, but these do not translate into clear,
differentiated and rights-protective rules governing the disclosure of data in criminal investigations. The
company does not clearly define how it handles different types of data, nor does it establish explicit
commitments regarding risks such as generic requests or the absence of judicial oversight.

Accordingly, Claro receives a three-quarter star rating for meeting two of the criteria.

N\

W
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TIGO - TELEFONICA CELULAR DEL PARAGUAY S.A. (TELECEL S.A.)

Data disclosure protocol for criminal investigations

Yes No
Registration data (subscriber information)
This subcriterion assesses whether the company: (a) states that registration data will
only be disclosed to duly identified competent authorities, limiting disclosure to
[ ]

cases expressly authorized by law; (b) and/or requires a court order when the request
goes beyond the circumstances expressly authorized by law for administrative or
regulatory requests or when it poses risks to the right to privacy.

Geolocation data

This subcriterion assesses whether the company: (a) clearly distinguishes geolocation

data from other types of personal data; (b) and stipulates that its disclosure— °
especially in real time—requires a court order, in accordance with constitutional

standards for the protection of communications.

Connection logs (metadata)

This subcriterion assesses whether the company commits to: (a) disclosing

connection logs only pursuant to a court order; (b) alternatively, establishing clear °
and restrictive limits on their disclosure, in line with the constitutional protection of

metadata as part of communications.

Prohibition of generic orders

This subcriterion assesses whether the company: (a) commits to rejecting or

challenging requests for access to data that do not specifically identify the individual °
concerned; (b) or that are disproportionate, overly broad or lack sufficient

justification.

Specific protocols and transparency

This subcriterion assesses whether the company: (a) has public protocols or

guidelines governing the disclosure of data to authorities in the context of criminal °
investigations; (b) and whether these protocols contain clear, structured and

accessible information about the applicable criteria and procedures.

Tigo Paraguay, through Millicom, demonstrates an intermediate level of development in managing data
access requests from authorities. This is primarily reflected in the Law Enforcement Disclosure Report
(LED) (Millicom International Cellular S.A., 2024). Unlike companies that have no documentation at all,
in this case it is actually possible to identify some policies and cite some internal processes. However,
these aspects do not constitute a clear, detailed and explicitly aligned regulatory framework that can be
interpreted as aimed at guaranteeing the right to privacy in the Paraguayan context.
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Regarding subcriterion |, registration data, the LED report states that the company assesses the legality
of requests before disclosing the data. However, this statement is quite general, and it is not possible to
identify specific, publicly available rules governing the circumstances under which registration data is
disclosed or the specific circumstances in which a court order is required. The company also does not
clearly distinguish between the different types of requesting authorities. The lack of detail makes it im-
possible to assess whether the company’s policy takes a restrictive and protective approach in this area.

Regarding subcriterion Il, geolocation data, the document does not specify regulations governing the
provision of this type of data. The document does not specify the distinction between real-time geoloca-
tion data and historical geolocation data. The document does not specify whether geolocation data, in
general, is subject to a stronger standard of protection, such as a standard requiring a court order. Given
the obvious sensitivity of the data, this can be considered a significant shortcoming.

Regarding subcriterion lll, connection logs, the LED report classifies these as including metadata and
other types of technical information. This classification in itself does not provide a meaningful rule lim-
iting the provision of metadata to cases where a court order is issued. Furthermore, there are no devel-
oped criteria that explicitly recognize the protected nature of metadata as consistent with constitutional
and inter-American standards. Therefore, it cannot be asserted that a restrictive policy exists regarding
this type of data.

However, Millicom shows some positive developments under subcriterion IV regarding the prohibition
of generic orders. The company’s report states that it evaluates the legal basis of the orders it receives
and that, in cases of legal inconsistencies or potential legal violations, it will challenge those orders and
may even seek judicial review. This indicates the existence of internal control mechanisms for handling
government requests. However, the company lacks an explicit commitment to reject generic, vague or
disproportionate orders, as well as publicly available criteria for identifying such orders. Therefore, al-
though some basic mechanisms exist, they are not robust, and the company is considered to be partially
compliant with this subcriterion.

Finally, regarding subcriterion V, specific protocols and transparency, the LED report represents a sig-
nificant step forward in transparency, as it describes, in general terms, how the company responds to
requests for access to data and makes some internal processes visible. However, this report does not
provide a structured, systematic and deliberately accessible protocol for understanding the processes
for receiving, evaluating and providing information. There is also a lack of publicly available guidelines
addressed to authorities or the public that specify the standards used in criminal proceedings. There-
fore, although there has been some progress in terms of transparency, it is very basic in nature and in-
sufficient to meet the standard; consequently, the company is assessed as partially compliant with this
subcriterion.

Accordingly,Tigo receives a three-quarter star rating for meeting two criteria.

N\
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personal

PERSONAL - NUCLEO S.A.

Data disclosure protocol for criminal investigations

Yes No
Registration data (subscriber information)
This subcriterion assesses whether the company: (a) states that registration data will
only be disclosed to duly identified competent authorities, limiting disclosure to
[ ]

cases expressly authorized by law; (b) and/or requires a court order when the request
goes beyond the circumstances expressly authorized by law for administrative or
regulatory requests or when it poses risks to the right to privacy.

Geolocation data

This subcriterion assesses whether the company: (a) clearly distinguishes geolocation

data from other types of personal data; (b) and stipulates that its disclosure— °
especially in real time—requires a court order, in accordance with constitutional

standards for the protection of communications.

Connection logs (metadata)

This subcriterion assesses whether the company commits to: (a) disclosing

connection logs only pursuant to a court order; (b) alternatively, establishing clear °
and restrictive limits on their disclosure, in line with the constitutional protection of

metadata as part of communications.

Prohibition of generic orders

This subcriterion assesses whether the company: (a) commits to rejecting or

challenging requests for access to data that do not specifically identify the individual °
concerned; (b) or that are disproportionate, overly broad or lack sufficient

justification.

Specific protocols and transparency

This subcriterion assesses whether the company: (a) has public protocols or

guidelines governing the disclosure of data to authorities in the context of criminal °
investigations; (b) and whether these protocols contain clear, structured and

accessible information about the applicable criteria and procedures.

Personal Paraguay demonstrates a limited capacity to manage data requests from authorities in the
context of legal proceedings. Compared to other companies in the study, no local or parent company
documents were identified, where applicable, that establish instructions, criteria or protocols governing
how the company processes requests for access to data.
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Regarding subcriterion |, registration data, Personal has not publicly disclosed the circumstances under
which it discloses subscriber or account data. There are no criteria establishing which authorities are
authorized to request such data or the situations in which a court order would be required. This makes
it impossible to confirm whether or not the company imposes restrictions or controls on the sharing of
such information.

Regarding subcriterion Ill, connection logs, there are no rules governing the disclosure of metadata or
technical logs relating to service use. There are no rules establishing restrictions, conditions or court
order requirements for this type of data. It is therefore not possible to determine whether the company’s
policy is consistent with constitutional standards for the protection of communications.

Regarding subcriterion IV, prohibition of generic orders, no explicit commitments to reject or challenge
broad, generic or disproportionate requests are identified. The company does not state whether it re-
quires a minimum level of specificity in requests or whether it has control mechanisms in place to ad-
dress potential abuses by authorities.

Finally, regarding subcriterion V, specific protocols and transparency, Personal does not publish any
guides, protocols or guidelines governing the disclosure of data to authorities in criminal investigations.
Nor are there any documents describing the procedure for receiving, evaluating and responding to such
requests, nor is there any information intended for authorities or users.

Consequently, Personal receives an empty star rating, as it does not meet any of the criteria.

N\
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CONCLUSION

This edition of the study shows the same pattern observed in previous editions among Paraguayan In-
ternet service providers (ISPs), confirming persistent disparities depending on the type of company, as
well asin the evolution of their policies and their willingness to adopt transparency practices. Compared
with previous editions, this year’s study includes Starlink and excludes local providers such as COPACO
and VOX. This has partially reshaped the basis for comparison but has not altered the main conclusions.

Overall, among companies with an international presence, América Mévil (Claro) and Millicom (Tigo) re-
main the companies that have made the most progress on certain indicators, particularly in transparen-
cy and policy formulation. However, this progress has been partial, slow and, in many cases, more formal
than substantive. By contrast, Personal continues to lag behind across almost all dimensions, while Star-
link stands out by performing better on criteria related to policies and publicly available documentation,
although it continues to show low levels of transparency regarding government access to user data.

Privacy and personal data protection policy

Most of the ISPs reviewed have some form of privacy policy. However, there are significant shortcom-
ings, such as a lack of clarity in the policy documents, the presence of contradictions and the absence
of important elements. Claro, Tigo and Personal have documents available, but none address relevant
data retention periods or processing criteria, which undermines fundamental principles of Law No.
7593/2025, such as data minimization and purpose limitation.

In the case of Tigo, there is a lack of clarity and internal contradictions regarding the scope of the con-
tractual documents and privacy policies, while Personal’s documents are underdeveloped and lack clar-
ity. On the other hand, Starlink provides documents that are generally clear but lack adaptations to the
Paraguayan context regarding the absence of local safeguards, which in turn limits their evaluation in
terms of substantive compliance.

Judicial authorization

This analysis reaffirms a trend established in previous editions: Internet service providers do not con-
sistently adopt a rights-protective stance regarding the requirement for a court order in relation to the
processing of metadata.

While a court order is generally required to access the content of communications, in line with Articles
33 and 36 of the National Constitution and the Code of Criminal Procedure, this requirement does not
extend (or does not clearly extend) to other types of data (connection logs, geolocation, etc.).

Furthermore, the analysis does not resolve the remaining ambiguities regarding the role of the Public
Prosecutor’s Office as the authority requesting the data and the tension this creates in relation to the
principle of prior judicial review, which has been established both at the national level and through the
case law of the Inter-American Court of Human Rights (Escher v. Brazil, CAJAR v. Colombia).
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User notification

Asin previous editions, the Internet service providers examined do not notify customers when their data
is accessed.

This failure raises concerns regarding transparency and due process, and illustrates a misalignment with
international standards that establish notification as a basic safeguard against violations of citizens’
privacy.

Policies for the promotion and defense of human rights

Internet service providers’ commitment to promoting human rights tends to be driven more by interna-
tional corporate standards than by a concrete local commitment.

Tigo and Claro receive the highest scores on this indicator, thanks to their alignment with global stan-
dards and their membership in industry initiatives. However, no substantial actions and/or explicit pub-
lic positions were identified at the local level, particularly with regard to privacy protection.

Personal receives an even lower score, as no initiatives of significant importance were identified in the
region.

Transparency

The lack of transparency remains one of the main weaknesses observed among the ISPs analyzed. In
Paraguay, only Claro and Tigo publish transparency reports on government requests for user data.
These documents are prepared by the parent companies of both groups and represent significant prog-
ress in terms of accountability.

However, there are significant differences between them. América Movil’s report includes specific infor-
mation on Paraguay, such as references to the applicable regulatory framework and breakdowns of dif-
ferent categories of requests, which allows for a more precise understanding of some of the company’s
practices in the country. In contrast, Millicom’s report provides a more limited level of detail regarding
Paraguay and presents information primarily from a regional perspective. Even so, in both cases, lim-
itations persist due to the lack of comprehensive information on certain categories of data and on the
specific criteria used to respond to requests from authorities, making it difficult to fully assess the extent
of the companies’ cooperation with government authorities and the safeguards they apply.

Starlink and Personal do not even publish transparency reports, indicating a complete lack of
accountability.

Guidelines for requesting personal information
There is a notable distinction among ISPs regarding the existence of guidelines for authorities. Claro
and Tigo have developed guidelines to some extent, thanks once again to the driving influence of their

parent companies, but Personal and Starlink lack any kind of specific public guidelines, which has a
negative impact on the predictability and transparency of data access procedures.
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Accessibility

The accessibility analysis reveals significant variations among providers. Both Tigo and Starlink exceed
expectations in terms of accessibility and are backed by technical evaluations. Claro has significant
shortcomings, while Personal has poor accessibility and multiple structural flaws that undermine its
user experience.

This criterion demonstrates that accessibility is not uniform and is determined by a company’s technical
priorities and how much it is willing to invest.

Data disclosure protocol for criminal investigations

The inclusion of this criterion allows for a better identification of structural deficiencies in the sector.
In general, ISPs lack transparent, distinct and publicly available policies governing the disclosure of
information in the context of criminal proceedings and a rights-protective interpretation of the right
to privacy.

Claro and Tigo show some progress, but they do not establish formal rules regarding different types
of data, nor do they make formal commitments regarding risks such as overly broad orders or dispro-
portionate requests. In the case of Personal and Starlink, there is a complete lack of development in
this area.
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RECOMMENDATIONS

This assessment indicates that Internet service providers in Paraguay have made some progress; how-
ever, problematic practices persist regarding transparency, data protection and limits on state interven-
tion. To address these issues, companies must improve their privacy policies to ensure they are clear,
comprehensive and consistent, and align them with Law No. 7593/2025 and incorporate key aspects,
such as data retention periods and the legal bases for data processing.

Itis also important for them to adopt a stricter interpretation of the legal framework and ensure that con-
tent, metadata and all other forms of data are accessed only under judicial oversight and in accordance
with the principle of proportionality. In this regard, the absence of notification mechanisms to users is
one of the most significant shortcomings in this area. Therefore, it is recommended that efforts be di-
rected toward developing such mechanisms as a minimum standard for transparency and due process.

Regarding transparency, Internet service providers should publish public reports, particularly regard-
ing information on data requests received and responded to. Likewise, transparency also requires the
development of protocols for the disclosure of data in criminal investigations, where differences in data
types are clarified and abusive requests are rejected.

Itis also recommended that guidelines be developed for authorities and that stronger internal processes
be adopted for evaluating requests, as well as improvements in the accessibility of their digital platforms,
ensuring access to information for all users.

Finally, ISPs should take on a more active role in promoting human rights through awareness-raising ini-
tiatives, participation in sector-specific forums and actions in response to improper requests. Ultimately,
strengthening data protection in Paraguay depends not only on the regulatory framework but also on its
effective implementation by companies, which requires a shift from a formal to a substantive approach
to protecting the right to privacy.
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